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o gdejof 2 Zlog At wik ALgAt
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1. ISO/IEC JTC 1/SC27/WG1

WG12 B BAAZAARIASMS, Informa-
tion Security Management System)ol] #3+ &
TS BEE ST He <ad >89 2o
E73} A 0] AR} FF Il <E o] B
o} 2|2 AlF- BE2 v 2,

* ISMS E23 X3 A
-ISO/IEC 27000 ISMS ¥ Alg]=9] 7t
3} A
- G ISMS EFEZ
T8
« ISO/IEC 27001014 7 &] BA|9 A HX
€9 TEE FHFske Bl vt sc27
W< ofel AARHES], WGHEFS] FE.
«ISMSel| tist Ak Ropd 54 Q FAR
Fe 97 At 157 9.
-1SO/TC 215 BA
-1SO/TC 68 23+
- ISO/TC 204 A58 TEA| AH
-1SO/TC 223 W+ 5.

ABe %

PSS

e
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-ISO TMB(Technical Management Board)
JTCG(Joint Technical Coordination
Group) on Management Systems

-ITU-T A7) &4

-ISSEA(International Systems Security
Engineering Association)

3302
-FF

2] A3
- WLA(World Lottery Association)

H

(28 2) SC27/WG1 XiH|l #&

ol 2y

= =

M

. Goals, Techniques, Mechanism and Algorithms ‘

18033 110116
Confidentiality

| Encryption | Modes of op
« 19772
Avaliability

/ Authenticated encryption
Integrity

10118
Hash-functions

| 18031

19797 H
M Random bit generation

auth. codes

118032

} 9796 and 14888 H
Prime num. generation

| Digltal signatures

¥ 9798
| Entity

lautnor | LTime stamping| . 11779

laction 13888 i Key
(Aum.of perso% Non-repudiation} {24761
|

. Auth. context for biom. i

15946
Elliptic curves

7064 :
| Check char. systems

| 24745

| Biom. protect.

1

(38 3) SC27/WG2 &3t H|A|
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(& 1) SC27/WG1 M| =2181g U &=
WG 1 27000 A2I= EZF
Information security management system - 4 ota ol & .
Overview and vocabulary 27000 FDIS 20094 #=0 Planning
: . _ 1st ed.(2005), WY
Information seCFLzJerltyirrz;nagémem system 27001 _ (270013} 270022 A5 Policy
quiremen e RX)
Code of practice for information security 27002 - AE Implement &
management e Operate
Information security management system 1 oS ol Implement &
implementation guidance 27003 FCD 20098 =0 Operate
Information security management 4 ot o ™
measurements 27004 2nd FCD 2009 2A=20|F Assessment
Information security risk management 27005 - 1st ed.(2008) Planning
Requirements for bodies providing audit and
certification of information security 27006 - 1st ed.(2007) all
management systems
Guidelines for ISMS auditing 27007 2nd CD 201049 2201F all
MICTS - Part! — Concepts and models 13335-1 EIed, - Policy
- _ ) _ Implement &
ISM guidelines for e—government services 27012 NP Operate
Information security management for inter~ 57010 NP _ impiement &
sector communications Operate
Guidance for Auditors on ISMS Controls 27008 NP - all
Information security governance framework NP - NWI(et=H|2h) all
ISMS for Service Sector: integrated _ - of
Implementation of ISO 20000-1 and 1S027001 NP NWI(E =2 al
ISM guidelines for financial services and _ of
insurance industries NP NWI(@I=5I2n all
EH MY ISMS BEE
Information security management guidelines _ Implement &
for telecommunications 2ron Ist ed.(2008) Operate
Sector-Specitic ISMS Standards for the Study _ Implement &
World Lottery Association Period & Operate
Information security for Critical Study _ Implement &
Infrastructure — Sector—specific guidance Period &% Operate

-95-



96 JEEELZEE-=

(& D2 A%

7|E} MUY HE
Banking and related financial services — 13569 B 1st ed.(2005), WY Implement &
Information security guidelines (TC68/SC2) Operate
Health informatics — Security management in B Implement &
health using 1SO/IEC 27002 27799 1st €d.{2008) Operate

2. ISO/IEC JTC 1/8C27/WG2

SC27/WG2E &3 719 9 Bt WA US| &
P s BEE % H9e <a¥ a7
Fom Jdt s} A At IS A=
X 2o Boj A1 A 52 v Zrjsw,
-IT A2 E S0 Bot 719 9 wlAYES
Agep7] A%t 29 QFANIES] Y
- Bk AJH] 2o Al%ﬂ He 7Y 4 wAYUSE
&A% %01 v 2el 783 B30 A
-t}2-9] 7] S ¥ dste= ols 4 pl-os
LRl Uﬂ?M%«] Mdshs 17719 73}

r°"

(& 2) SC27/WG2 TH| XXI3g U S5 S

HAE 293k Uk
- B]'WAJ(confidentiality)
- A A| ¢15(entity authentication)
- ¥-01 B2 (non-repudiation)
- 7] #2l(key management)
- H|o]E] FZA)(data integrity)
— w|x)7] Q1
— &4 &<~ (hash-functions)
— HAg A Y(digital signatures)
ol HIAUSES gtEo® Ui &3, v
3 s a8 v-4s 7
£5 = 7Sl digk e }56%% Z+31 Qi

(message authentication)

¢S SHEncryption)

Encryption algorithms — General 180331 [1st ed. (2005)] Amezr;_(é;nent
Encryption algorithms — Asymmetric ciphers 18033-2 [1st ed. (2006)]
[1st ed. (2005),
CORI1(2006), A
Encryption algorithms — Block ciphers 18033-3 1st WD COR2(2007), f_i’l‘g;“;ﬁ'; gj'f
COR3(2008)], e =
St SEED $8
i i _ ; _ [1st ed. (2005), to be
Encryption algorithms — Stream ciphers 18033-4 2nd PDAM amended]
Modes of operation for an n—bit block cipher [3rd ed.(2006), COR1
algorithm 10116 (20081 SC27 N6578
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(# 2)2| A%
WG 2 B
Authenticated encryption 19772 FDIS -
C/Xig MH(Digital signature)
Digital signature schemes giving message _ 5
recovery — General 97961 [2=]
Digital signature schemes giving message recovery _ 0
— Integer factorization based mechanisms 9796-2 study [7HE]
Digital signature schemes giving message recovery 9796-3 [2nd ed. (2006)]
— Discrete logarithm based mechanisms §t=2 ECKNR 8
Digital signatures with appendix — General 148881 [2nd ed. {2008)]
Digital signatures with appendix — Integer _
factorization based mechanisms 14888-2 (2nd ed. {2008)]
Commonwealth
of Independent
(o]
Digital signatures with appendix — Discrete [2nd ed. (2006)] Stat—’?—%(lcllisc):l =
- 3t _ T
logarithm based mechanisms 14888-3 PDAM KE:‘SS}/(&CIDBSS'IA—’ZEEB RDSA(340,10-
' T | 2004)8 £+83%t=
Amendment 12
Y =
A AB(Entity authentication) = -
Entity authentication — General model 9798-1 1st CD [2nd ed. (1997), 74¥]
Entity authentication — Mechanisms using 9798-2 FDIS [2nd ed, (1999), parsing ambiguity &
symmetric encipherment algorithms HEICORI(2004)] | Zofl thEt DCOR1 ZH|
) o : ) . [2nd ed. (1998), 7HH]
Entity authentpahortw - I\tAecr?avnlsms using digital 9798-3 PDAM amendment: AE
signature techniques published in 2009
Entity authentication — Mechanisms using a 9798~4 [1st ed.(1999), AFE
cryptographic check function Confirmed(2006}] e
Entity authentication - Mechanisms using zero _ N
knowledge techniques 9798-5 FCD [2nd ed. (2004), /4]
Entity authentication — Mechanisms using _ JhE parsing ambiguity 2
manual data transfer 9798-6 1st WD [1st ed. (2005), 7HZ] Zol| i3t DCORY 4|
HAIXIQIZEZE( (MACs, Message authentication codes)
Message authentication codes ~ Mechanisms using 97971 FCD [3rd ed. (1999), ]
a block cipher
Message authentication codes — Mechanisms = JH
using a dedicated hash—function 97972 FCD {2nd ed. {2002) %)
Message authentication codes — Mechanisms _
using a universal hash~function 9797-3 3rd WD
siHe4(Hash~functions)
Hash—-functions — General 101181 [2nd ed. (2000)]
Hash-functions — Ha.sh—func’(ion_s using an n-—bit 10118-2 ond CD [2nd ed. (2000) %]
block cipher algorithm
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Hash—-functions ~ Dedicated hash-functions

10118-3

[3rd ed. (2004),

AMD1(2006)]
Hash-functions — Hash—functions using _
modular arithmetic 10118-4 [1st ed. (1998)]
Check character systems 7064 [2nd ed. (2003)]
Bol=M(Non-repudiation)
Non-repudiation — General 138881 FDIS [2nd ed. (2004) 7HH]
Non-repudiation = Mechanisms using . JHR
symmetric techniques 13888-2 1st CD [1st ed. (1998), 7HH)]
Non-repudiation — Mechanisms using _ A
asymmetric techniques 13888-3 FCD [1st ed. (1998), 1H]
7|#a2l(Key management)
Key management — Framework 117701 ist CD Conf[iliieedczé(()gaf?)%ﬂ’g]
Key management ~Mechanisms using symmetric _ parsing ambiguity &
techniques 1770-2 [2nd ed. (2008)] 2401l it DCORY 24
Key management — Mechanisms using _ AL
asymmetric techniques 11770-3 [2nd ed. (2008)] =i
Key management — Key establishment 1770-4 [1st ed. (2006)] AbE
mechanisms based on weak secrets B2 AMP £8 e
AlEETime stamping services and protocols)
Time stamping services — Framework 18014-1 [2nd ed. (2008)]
Time stamping services — Mechanisms _ x
producing independent tokes 18014-2 FCD [1st ed. (2002), 718]
Time stamping services — Mechanisms _ e
producing linked tokens 18014-3 FCD [1st ed. (2004), 74H]
#2| Y &5 7|¥9(Mathematic and cryptographic techniques)
Random bit generation 18031 DCOR 1 [1st ed. (2005), 71H]
Prime number generation 18032 [1st ed. (2005)]
Cryptographic techniques based on elliptic _
curves - General 15946-1 DCOR 't [2nd ed.(2008)]
Cryptographic techniques based on elliptic 15946-2 [14888—_32§
curves - Digital signatures HE, 23]
Cryptographic techniques based on elliptic 15946-3 [11770—_32§
curves — Key establishment g #3l]
Cryptographic techniques based on elliptic curves — 15946-4 [9796-322
Digital signatures with message recovery Ha, M3
Cryptographic techniqgues based on elliptic 15946-5 FCD

curves — Elliptic curve generation

98-



2009 18 BXIBUUX| A36AHALE L

(2 29 A&
RS HE
Signcryption 29150 2nd WD
Key management — Part5: Group key
management - Key establishment mechanisms| 11770-5 1st WD
for multiple entities
Lightweight cryptography NP Nwi

Mechanisms supporting anonymity

Study Period

Secret sharing mechanisms Study Period
Proxy/Delegation 7| oA
Long-term Security with Unconditional Schemes SX7) Al

3. ISO/IEC JTC 1/SC27/WG3

WG32 B4 7}7]15=(Security Evaluation

Criteria)o]] #3F TZ/-S Ex 3 3E Hoi=
Uhe-3) 7o),

.n*/\])\a] ?H%}X] a8 1 ﬂ]%&] EE
7h} AFE AT EE LS S0l
& 77H Lﬂ~ 2912, FAF A AE e B

d 58 ARl AE v d

-0l d FFolle o] AR TR
- {7y &
P SR

-7 AT, A el et & At

7}, SCRT/WG3 71& 853 34 8%

1) 1T 20+2 8 WL J1Z(1S0/ IEC 15408:
2005(2nd ed.), Evaluation Criteria for [T Security)
CC project®] Common Criteria version 3%
Q1 x)A)7]7] 3k FA) 2005 W7k FiEofl o
sk 1 24] Fold B |E mEst HE 3%
N#3 2550 #AlE <TOd 4>l Bof Atk

2)IT 2ot 252 95t e U/ (SO/EC TR

15443, A framework for IT security assurance)
o) N&ER MY 132} 25(1st ed. 2005)+

i S .sl 801
15%08 15;108

ISO/EC ITCY
8027 We3
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W9 o 3% - B WM O] A (Analysis
of Assurance Methods) - & €+E(1st ed. 2007)
skt

3) Security Targets and Protection Profiles2|
ZH|E QI8 ol (ISO/IEC 15446:2004, Guide
for the preparation of Security Targets and
Protection Profiles)

B7F 0 e AT EFE AFHAR A
S w1 1o ™ ISO/IEC 154089 /A=
ISO/IEC 154462} /A& ZFH i) o] 53
& ISO/IEC 154082] 2}7] HZ(CC version 3.x)
I A= Aoy AR 5¥e A2 A=

o] 2HA1E Aotk

4) IT 2ot HIIE st WHE(SO/EC 18045
:2005(1st ed.), Methodology for IT Security
Evaluation)

ISO/IEC 180452 7o) CCDBe| <]l 7l
1 CC/CEM version 33 DX]A]7]7] 43t 71
ol X8f Fof Jlrk. o] AN B-e H7HE
=y 7} A5/25 7S £ Tl Jlen
EN45011/1SO Guide 659 738 9157] 3o
gk URE QAR o] 9fol IT BeF #ofo}

=
[eIe] =] =
He s Fdehe E UE SHE

ro, ol
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e M2
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S
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39

o

5 &3 Z=(ISO/IEC 19790 and 24759,
Cryptographic Modules)

ISO/IEC 15408 714 dojQ} Ax52 44y
§F AR FAA ol gk 2AHE F3) 1SO/IEC
197902] W7k o] % o] HF| Uit 27] HE
& A8 2 S5t ISO/IEC 154083 18045
o] AE2] #HNA ISO/IEC 19790(2006. 1st

ed., Security requirements for cryptographic
modules) 859 AE7} 2t AA T
ISO/IEC 15408¢] 7§7do] FDIS <ol o=
A} ISO/IEC 19790& AEI |2 Frt. A
WG 32 st 29 273 FAUISO/IEC
24759:2008. 1st ed., Test requirements for
cryptographic modules)Z 7JAIEFSATE o] &4
oAl ISO/TEC 180459] &l th3t o2 =
2 FIPS 140 7% ool tjet v|=/7ivehe] 4
& At & Zloln

ISO/IEC 1979034 #d 7} W25l
Y vHo7 Kol 43 28 F
ISO/IEC 154087} 180451 &3 Zlolth.

T

=

o
7}

of G

6) 28 A|AHIQ| #OHHTIHISO/IEC 19791: 2006,
1st ed., Security Assessment of Operational
Systems)

o] TRE H2o) BUFHOH FastT B3k
& Hoke gk oA M Bl target
types A1 wF J&5DA 0] F Zloltt uf
2A WG 3 target typeS ISE HAA L A&
128 Aot} #EUSO/IEC 17799, 24743 &
A9} 24 BoHISO/IEC 24742 FADE T
WG 19 & ool gAAZ art ey
w3l 218 Z¢1 1SO/IEC 154082 7HA Aol
tj3l 1ISO/IEC 197918 @3} A2 Hart sls
o]},

7) MAQIAl 7|zo| BOF BIL U AIEES I
=YY F(SO/NIEC 19792, A Framework for
security evaluation and testing of biometric
technology)

o] FAlE @A FCD el Atk o] A

SC 3734 21U § wAHAE R FAFAL 3l
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™ SC 17, ITU-T SG173} ISO TC 68%% o]x
Azel gsta gloh AN HoF W E
(Biometrics Evaluation Methodology)®l t] 3t
o7 CCDBUY|ol|A] 7lukd Zlo]g} AlAlg T
WG 3:& o] F-ofel gt 2] A& HESA
ovtojy A% fHEA kol o] A V)7k
& E83

8) Systems Security Engineering — Capability
Maturity Model (ISO/IEC 21827:2008, 2nd ed.)

o] HA = ISSEAZRE AEH PASe) 719k
o FDIS @7 o) Utk

9) Us ZEO| NE 2FABHTest requirements
for cryptographic modules)

o] A= FCD ©HAle] glct. o] E+3)0] £4
ot ZEO] ISO/EC 197909 QTANH S
AAW7E Ak el A" Al 9

AHE TR ES T she Aol

34, rlo

ot

10) 2% Z2EZ2| ZE(ISO/EC 29128,
Verification of cryptographic protocols)

ZREF A5 Fokz Het B4 o)
F 23 Hekel #3F TMB A+ K 114(SC 27
N4358)0ll 4 Mot 58] 9% o Fol& 11y
Holch B3] ASE st delv 27t
o] o E(DES-HMAC®| t)& splicing &7
Needham-Schroeder L2 EZ A3+ 5)0] F
] Bt ks TR EFof gt 7|2 A PR E
(Abadi-Needham3} #HAF A3phg& HA A
HEolok & Zlo|t}, QPAA Sl tidt 7 E
= ¥t A5 I Ee] ¥4 AR EgE
Aotk o] Hofe] AG7F WG2eA] F o] 7|A]
Hlorto]e] Y7 1L WG3A == =

A=) &=
Aotk

3 SC6F} IETFSRY mAlE A48

U}, SC27/WG3 &F &3} Bof

1) BI7HE Qs 3H 440 thst X|1& (Guidance
on the production of evidence for evaluation)

A Bt Brtol] A -2 XA A5
S AR TR 7 e Bkl g
FolA Stk AMlElst Ad, A, =3, F oM
& sk Vg A8 A7) A ERE o}
S AL AsH ANHA el st 2
7} Itk B3 ISO/IEC 154463 180459 ¥55
Bebsh= A& et %&7} ATt o1& AEH
WG 3& o] #ofe & st A ¢
CCDBS} YHAAE 7 1'8} Oﬁﬂ o X}.J}
LA o] 5o] HA BF e TR side] &
v 71038k = Sl 7HE AR Qlth

m
BN

2) M7 015 7S

HA 9 | CiSt 2 A ES| 23}
(Harmonization of requirements for Qualified
Certification Schemes)

ISO/IEC 1804514 ARgh Hie}t 2ol WG 3
& ISO/IEC 154085 ©]-8-3 H7te) Q15/4F

7Pﬁ°ﬂ “{]f‘?j_' _9_?‘/\]'5]' O]:Oﬂ E—1 o] Dl—o] 7&.0:1 6}-

A E Zlolt} o] AL ISO/IEC 154089) A3}
s} A BE EEE AT AR TS
g 4 ol

3) Ok BH Al ABI A7 (Secure System Design)
WG3 AlFEE o] &3th= A2 A A
o} 22 kA dAYo Y AAEES o &gt
Th= Zolth o] ISO/IEC 154089) 248 3t
& 7 gow XEE 1SO/IEC 19790, 19791,
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19792, 218279 #&A FolE E%‘f‘fa‘ 7ol o=
TR &9 Ay AAEs 58 Aotk H&
Limassol 3] 2](2008. 10)°l| 4] “Secure System
Design”¢] Study Period 9] $& ¥ HA|H&
“Secure System Engineering Principles and
Techniques” 73813 AP AAIZ &
ot

ol F

4) Tamper protection reguirements and
evaluation

139 anti—tampering o] tist FolEA
SC 270014 o]AFE =9Eo] girt o]9] =9
Al el WG 2«1 F3 149 ol577 WG 2
A5 ol—iﬁl—x—l al B] ol—iz‘ﬂx-} Eo} uﬂ;]],] = E 7
ol AYS Ark= A ARl ==
o 724 WG 2+ Bl-¢s s B dAYS
Sof ) Rob] R BEAA0) HELE
FESIATE 3, TC 682 0] Fofo) EFO
IS 134912 2713193t}

SC 279] A}delA, anti-tampering ©]F &<
ISO/IEC 19790 3}A| 9} o] itk 19 OL
B7-8}1, anti-tampering G52 F3F IT Ht
FAGIEA ] A4S B3, HAsse} st
A 715 g Ag AR, BAQA AN ZA] )

9 B Fopo] -go] 73ttt
4. ISO/IEC JTC 1/SC27/WG4

WG4+ HAFA 9 AH]A(Security Controls
and Services)oll &3 TF/NLS ST BF3}
2 4 9 5 23 A ES < 3> Ko
A S HeE o3 grjea,

* ISO/IEC 27001004 o€ 549 54 =
ZEY 7EE gk EERAREY A

-102-

i) fA 8 EEg sk ol E 8 v

Eokes 2H3TE

-IT Y| E$Y 3 BRKISO/IEC 18028)

- A H Rt FdAka F2IISO/IEC TR 18044)

-ICT A7 MBI AE $13F A ASO/IEC
24762)

- AR A AENIDS, Intrusion Detection
System)®] A€ Az 9 9 (ISO/IEC
18043)

- A A A 32; AANTTPE A 2 #
A ZATU-T X.842|ISO/IEC TR 14516)

-HA" AP 3-8 A ddhs TTP AH]
29 FAITU-T X.843|ISO/IEC TR
15945)

- A0} E § 3 SIO(Security Information
Obijective)(ITU-T X.841|ISO/IEC TR
15816)

$% 979 Ty} 2 Hope] Au|ag

$8S 9% 27 Ao) B 27

N R

B oj4A]
- AlolH B QKCyber Security)
- 0124 (Outsourcing)

ISMS %53 Aol tiate] sc27ue] jE}

AP ES], WGDEH F8.

Au|ae) S8 54 e 7AREE AR S o

Fi 97 A7t 153 949

-ITU-T 7]5A1

-I1SO/TC 215 B3

-1SO/TC 68 &

-ISSEA(International Systems Security
Erigineering Association)

O =
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- WLA(World Lottery Association)
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