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Abstract

Default password protection used in operating systems have had many advances, but when the attacker has physical
access to the server or gets root (administrator) privileges, the attacker can steal the password information (e.g. shadow
file in Unix-like systems or SAM file in Windows), and using brute force and dictionary attacks can manage to obtain
users’ passwords. It is really difficult to obligate users to use complex passwords, so it is really common to find weak
accounts to exploit. In this paper, we present a secure authentication scheme based on digital signatures and secure key
storage that solves this problem, and explain the possible implementations using Trusted Platform Module (TPM). We also
make a performance analysis of hardware and software TPMs inside implementations.
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6) Trust Agent~ RNIS ¥3 TSSOlA RNI19 ¢
3 8AS B,

7) TSSt RNIE TPM4 v|l7] PRKE AME&|A
Rl =

8) 3t Ay I ERNIS Trust Agent oA
Y €t

9) Trust Agentt Y ¥ RNZE A4 #).

10) RN2¥ ERNI® 37 pam_tpm_sas.soZ R
A},

11) pam_tpm_sas.sox ERNIE HSE AF Aule)
W72 B53} @k 28n 5339 RNIY
A3 BRNIS vlwdic) gkek £ zho] 2x] kot
W F HPL& Fr9oh

12) v}3 gtol ¥4, pam_tpm_sas.sot RNZ, UN,
E22H($), PWE AL str2 Age

13) pam_tpm_sas.so2 B¢t 9F Xuje IS
o] &3} str& g3 sHgl

14) ¢33} & A4 Estre Trust Agentd] Al B
A}

15) Trust Agent¥ Estr& 533t 2337 &7 TSS
oA i}

16) TSS= Estr& TPMS /I71E Al&3 B33
gt

17) B35t R sl TSSolA 29 €t

18) Trust Agent® strlolAl RN2E F&3l2 dF
839 BIAE FHYs] St Hol A
gt W wef wjFo] Asgd dF I
e Zg59 uAo] Hogw e AFoz g

ojzie},

19) Trust Agents AHER AR AALoA UN
9 Satg deth

20) Trust Agent™ Salt, PWE ZA¥3 o2& TSS
AA B}

21) TSSE str2€ TPM 7leiylel 7] 3
A A g,

22) TSS® A" M9 Sigg 29 3t

23) Trust Agent= Sig¢t AZ=o & "AE A
{3 v}, o X7 dobs AFe
Hog v, 184 gaw 4% AHL AT
ol £33 ez FuH
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-Brute force and dictionary attack : ©] #4&

exepdd 2218 F ALE Uy 448 ¢ gt

2Za}el Brute force 9} Dictionary attacke
A7} AR AR BRI A AGLE F
Ao FAA YFAA AHEA AR FEE W L7]d
- F& Aot} 7|E V\%“’ﬂ’ﬂ% TAE 2
2] St @ ¢o] oW 8 &+ gtk
(Windows®] Z$-ol& o] 4723,27'(} LFEHA geth)

3L

(<)

e

a8y Ak AF7IHAAME SR YAE AY
off 21 HE7l g& JOMOIC gty 10>, 19
v Hgy) ghe gAY @10} B7b58 TPM A
#el Huz of AL E7b% 3t

28}9] Brute force 9} Dictionary attack® %2

{ Steal password storage (e.g.

shadow file)
Guess the private key
(2048 bits)
l Steal pas;,";:fws::; ge (e9. ] l Decrypt the digital signature
v v
Read salt Read salt '
Perform attack Perform attack
Before the approach With the approach
a8 10, =29l fAage z242 2
Fig. 10. Comparison of offine password cracking
process.
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-Server spoofing attack: &2
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TPM 714 Q1% w219 3
Edol TPMPe A8 &
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ET1= T(Sign,(y))+ T(a)

ET2= T(Sign, (y))+ T«
ET3= T(Sign,(y))+ T(a

)
)

ETA= T(TPME,(y))+ T(SWE, (y))
+ T(TPMD, (y))+ T(SWD, (y))
+ T(Sig, (y)+ T(a)

(6)
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FE T AHEF TPMO o
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Table 2. Notations for overhead estimation.

8 qv
ETI 22 AF A2dY g 5F AA ¥ =
ET2 27 9z A2ade dF FAo eHI=
ET3 BRE AF Aade A 5F gAY eHI=
ET4 29} 0% A|2®le QF BA BT 2=
SWE.(y) HEy, 7] xZ o] §8 2ZEAYN gy 7] 455
SWD(y) QT E y, 7] xE o] &3 AZEY ] uhA 7| 2o
TPME.(y) HEy, 71 x5 ol &% TPM HIHF 7] ¢&st
TPMD.(y) AEF y, 7) x2 ol &% TPM HUF 7] BE3
5 24y, 7] xE o &8 TPM DA™ A 35
et Signdy) = TPMEA(hiy), h0E 341 #%
o zzAx AR 2oF Ve ARbEY] BE
T(x) X2 sy 288 A7
7 3 E2H oZ AlaHS9 W E £F
(1000t Hh=)
Table 3. Overhead estimation for local authentication
system.
2 &g AHgAl 5% #A AF A4
Hardware TPM
811.29 ms 811.23 ms
1.2
TPM Emulator 2239 ms 2236 ms
E 4 B|IRE 2F AAH 2HEE £F

(10002 gHs)

Table 4. Overhead estimation for remote authentication

system.
ey ASA BE A d9F
Hardware TPM 1.2 811.29 ms 2531.77 ms
TPM Emulator 22.39 ms 152.88 ms

o 48374 g3 2k Linux A9 WA 26254,
Lenovo ThinkPad X60s(Intel Core Duo 1.6GHz, 1GB
RAM), ATMEL TPM HH 12

A¥e s=do TPM#* TPM dE#dcoly M
0512 dste] Zhzke] 2HFEE A (5)~(B)F B3
=3 393, 1 AFdE <F D, <E LI B E
Trusted Boots} ##d Had o 4% ZAde= <
6> I 2o

AZES ] 7]Hke]
F357) Wil <& 4
= B AF MY
et}

e



130 SIZRO YE 30| J|Et OIF A AH AT 9
E 5 AMH Y cig 2[RE oF Ap Alaflo] 2 6 T2 TPM ™o MY AZF £ FH{(ms)
HIl= &8 (10008 BHe £8) Table 6. Some TPM commands executon time
Table 5. Overhead estimation for remote authentication resultims).
service system per server level, = =
il Lg (11\14(7; T;;I:N;— PcrReéa  PerExien Urﬂ)m
%3 B 44 A% By ew= v o® d
Hardwar
Al A 86.47 ms oM 9sgo0 U4 a0 i35 B8O
Hardware TPM 1.2 12
Bt 912 A . 244530 ms TPM
Al A 5625 o Emulator 15700 2226 0.86 0.83 2192
TPM Emulator
2et A% M 66.59 ms E 7. AZEgo| TPMel w=H ¥ Az dolg
{ms)
e Table 7. Some sample Data of performed iterations with
Overhead in Simple Authentication System TPM emulation {ms).
1000.00
Key Rendo . Rea  Bind  Unbind
Loadin Sign Numbe Si d by by
100,00 g Time » Gen £ sig. SW TPM
S TPM 1.2 chip (File- 16300 2300 002 000 000 260 2233
! based authentication)
10.00 8 TPM Emlator Fie. 15500 22.00 0.02 020 0.6 270  22.00
based authentication) 15500  22.00 0.02 0.10 006 260 2167
1.00 15500 22.00 0.02 000 010 270 21.67
’ " ‘ 155.00 2600 0.02 0.10 000 240 21.67
trati Logi
Ser Tegitiatn ogn 15500 2400 002 010 010 280 2167
a2 11, 23 o= AlAHe] WF QU S 8T 159.00  22.00 0.02 000 000 270 2133
5 11' Cog =S ?%”' Ba 2H3= _IJ“, ) 156.00 2200 0.02 010 010 260 2167
ig. . | rr:pantshonfo tgverag? overhead estimations in 15500 22.00 0.02 010 000 260 21.67
ocar authentication system. 15500 22.00 0.02 000 0106 260 21.67
X 1= o o] "HiEX >3 n Es
Overhead in Central Authentication Service i 8 st=dlof TPMel =X ¥ Zat dolH
System (ms) o .
Table 8. Some sample Data of performed iterations with
1000.00  imrrirecsiisrimencrrr ... hardware TPM (mS)
Key Random . Bind .
d . Write  Read Unbind
100.00 B TPM 1.2 chip (CAS Loading  Sign ~ Number : : by
P Time Gen. & Sz gy by TPM
authentication)
10.00 . ®TPM Emulator (CAS 958.00  809.00 0.02 020 010 270 82233
authentication; 95800  812.00 0.02 010 0.00 260 82400
100 — _ 964.00  811.00 0.02 0.10 010 270 824.00
User registration: Login 958.00  812.00 0.02 010 010 260 82033
- . _ 958.00  812.00 0.02 0.10 000 290  $22.00
a2 12 2/2E olF AjAHe| R QW E [T 958.00  812.00 0.02 010 010 280 82200
Fig. 12. Comparison of average overhead estimations in 93800 812.00 0.02 010 000270 81767
) ) remote authentication System 958.00 812,00 0.02 010 010 270 82400
ystem. 95800  801.00 0.02 0.10 000 260 82033
958.00  811.00 0.02 020 010 270 82400
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