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Abstract

In view of mutual complementary feature of wide coverage and high data rate, the interworking between 3G
cellular network and WLAN is a global trend of wireless communications. This paper introduces the analytic
result of an authentication mechanism for 3GPP-WLAN seamless mobility under the USIM-based authentication
test-bed. In a handover process between heterogeneous networks, authentication is the main factor of handover
delay. So authentication processing time should be firstly reduced. This paper describes an USIM-based
EAP-AKA test-bed implemented for handover in UMTS and WLAN interworking systems. Experimental result
has shown that the fast re—authentication mechanism during handover has reduced the handover delay by about
48.6%.

Keywords - UMTS-WLAN interwokring, seamless handover, UMTS-WLAN authentication, EAP-AKA,
Full authentication, Fast re—authentication
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Fig. 1. UMTS-WLAN interworking network architecture
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Table. 1. Data summary of SIM/USIM

I ER 3 g
P 7hE ID B OEgA A, Al 1 1D,

e s W), AR, Aol g,
AT A | o] 20 PIMN, dlole] Al Wk
o A s agg

7134 Azus, AP S(AND, FDN, SDN),

7 Hegh Vs 2 BEs

e gy | A L 7T 2 @R

Aajadk A ojEElAeld FE)
1 diEEAleld YHEEE], AH2 Heoll
i 7FAF 157, PIN / Unblock Pin,
PIN 843 4 A%, PIN 2% JheH
tolE] Integrity 7}

71e} Al & AR B E /3R

. UMTS2F WLANOAM el oIF MAHUEF

3.1 USIME ©}]8% AKA UF

AKA(Authentication and Key Agreement):™ 2GolA
ALEEld e g dFHE Hest JsdswHoezA
3G ©)ERAEY BE AFTWPOE st UBA M=
o2 el 3GHY WLAND S dFS 98 d &2 F
Agol A vekstan AT AHEA AF5FE AFstE EAP
(Extensible Authentication Protocol) 9% 2 EE3 o
Fotoof goi567].

3G9Y RS adE FAF ZHE WLANOA
3Ge syl AKAE vz A8st9 EAP-AKAE
WLAN UE9 45X (AAAZ O] A &gkt

N A




68 / UMTS-WLANZ J=Q0HE 93 USIM 7|99 Q1F H2EWE=d #8 A+

3G B o}A UEZF USIMS 53814 AKA UdFEAHEE &
Pt 71240 Ade 29 29 2o

User Equipment Dosnain i visited Network Domain

ey o g
{88 & : : I;
usim MY : Vi SN HLR/AUC

F—Altach Reauest Message—e

PM;J‘ Authertization Procedure MAP Klﬂ.l-llil Message UMSf o msn/vq_nsu

| [ Craate AV(Lm)
MAP Response ms‘anﬂ:\v(l,,n)) )

" Siore AVl |

- Setect AV |

Authentication & Ciphering Requess Message (RANDG) It SUTH(
e
- Merity AUTN}
{ . Compute RES()
i« Comgure CKEE) aivd 1KG)

Authentication Ciphering Response Message (RES(i))

- cmn{»an RESQ) and XRESK) |
- Campute & Selecy CK() & K@)

e Attack Response Messoge—-i

a¥ 2. UMTS-AKA U 43
Fig. 2. UMTS~AKA authentication procedure

218219} 3GHL AHgAFe] HEW USIM3 AuC Alol9]
34 H27E B39 dE A5S 3o USIMI HE
£ UEYdz dF& AYsr] Hstd 4z ghey
SQNMS, SQNHEE 7F 1 it} SQNHE® Z+zhe] ALgx=}
A AFTHE B WFo]i, SQNMSE USIMe]l A3
= HE9 95 Hsolt o] ¥ dA GSM B =2
oo Hd 847 GSMA UMTSZE9] ojd& §olst
A 3= WA 02 Challenge/response 2L EZ 3 ISO/IEC
9798-49 UEY A AFS AT 4% HE: 7 vy 9
Z(sequence number—based one-pass)EEZEZo] ZAgd
71 A9 TEEZZ FAHET

HE/AuC?} VLR/SGSNozRE 9#3& woew HE/
AuCE n USHEE VLR/SGSNE Rtk AF ¥WE:
A% W32 9d9 4 RAND, 94 89 XRES, HI'¥7
CK, %24 7] IK, 4% EZ AUTNSE A€t 7z o
% WME = VLR/SGSNH USIM Alole) 9 ¢ 2 7] &
2 g A3tk VLR/SGSNe] A4F 2 7] dA =7)
33 o wgE odooA g AF HEE AHsm,
RANDS AUTN #& AFgAtollAl gt g% ¥g:
APAaE Beojth. USIM2 AUTN U4 o7& ¥qlsin
AAHE A¥, RES#ES VLR/SGSNE RUH CK, IKE
AXr@rh VLR/SGSNE Ad¥ ¥ RESE XRESH v}
I YXA3h= A4, VLR/SGSNE 337 dx71 433
oz FYHAGn B3 ZA G0 olo) welA <l
5 Z2A27F gEdn.

32 EAP-AKA HAVS

3G9 WLANS] A€ 97 AxHA WLAN UE$ ¢l
ZAH kol EAP-AKA 9% #WAUSES F&@t} g
A Iz ow A B F TS Fol7] st A
e wE AT HA) 7|EY ¢Ad AF FAE 19
3o 7R3 e €A AUF dAUEES 27 o
% AAAA USIM 7t=9} FolA Aze 718 AAse

Home Nenwvork Domain

W wE JAF gAYEL ofd UF A A4
g 718 ArEd g, wE AgdF dAAUSS
WLAN UES AAA AHZE A5 NS €993 549
UEY 319 AR% £94 J& FHo] Adrt oz w
2 AYF WAUEY AE dRE BT AEAY A
Ao wt gerd 4 o

Visites Network Domaie
s

@ & & | @ ¥

WEAN AN

kd
»

AP-AKA Fuit

READCING Of Prsionny’) g

. R or Prseionssn’) o NAaved, by

e s sbetns 5 AAYOS R W0 1000 AN S
i i Wopie TP G o W I LR

ey
AITEN, MO

Aushesticoe
[ o o ASINTG T

Rues UMTS
...
— RO el EAP Eorspons ARA L Tuakencr (55, WA}
PO SRR St
§ Chomles Ung reomcest MAK 0.
1. - cormsren XRES B2 ¥ Fuceneis RES.
+
ﬁA,M Fast B i ¥
READ( Rt 15 bt v{wwmum rrrrr
B | AR Responseficenmey [Re-mih. 1] i
T 1 i

1% 3. EAP-AKA 9% Aak
Fig. 3. EAP-AKA authentication procedure

IV. USIM Z|gte]| 215 HAEH =

41 9% H2EWE 74

UMTS9 WLANZHY] d=9wA USIM 7|¥e g AF
ZAL +Y37) AT HEEN=E 9 49 Fo] FAS
A}t A}RAe] #AFsl= UE(User Equipment)s xE5
o 802.1x FAA FXE A3, USIM 7t= AEHo0|
A 71%5S 9% CF & SD "z & 73389 Feold
E ANadoz 522 3EF 39t UEE AP(Access
Point)E %314 RADIUS(Remote Authentication Dial In User
Service) Al2E3} EAP-AKA 714ke} A8t Q15& §@
HEYa 422 HaEsF dd.

(EAP-AKA Support)

a9 4. AF HZEHE T4

Fig. Authentication testbed configuration

AA 7Y gL 29 59 Zh 47 HAFEHT
RADISU A8 7158 S35, 8% =EEL USIM
A&l 7153 WLAN A& 71%5°] A& UE 333t
o, 7}&Ho] WLAN AP7} 9218 it}



EyEEA Y Bg HYEE 104 1 5 2000. 1/ 69

a9 5 9F HaEHE FE 2g
Fig. 5. Implementation of authentication
testbed

AF HIAEH = ALEE Al Aulo gt=go]/ATE
o] AbFE ® 29 Zh o, IPv6E Ao M= IPve
Y AP9 EAP-AKA A9 RADIUS AHE TA377}
8olslA &2 BAZ Pvadolr] AlEdAr)

E2 A% HEEWE Ao
Table. 2. Specification of authentication testbed
74 8a ¥

OS: Windows XP sp2
82.11/g WLAN card
USB ®lZ2E]2E o CF type WX
IPv4 B
AP Cisco aironet 1300 Series
RADIUS I;gV ;M;I;tibook Intel Pentium-IV
Server .
freeRadius 1.04

UE
(Client)

UF HZEWZolA] Algd UEY LEROA Ax
USIME did3le USB X+ PCMCIA WE2dZ Abgg
USIM ol &dlolel AAE AT USIM ol &E@olH
FAe ded 2L EFE X FEHAY

» 3GPP TS21.111°) 7183k USIM 7)%

* 3GPP 7}9A AW = 3GPP TS 33.1020] 71ukat A}

42 Q15 doly &Y 7%
+ 3GPP TS33234 7]Wr EAP-AKA ¢UF ¢xdg& F

3

» USIM¥ 3GPP ¥4 REZ, USIMZ FHA REI
A o]~ g A1&x AEHolA Z USIM Al
o] 7%

USIM ol Ed#clEle] AlgolA 75 gt &l 2
A & ARR 5!

< ARG @l EAP A S BEYEe &3
7} % Etherealo)dt= #7 RZUEH B2 Alfsx
AAA AWol= LinuxelA #AFH = snooping <1
tepdump®le B2 AMESIH) tepdump®  port 16459

R P

A
i

4

£

+ g,

42 9% HAEHE 7§

USIM Emulator® TF%A1713 USIM BE7l S
USB #Wrg& =EXE AFed o wxefrt A
th AdFS Hs USB wEeEE AA238t7] 9siAE PIN
numberE ¥F&of s} oo} i@ Hae ¥ 61 T
a1, % 72 % ARt dsHE 4 S Vet

o J

i USIM Information ¥
d is detected

§ AL A

I% 6. USIM 9l EdolH e PIN 453
Fig. 6. USIM Emulator and PIN input windows

45 Wireless Network Connection

ick here to select a certificate or other credentials for
onnection to the network NGMT2

8

-3¢ USIM Information
Network Authentication complete

Hhis option to provide authenticated network access for
ss Ethemnet networks.

{7 Authenticate as guast when user of computes infosmation is -
unavaikbie l

‘Wireless Network Coninection (NGMT2)
Speed: 11.0 Mbps

Signal Strength: Excelient

#5tatus: Connected

N

a8 7. 9% ¢85 39
Fig. 7. Authentication completed

43 Alg W
7849 9F "Haedzo 458 S 98 vgR
oA FREE 94 9F A wE FUAF: Azt

wmE AT HAAE BT o
SN AAA ABol 1% A F Az HAREAP-
Response/Identity)E ®rx A -
At Ao m Aot

3G @i AME o4 A5 WE AUF HAE
QZF AzZHE HmEYL F AFAEE A5 oA
(4" 9122l EAP Request/Identity® ®31 AF2#A7F PIN
AW E 25 A7 )& A9 4 Id=F EAP-Response
/Identity A4 2 25E] EAP Success® e Altoez A
o stgict,

a9 82 UMTSOIA WLANSZ = A 2.
g AxE e Kola ) A=ew XA A

S

ko o

i)



70 / UMTS-WLANZ J= 8 E 93 USIM 7]ute]

AF HEH =] A3 47

AR AF Azl e AT

e

an

e st

¥y &

P I T v vp——

v famdoess {3ctng.

¥ 8. UMTSOIA WLANS 2] e onl dxt
Fig. 8. UMTS to WLAN handover procedure

Al 8742 29 50 Ydeh e Al @70l o
o] Aol osiA AlEE A% AL FEFS, AEe A
Haklt.
@ USIM Card(CF/SD Memory) 4ol 23 9 YA
@ USIM Emulator A3
® USIM Interface Module 2 RAS 7]4te] EAP-AKA
EE 4% 42 Ay

@ RADIUS Al2=" 74 2 4A

® RADIUS A|&Hld] HAE Al82 2 AlE-xbo] ojg
Test Value 3t 34

et 22 BZE dAo] g5HY APL 4T 712
874 F5Ho] ¢899, 4719 FE F Test Value 3t
of ozt A& A og 2o

e K 3t : 465b5ce8 b199b49f aa5i0ale e238abbc

e OP % : cdc202d5 123e20f6 2b6d676a c72cb318

* SQN g : ff9bb4d0O bBO7

 AMF gk : b9b9

* RAND 3%t : 23553che 9637a89d 218ae64d aed7bf35

Alg 52 oju] AFT ule}l Zo] USIM ol Ed ol A
s A87 RADIUS 0% AW s Algoez FAdr.
USIM dlEdole] +&d ¥&of dsjxE EAP-AKA full
Authentication 7153 re—Authentication 71% A18& 3
8li, RADIUS®] EAP-AKA 78 3= thald= EAP-
AKA Authentication 7}% 2183 re—Authentication 7|%
Algo= yyrl

e !

——

V. Al

nak

Ag AFE F 1039 A 298 FFoE Yo =3
3%t HAEHZE F3) 1085 wrEsle] doj EAP-
AKA ¢4 Q1% 2 wWE AAFol] 225 E Azt W o
G A A E 3, 49 gl AAA Au9} o] %=
7HA Q15 Wy H 839 IzowAl @dAg Ja AS

239 Azl wae] Aol Fis ARE Frj=
=Ra.

X3 AE 2%
Table. 3. Experimental results
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1 1.213 0.716 0.920 1.217 0.334 0.7
2 0.922 0.810 0.779 0.926 0.331 0.814
3 1.10]] 0.646 0.809 1.104 0.343 0.6
4 1.179 0.670 0.978 1.184 0.229 0.674
5 1.155 0.564 0.866 1.160 0.296 0.564
6 1.113 0.498 0.837 1.119 0.405 0.504
7 1.839 0.629 1.168 1.843 0.331 0.634
8 1.142 0.591 0.834 1.146 0.291] 0.594
9 0.915 0.400 0.831 0.919 0.333 0.404
10 1.815 0.488 1.159 1.819 0.408 0.493
3+ 1.239 0.601 0.918 1.244 0.330 0.605
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Table. 4. Comparison of RTT and cypering time
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1 0.004 0.004 75.6% 46.4% 40.8%
2 0.004 0.004 84.1% 40.7% 12.1%
3 0.003 0.004 73.3% 52.8% 41.1%
4 0.006 0.004 82.6% 34.0% 43.1%
5 0.005 0.004 74.7% 52.1% 51.0%
6 0.006 0.004 74.8% 80.7% 55.1%
7 0.004 0.005 63.4% 52.2% 65.6%
8 0.004 0.003 72.8% 49.0% 48.2%
9 0.004 0.004 90.4% 82.4% 56.0%
10 0.004 0.005 63.7% 82.8% 72.9%
ks 0.004 0.004 75.5% 57.3% 48.6%
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