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Abstract Bot is a kind of worm/virus that is remotely controlled by a herder. Bot can be used
to launch distributed denial-of-service(DDoS) attacks or send spam e-mails etc. Launching cyber
attacks using malicious Bots is motivated by increased monetary gain which is not the objective of
worm/virus. However, it is very difficult for infected user to detect this infection of Botnet which
becomes more serious problems. This is why botnet is a dangerous, malicious program. The Bot DNS
Sinkhole is a domestic bot mitigation scheme which will be proved in this paper as one of an efficient
ways to prevent malicious activities caused by bots and command/control servers. In this paper, we
analysis botnet activities over more than one-year period, including Bot’s lifetime, Bot command/
control server’s characterizing. And we analysis more efficient ways to prevent botnet activities. We
have showed that DNS sinkhole scheme is one of the most effective Bot mitigation schemes.
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(P4-ulkfpxz; open ¢:\navy. exe.

{P4-aibpsdg> open c\navy exe.
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