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Abstract

In home network environments, the user authentication and authorization associated user’s
information and usability may be important security issue. The OSGi service platform, a
well-known home network gateway already specifies the mechanism of that. The traditional
authority method provided OSGi implements simple RBAC(Role Based Access Control) model.
This is difficult to support efficient access control. In this paper, we propose the dynamic RBAC
model based on OSGi. The proposed method describes the extended framework that manage
two roles named as absolute role and relative role, extend existed framework with relative role
and propose programming model to enable dynamic access control. Finally, we implement the
proposed framework using Aspect] and Java annotation.
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before () : getlint Foo.y){ ... }
after () returning : calllint Foo.m(int)){ ... }
intaround () : calf(int Foo.m(int)){ ... }
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boolean isInRole(user, role, target) {

return user.equals(getDiviceOwner(target));
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@Retention(RetentionPolicy RUNTIME)

public @interface RequiredPermission {
String[] value() default {};
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@Target(ElementType. PARAMETER)
@Retention(RetentionPolicy RUNTIME)
public @interface RoleTargetParam {

String targetField() default "”;
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@ Around(”@target(RequiredPermission)”)
public Object doAccessCheck
(ProceedingJoinPoint jp)
throws Throwable {
RequiredPermission requiredPermission =
jp.getTarget().getClass().
getAnnotation(RequiredPermission.class);
return AuthorizationUtil.

accessCheckAndProceed(jp, requiredPermission);
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