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Efficient Source Authentication Protocol for IPTV
Based on Hash Tree Scheme
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ABSTRACT

Presently, the demand for IPTV, to satisfy a variety of goals, is exploding. IPTV is coming into the spotlight as a killer application in
upcoming IP convergence networks such as triple play which is the delivery of voice, internet, and video service to a subscriber. IPTV
utilizes CAS, which controls the subscriber access to content for a profit. Although the current CAS scheme provides access control via

subscriber authentication, there is no authentication scheme for the content transmitted from service providers. Thus, there is a

vulnerability of security, through which an adversary can forge content between the service provider and subscribers and distribute
malicious content to subscribers. In this paper, based on a hash tree scheme, we proposed efficient and strong source authentication
protocols which remove the vulnerability of the current IPTV system. We also evaluate our protocol from a view of IPTV requirements.
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Encrypted CW

Encrypted AK

|
\

CAS module

II
Signature }—rrb{ ECM Authentication }—D{ Decrypt
Eu(CW)

Encryption key : AK

Y
Signature check

1l
Signature H’{ EMM Authentication }—D{ Decrypt
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Encryption key : MPK

Signature check MPK
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- _ll Ib_[f—line key distribution == —-b{ Smart card manager

X.509 certificate

Smart card

Set-top bex : key manager (Smart card)
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Hash Hash

Stream (188Bytes)  (32Bytes) Concatenation  Delay (ms)
S5Mbps 256 255 255 0.55
10Mbps 512 511 511 1.1121
20Mbps 1024 1023 1023 2.2217

CE 2) U FZ0Me oidt 3t XA A2

Hash Hash

Stream (188Bytes)  (32Bytes) Concatenation  Delay (us)
S5Mbps 1 8 8 5.696
10Mbps 1 9 9 6.548
20Mbps 1 10 10 6.599
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