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A Security Metrics Taxonomization Model for Software-Intensive
Systems

Reijo M. Savola*

Abstract: We introduce a novel high-level security metrics objective taxonomization model for soft-
ware-intensive systems. The model systematizes and organizes security metrics development activities.
It focuses on the security level and security performance of technical systems while taking into account
the alignment of metrics objectives with different business and other management goals. The model
emphasizes the roles of security-enforcing mechanisms, the overall security quality of the system un-
der investigation, and secure system lifecycle, project and business management. Security correctness,
effectiveness and efficiency are seen as the fundamental measurement objectives, determining the di-
rections for more detailed security metrics development. Integration of the proposed model with risk-
driven security metrics development approaches is also discussed.
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1. Introduction

The increasing complexity and connectivity of software-
intensive systems, products and services are boosting the
needs for pertinent and reliable software security and
trusted system solutions. Systematic approaches to measur-
ing security are needed to obtain evidence of the security
level and performance in systems, products and services. In
addition, early security evidence will enable cost-effective
secure software development. It is easier to make business
and engineering decisions concerning security if sufficient
and credible evidence of security is available.

The field of developing security metrics systematically
is young. The complication behind the immaturity of secu-
rity metrics is that the current practice of security is still a
highly diverse field, and holistic and widely accepted ap-
proaches are still missing [1]. , attempts to measure secu-
rity have only obtained limited success [2]. Lately, security
metrics has become an emerging research area rapidly
gaining momentum.

The main contribution of this study is to introduce a
novel model for security metrics objective taxonomization
of technical systems and discuss the motivation for it. The
model systematizes and organizes security metrics devel-
opment. We analyze the role of different emphasis areas
and fundamental measurement objectives and show how
the model can be integrated with risk-driven security met-
rics development activities. In our model, we have made a
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premeditated choice not to divide security metrics into
technical, operational and organizational metrics, which is
the most common classification.

The rest of this article is organized in the following way.
Section 2 analyzes related work, and Section 3 gives a
short introduction to security metrics. Section 4 presents
our Security Metrics Objective Segments (SMOS) model,
and Section 5 discusses the design of security metrics tax-
onomies with the help of the proposed model. Section 6
analyzes how the model can be integrated with the security
metrics development process. Section 7 incorporates a dis-
cussion on the results and security metrics in general terms,
and finally, Section 8 gives conclusions and finalizes the
study with some future research questions.

2. Related Work

Our earlier work includes high-level security metrics
taxonomy for ICT product development, emphasizing the
roles of business management, information security man-
agement and security, trust, dependability and privacy of
products, systems and services [1,3,4]. The work presented
in this study is a generalization of our earlier work, empha-
sizing development and maintenance of technical software-
intensive systems.

The WISSSR (Workshop on Information Security Sys-
tem, Scoring and Ranking) in 2001 [5] was an early venue
and starting point for research on security metrics. The
workshop was intuitively organized into technical, opera-
tional and organizational tracks. This provided an initial
basis around which to organize taxonomy of security met-
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rics [6]. The U. S. National Institute of Information Stan-
dards and Technology (NIST) presents security metrics
taxonomies in NIST Special Publication 800-26 [7] and
800-55 [8], suggesting the same three categories, and 17
sub-categories, mainly from an organizational perspective.
In our SMOS model introduced in this article, technical
metrics can be mapped to security-enforcing mechanisms
and the security quality of system viewpoints, operational
metrics to all three viewpoints, and organizational metrics
to the secure lifecycle, project and business management
viewpoint.

Vaughn et al. [9] propose taxonomy for information as-
surance metrics consisting of organizational security met-
rics and metrics for “Technical Target of Assessment”. The
authors divide the latter metrics into strength and weakness
metrics — which are also part of the SMOS model, along
with further characteristic dimensions.

Seddigh et al. [9] introduce an information assurance
metrics taxonomy for IT network assessment in [6]. Their
taxonomy divides the metrics space into three categories:
security, Quality of Service (QoS) and availability. Under
each of the categories they consider technical, organiza-
tional and operational metrics. We have also investigated
the relationships between security, QoS and availability in
[10], concluding that, from the security metrics point of
view, QoS metrics can be used to obtain evidence of avail-
ability and, especially, possible Denial-of-Service (DoS)
attacks.

Bartol et al. [11], Jaquith [12] and Herrmann [13] pro-
vide wide state-of-the-art reviews of security metrics and
their development.

3. Security Metrics

The term “security metrics” has become a standard term
when referring to security level, security performance, se-
curity indicators or security strength. It must be noted that
the term “metrics” is used in a misleading way in the con-
text of Information Technology (IT). This term implies that
traditional concepts in metrology, as used in physics and
other areas, equally apply to IT [2]. However, in IT there
are a variety of unknown multi-disciplinary dependencies
as well as doubts, subjective opinions and verdicts. In prac-
tice, the terms “security strength”, “security indicators” or
even “security measurement” are often used interchangea-
bly with security metrics. Note that a measurement result
indicates single-point-in-time data on a specific factor to be
measured, while metrics are descriptions of data derived
from measurements used to facilitate decision making.

3.1 Security Objectives

The most recognized security objectives are Confidenti-
ality, Integrity and Availability (CIA) [14], often referred
to as the “CIA model”. Confidentiality objectives require
that information is only accessible by those authorized to
have access. Integrity is concerned with the accuracy and
completeness of the information and mechanisms process-
ing it. Availability objectives consider that authorized users
have access to the information and associated assets when
required.

Even though the CIA model has proved to be a useful
guideline for developing practical security objectives and
requirements, it has some limitations. For example, authen-
ticity and non-repudiation of critical business transactions
are not sufficiently underlined by the model. Consequently,
a more concise collection of security objectives includes at
least confidentiality, integrity, availability, authentication,
authorization and non-repudiation, emphasizing more
properly the goals of technical security-enforcing mecha-
nisms [10]. Authentication mechanisms verify the users’
identity by using their credentials. Authorization mecha-
nisms are responsible for managing rights and access con-
trol based on an authorization policy. Non-repudiation
mechanisms prevent users from later denying that they
performed an action specified in detail in the non-
repudiation requirements.

The International Telecommunication Union (ITU) [15]
defines a wider set of security dimensions: access control,
authentication, non-repudiation, data confidentiality, com-
munication security, data integrity, availability and privacy.
Moreover, there are several other factors that affect the
security of information systems, such as accountability,
audit, controllability, correctness, functionality, identifica-
tion, recovery, reliability, robustness, safety, dependability,
supervision and trustworthiness [16-18]. Avizienis et al.
[19] present a detailed taxonomy of security and depend-
ability attributes that can be used in the selection of ade-
quate dimensions to be investigated.

3.2 Needs for Security Metrics

The users of security evidence include system and soft-
ware developers, operational system managers, risk man-
agers and the executive and organizational management of
companies and other organizations. Decision support,
monitoring and prediction assessments benefit from secu-
rity metrics. Examples of using security metrics include
[1]: risk management, comparison of security-enforcing
mechanisms, software security assurance, security testing,
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security performance, adaptive security monitoring and
intrusion detection and prevention.

The intended use and target audience greatly affect the
type of security metrics to be developed. If the goal is to
develop security metrics for a human audience, such as the
executive management in an organization, the final set of
metrics should be clear to understand, and visualization of
the results is crucial. However, more complex metrics
structures and dependencies are allowed in calculations and
automated decision making, testing and monitoring [10].

4. Proposed Taxonomization Model - SMOS

Yee [20] states that a multifaceted or multi-dimensional
security metric is needed. This kind of metric or metrics
can be composed of metrics emphasizing different relevant
metrics objectives. In the following, we investigate them
classified into metrics objective segments.

The security measurement target in this study is a (tech-
nical) system, meaning a software-intensive system, a net-
worked system, a software module, a product or a service.
To be precise, the purpose of a system is implemented as a
service of the system acting as a provider, delivered to a
user system [21].

To be precise, overall system is implemented as a ser-
vice of a provider system to a user system[21].

Consequently, the service can be viewed as a higher-
level system. In the following, we use the term System un-
der Investigation (Sul) to denote such a system. In addition
to the technical focus, we investigate this system from the

point of view of different management functions: lifecycle,
operational, organizational and business management.

Measuring the security level and/or performance of the
Sul is a complex socio-technical problem. It must be noted
that it is very challenging, if not impossible, to develop
security metrics that are fully able to present real security
phenomena. Thus metrics are rather more like “security
metrics probes” to the Sul, being able to tell us as much as
we are able to design them.

Fig. 1 shows the proposed Security Metrics Objective
Segments (SMOS) model, visualized in a nested circle
presentation. Details of the outermost disk, “More detailed
characteristics of metrics”, have been omitted from the
figure for clarity reasons, but can be found in Section 4.4
of this article. Taxonomies for different Suls can be devel-
oped with the help of this model; in fact, the circle and its
disks generate security metrics taxonomies. The model
includes the following main security metrics objective
segments:

1. Level 0 (Target): Security (level and performance) of
the Sul is the root node;

2. Level 1 (Main Viewpoints to Target): The first level
under the root node includes three import segments that
affect the security of the Sul: (i) security-enforcing
mechanisms or control, (ii) security quality of the sys-
tem, and (iii) secure system lifecycle, project and busi-
ness management;

3. Level 2 (Fundamental Measurement Objectives): The
second level down in the hierarchy represents three fun-
damental objectives of security measurement: (i) cor-
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Fig. 1. Security Metrics Objective Segments (SMOS) model
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rectness, (ii) effectiveness, and (iii) efficiency;

4. Level 3 (Decomposition): The Basic Measurable Com-
ponents (BMCs), the “skeleton” of the collection of se-
curity metrics, can be identified by (i) requirement de-
composition, or (ii) design decomposition;

5. Level 4 (More Detailed Metrics Characteristics): This
level presents the more detailed metrics characteristics
that are selected and designed depending on the feasibil-
ity and use.

The proposed hierarchy of metrics objective segments is
elaborated on in the following subsections.

4.1 Main Viewpoints on Target

In security engineering of a technical system it is impor-
tant to analyze the system and obtain security evidence
from the following viewpoints (1 to 3):

1. Security-enforcing mechanisms or controls are the
backbone of the entire security solution of Sul during
the course of the system lifecycle;

2. Security quality of the Sul, its architecture, functional-
ity, components and interfaces during the the system
lifecycle; and

3. Metrics alignment with secure system lifecycle, pro-
ject and business management relevant to the Sul.

The relative importance of the above-mentioned view-
points varies depending on the system’s security objectives
and the phase in the system lifecycle. The first two view-
points are technical and the last one is management-
oriented.

The target audience of the first two viewpoints is mainly
secure software developers. Nowadays, these developers
are often security specialists. However, in the near future,
every software developer should be security-aware and
capable of understanding security issues and implementing
appropriate security solutions. According to [21], the roles
identified as being important for software security are secu-
rity requirements developer, threat analyst, software archi-
tect, developer/programmer, tester, verifier, reviewer, audi-
tor, manager of application development, configuration
manager and tool developer.

The target audience of viewpoint 3 is management in
general: project managers, product managers, Research and
Development (R&D) managers, Chief Information Officers
and executive managers.

The focus of viewpoint 1, security-enforcing mecha-
nisms (or security controls in information security man-
agement terminology), can be defined as safeguards and

countermeasures that aim at treating (avoiding, accepting,
mitigating or cancelling) security risks. The safeguards and
countermeasures implement the policies and requirements
of the Sul. Fig. 2 [10] shows an example of the classifica-
tion of security-enforcing mechanisms that are often used
in communication systems.

Viewpoint 2, security quality of the Sul, addresses the
overall security level of the Sul, including its design, im-
plementation and functionality in its use environment. Se-
curity-enforcing mechanisms are part of the overall system,
but the focus of security quality measurements is wider: the
whole system. High-quality software design forms the
foundation for the high security level of the Sul in general.
Management and improvement of software design is one of
the core issues in software security engineering. The secu-
rity quality of the Sul can be increased by security assur-
ance activities, such as security testing, monitoring and
analysis. These activities address the whole system, its
components and interfaces — the attack surface of the sys-
tem [22,23]. In more detail, the attack surface particularly
includes the set of entry points and exit points, the set of
open communication channels and the set of untrusted data
items [22]. When evaluating the security quality, it is im-
portant to note that if all the components of a system are
secure, this does not automatically imply that the system as
a whole would be secure. The security metrics taxonomy
for product/system/security engineering in [1] underlines
the difference between security metrics for design and im-
plementation. The former is mainly concerned with cor-
rectness and effectiveness, the latter mainly with correct-
ness. This is due to the fact that, in implementation, the
requirements are followed as closely as possible, resulting
in correct implementation, whereas in the design, the goal
is to carry out risk treatment as effectively and correctly as
possible.

Development of security metrics with focus on View-
points 1 and 2 should be carried hand-in-hand. Especially,
the role of design-time security metrics is important in the
identification of security weaknesses at early stages of the
system lifecycle, increasing the cost-effectiveness of secu-
rity engineering and the entire system development effort.

Security-enforcing
mechanisms

Authentication

Authorization

Confidentiality

Integrity

Availability

Non-Repudiation

Fig. 2. Example of classification of security-enforcing
mechanisms [10]
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The phases of the system lifecycle can be defined in
many different ways; for example conceive, design, realize
and service [1]. Security metrics concerned with configura-
tion management is also an important category. The Sys-
tems Security Engineering Capability Maturity Model
(SSE-CMM) ISO/IEC Standard 21827 [24] contains a wide
collection of security metrics for maturity assessment of
security engineering processes. Examples of business-
driven metrics categories are: Return of Security Invest-
ment (ROSI), business collaboration trust metrics, busi-
ness-level risk management metrics, cost-benefit analysis
metrics and information security management metrics [1].

We claim that viewpoints 1, 2 and 3 form the overall se-
curity posture of the Sul. This claim can be justified with
the following arguments:

1. The core role of security-enforcing mechanisms. Se-
curity quality objectives do not sufficiently emphasize
the role of security-enforcing mechanisms that form the
core of the active security solution in the Sul. Therefore,
security metrics concentrating on the correctness, effec-
tiveness and efficiency of security-enforcing mecha-
nisms deserve a strong emphasis (viewpoint 1);

2. Emphasis on a technical target. There is a strong em-
phasis on technical metrics because the target of the
measurement is a technical system. The often-used divi-
sion into technical, operational and organizational secu-
rity metrics (see e.g. [7] and [8]) does not sufficiently
emphasize the technical system as a target. Most secu-
rity metrics are needed during R&D, mainly by secure
software developers and other personnel in the devel-
opment project (viewpoints 1 and 2); and

3. Metrics alignment with management and business
objectives. Different management activities control the
R&D and maintenance of the Sul. Therefore, it is of the
utmost importance that the security objectives identified
at all relevant levels of management (business, organ-
izational, project, system lifecycle) are part of the over-
all security solution development of the Sul, and evi-
dence of the resulting security level and performance is
communicated to the management. In the long run, life-
cycle management has an important role both from the
end-user’s and the provider/manufacturer’s perspective.
Security metrics should be aligned to the business goals
and other organizational and project management objec-
tives of a company or a collaborating value net of busi-
nesses in an appropriate way (viewpoint 3).

4.2 Fundamental Measurement Objectives

In security engineering, security correctness, security ef-

fectiveness and security efficiency can be seen as the main
fundamental measurement objectives. They address all the
main purposes of security engineering work. For the pur-
poses of this study, we define these objectives in the fol-
lowing way:

1. Security correctness denotes assurance that security-
enforcing mechanisms have been correctly implemented
in the Sul, and the system, its components, interfaces
and the processed data meet the security requirements;

2. Security effectiveness denotes assurance that the stated
security requirements are met in the Sul and the expec-
tations for resiliency in the use environment are satisfied,
while the Sul does not behave in any way other than
what is intended; and

3. Security efficiency denotes assurance that the adequate
security quality has been achieved in the Sul, meeting
the resource, time and cost constraints.

Security correctness can be seen as an objective for se-
curity quality and a necessary but not sufficient require-
ment for both “higher-level” measurement objectives —
security effectiveness and security efficiency. If the system
meets its specification, we can say that it is “correct”. Cor-
rectness is often discussed together with effectiveness. In
some cases, it might be difficult to differentiate them.

Effectiveness and efficiency are widely recognized ob-
jectives in the security community.

Intuitively, security effectiveness is the most important
fundamental security measurement objective. If the sys-
tem’s security performance and its resilience are at an ade-
quate level in its use environment in the long run, its secu-
rity effectiveness can be considered to be adequate. In this
case, resilience means the system’s ability to cope as de-
sired in the presence of security threats. Kailar et al. [25]
define system security as being effective if its correct op-
eration counters one or more identified threats. This defini-
tion can be further enhanced to address the threats that are
chosen to be cancelled or mitigated. In other words, effec-
tiveness is the security quality objective of the overall sys-
tem.

Security efficiency addresses different kinds of metrics
since it is a productivity objective. For example, the ROSI
metrics concentrate on security efficiency. The role of effi-
ciency objectives is to set constraints and a resource, time
and financial framework for the system and security engi-
neering efforts. At the technical level, some security effi-
ciency objectives can also be interpreted as system per-
formance objectives.

Security correctness, effectiveness and efficiency can
also be examined separately for each security objective
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dimension, e.g. confidentiality effectiveness, integrity ef-
fectiveness and availability effectiveness.

4.3 Decomposition

Decomposition is the dismantling of a system into its
sub-parts. In [10] we discuss the utilization of a security
metrics development process based on security require-
ment decomposition. The following security requirement
decomposition process [10], based on the work by Wang
and Wulf [26] is used to identify Basic Measurable Com-
ponents (BMCs) [10]:

1. Identify successive components from each security re-
quirement that contribute at an adequate level to the se-
curity correctness, security effectiveness and/or security
efficiency of it;

2. Examine the subordinate components to see if further
decomposition is needed;

3. Terminate the decomposition when none of the leaf
nodes can be decomposed any further, or further analy-
sis of these components is no longer necessary.

In general, the main emphasis of the security metrics de-
velopment process of [10] is on the security requirement
decomposition. However, it is not possible to drive security
engineering exclusively from the requirements. The fol-
lowing dual approach is needed [21]: (i) requirements-
driven and (ii) design-driven. Respectively, the decomposi-
tion process can be applied to both the requirements and
the design of the Sul. In the design decomposition, the
starting point is the system architecture and its environ-
ment, which are decomposed into components such as
software modules, interfaces and the functionality of the
components. Design decomposition is particularly useful
when evaluating the overall security quality of the Sul.

Fig. 3 shows an example of security requirement de-
composition for authorization as a security-enforcing
mechanism [10]. The identified BMCs are Authentication
Strength (AS), Reliability of Access Control Mechanism

Authorization

Authentication
strength
[ [ ]
Mechanism | | Authorization| [Authorization
;_I policy | objects |
]
I Reliability | | Integrity ||Effectiveness]| Integrity |

Fig. 3. An authorization decomposition [10]

Authentication
identit

[Effectiveness ] [ Integrity ] [ Reliability ] [ Integrity ]

[Uniqueness | [ Structure ]

Fig. 4. An authentication decomposition [26]

(RACM), Integrity of Access Control Mechanism (IACM),
Effectiveness of Authorization Policy (EAP) and Integrity
of Authorization Objects (IAO).

AS is calculated with the help of BMCs identified in the
authentication decomposition [26], see Fig. 4. The details
of the decompositions vary from system to system, depend-
ing on the emphasis of the security-relevant objectives.

4.4 More Detailed Metrics Characteristics

After the BMCs have been identified, more detailed met-
rics characteristics need to be chosen based on the metrics
needs, measurement architecture and evidence collection
mechanism.

Security metrics can be classified in many different
ways. Table 1 summarizes some two-dimensional security
metrics characteristics and Table 2 some three-dimensional
ones.

In general, security metrics can vary from qualitative to
quantitative, from direct to indirect, from close-to-absolute
to highly relative, and from close-to-objective to highly
subjective.

Security metrics focus on either the positive security ef-
fects or properties of the system (strength metrics) or the
negative ones (weakness metrics). Vulnerability metrics,
such as the Common Vulnerability Scoring System
(CVSS) [27], the associated enumeration Common Vulner-
abilities and Exposures (CVE) enumeration [28], both part
of Security Content Automation Protocol (SCAP) [29],

Table 1. Some two-dimensional security metrics
Characteristics Dimension A

Characteristics Dimension B

Strength Weakness
Qualitative Quantitative
Direct Indirect
Close-to-absolute Relative
Close-to-objective Subjective

Attack-oriented
Online

Non-attack-oriented
Offline
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Table 2. Some three-dimensional security metrics

Dim. A Dim. B Dim. C
Leading Coincident Lagging
Technical Operational Organizational

naturally fall into the category of weakness metrics.

The time-dependent behavior of a security metric can be
leading, coincident or lagging [2]. Different timing catego-
ries should not be mixed without proper prediction models
or heuristics.

Security metrics can also be divided into attack-oriented
and non-attack-oriented. The attack-oriented metrics em-
phasize attacker strategies. The strategies can be modeled
by attack trees [30] and analyzed by cost-benefit analysis.
From an adversary’s point-of-view, the security strength, in
combination with the personal risk of the attack to the ad-
versary’s reputation, safety or freedom, are of interest
when evaluating a prospective target of attack [31]. Non-
attack-oriented metrics do not emphasize the attacker be-
havior or strategy. They focus on the strengths and/or
weaknesses of different security solutions from the point of
view of the high-level results of threat and vulnerability
analysis or what is generally known about them.

According to the widely-known measurement scaling
theory by Stevens [32], there are four basic types of scales:
nominal, ordinal, interval and ratio, summarized in Table
3. In nominal scales, labels describing certain characteris-
tics of a nominal category are used. In ordinal scales, the
numbers of entities represent their rank order. Three or
five-level scales are widely used. In interval scale meas-
urements, a certain distance along the scale means the same

difference in security strength despite the point on the scale.

Ratio scale measurement is an estimation of the ratio be-
tween a magnitude of a quantity and a unit magnitude of
the same quantity.

According to [10], detailed development of the chosen
collection of security metrics aims at defining the follow-

Table 3. Scale types of security metrics

Type 1 Type 2 Type 3 Type 4
Nominal: Ordinal: Interval: oa
labels rank order [a...b] Ratio: b

ing issues for each metric: metric purpose, target descrip-
tion, formalization, value scale or ordering, value range
and thresholds, if applicable.

5. Creating Taxonomies using the SMOS Model

Taxonomies are frequently used for classification of ob-
jects into a hierarchical structure, commonly displaying
parent-child relationships. In taxonomies, there is a root
node at the top that applies to all objects under it. Taxono-
mies will help the actual process of developing feasible
security metrics, acting as a tool towards an organized
structure of security objectives. Note that the core factor
contributing to the quality of taxonomy is the quality of the
source material: the early knowledge and evidence of the
Sul and sufficient results from threat and vulnerability
analyses.

It is possible to construct taxonomies from the proposed
SMOS model as follows:

1. Place the innermost circle as the root node of the taxon-
omy;

2. ldentify relevant successive components (children) from
the objectives mentioned on the next outer disk of Fig.
1; and

3. Repeat Step 2 until the outermost disk of Fig. 1 has been
reached and the balancing and integration of metrics can
be initiated.

As an example, Fig. 5 shows the first three levels of a
hierarchy of security metrics taxonomy for an example

| Security Metrics

|

I
Security-enforcing Security quality of
mechanisms system

Security system
lifecycle, project and
business management

| I | 1 1
[Correctness| [Effectiveness] [ Correctness | [Effectiveness] [Effectiveness] [Efficiency|

Adaptive security Confidentiality

Authentication Integrity
Authorization Availability
Confidentiality

Integrity

Availability

Non-repudiation

Fig. 5. The first three levels of a security metrics taxonomy example

Confidentiality
Integrity
Availability
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system (a distributed messaging system with online adap-
tive security management based on security metrics, [10]).
In the example, the security metrics for both security-
enforcing mechanisms and the system security quality in
general concentrate on correctness and effectiveness. On
the other hand, the associated management activities con-
centrate on effectiveness and efficiency. Efficiency, of
course, is also present in the technical work, but security
effectiveness dominates it. The security objectives listed
under the leaves in the figure are the dimensions to be ad-
dressed during security requirement decomposition.

6. Integration of the SMOS Model into Security
Metrics Development Process

In [10,33-35], we have iteratively proposed, analyzed
and applied the following security metrics development
process:

1. Carry out a threat and vulnerability analysis,

2. If applicable, utilize the available taxonomical or onto-
logical information,

3. Define the security requirements and carry out modeling
(if applicable),

4. Decompose the requirements and/or design,

5. Develop the measurement architecture, the mechanisms
to gather the required measurement data from the Sul,

6. Carry out a feasibility analysis, and

7. Develop a balanced and detailed collection of security
metrics.

Sufficient results from threat and vulnerability analysis
are the initial starting point in risk-driven security engi-
neering activities. Respectively, application of the SMOS
model can be started after the threat and vulnerability
analysis stage. From that point on, the model and the tax-
onomies created from it will help to systematize the whole
process of security metrics development, aiming at a bal-
anced and detailed collection of security metrics.

During the requirement development phase (Step 3), the
SMOS model can be used to develop the security require-
ments for security-enforcing mechanisms and the system in
general, balanced with the lifecycle, project and business
goals. In addition, the model helps to prioritize the re-
quirements and plan modeling efforts.

The viewpoints and main fundamental measurement ob-
jectives can be used to systematize and organize the re-
quirement and design decomposition processes (Step 4).
The results of the decompositions can be fed back to the
taxonomical level.

Development of the measurement architecture (Step 5) is
not directly connected to the proposed model or associated
security metrics taxonomies. However, it is a core activity
in the above-mentioned process, enabling practical and
feasible measurement activity in the Sul.

The SMOS model and associated taxonomies also sys-
tematize the feasibility analysis (Step 6) and support the
more detailed development of metrics (Step 7). When
composing integrated metrics from sub-metrics, different
weights can be associated with them, presenting their rela-
tive importance.

7. Discussion

The state of the art in developing and using security met-
rics is still in its early stages. The state of the art in devel-
oping and using security metrics is still in its early stages.
As of yet, there have not been any common and widely-
accepted objectives, taxonomies or even vocabulary in use.
Organizational and technical security metrics have
emerged from different communities, the former from In-
formation Security Management (ISM) needs in organiza-
tions and the latter from product-focused R&D activities.
Obviously, models and methods to bridge the gaps between
secure product, system and service development, business
management and ISM are needed. Security metrics and
measurements should make a move from ad hoc practices
to a more systematic process that is capable of responding
to constantly changing threats and business demands.

In this study we have introduced an initial foundation for
the organization of security metrics focusing on technical
systems while taking business goals into account. Security-
enforcing mechanisms and the overall security quality of
the system are the most important technical viewpoints of
our model. Furthermore, alignment of security metrics to
management objectives is crucial.

Obviously, the SMOS model is not well suited to devel-
oping security metrics for ISM in organizations since its
focus is on technical systems. In ISM, the widely-used di-
vision into technical, operational and organizational met-
rics, if not some other classification, might be more useful.

Security correctness, effectiveness and efficiency as the
main fundamental measurement targets well reflect the
security evidence needs. In this paper, we have provided
definitions for these concepts. However, the definitions
might require further elaboration and discussion in security
research and practitioner communities. A common agree-
ment on the objectives from a holistic perspective would be
valuable.

The feasibility of using security metrics in practice has
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been criticized in some contributions. One has to remember
that security metrics simplify a complex socio-technical
system down to simple values or orderings. McHugh [36]
and McCallam [37] are worried about the possible side
effects of such a simplification. Nonetheless, it must be
noted that an adequate collection of sub-metrics can meas-
ure even complex situations. The challenge is in under-
standing this complex socio-technical system, not in using
metrics. Bellovin [38] points out that developing metrics is
hard, if not infeasible, because an attacker’s effort is often
linear, even in cases where exponential security work is
needed. In addition, luck plays a major role in security [39].
The weakest-link vulnerabilities cause a lot of trouble
while they cannot be fully prevented. However, taxono-
mies help to increase understanding of the weakest-links
and carrying out the prioritization of security requirements
accordingly.

8. Conclusions and Future Work

Obtaining sufficient and credible security evidence from
the system under investigation is one of the major chal-
lenges in information security engineering and manage-
ment. System developers, project management and execu-
tive management need information about the security pos-
ture of technical systems during different phases of the
system lifecycle.

In this study we have proposed a novel Security Metrics
Objective Segments (SMOS) model to taxonomize security
metrics for technical systems and to systematize and organ-
ize their development activities. The SMOS model enables
the design of security metrics taxonomies, which, in turn,
the actual practical security metrics development. The
model nominates security-enforcing mechanisms, the over-
all security quality of the system, and lifecycle, project and
business management as the main viewpoints. Furthermore,
security correctness, security effectiveness and security
efficiency are seen as the fundamental measurement objec-
tives. To further elaborate taxonomical work, decomposi-
tion of either requirements or design constructs, along with
more detailed characteristics, are part of the model. The
model can be seamlessly integrated with risk-driven secu-
rity metrics development approaches.

Our future work includes further evolution and formal-
ization of the proposed model. To gather practical feasibil-
ity experience, we intend to use the model in some security
metrics development scenarios in telecommunications,
software and industrial automation environment fields.

(1]

(2]

(3]

(6]

[7]

(8]

9]

[10]

[11]

[12]

[13]

[14]

205

References

R. Savola, “A Taxonomical Approach for Informa-
tion Security Metrics Development”, Nordsec ‘07
Supplemental Booklet of Short Papers, Reykjavik,
Iceland, 11 p., Oct., 11-12, 2007.

W. Jansen, “Directions in Security Metrics Re-
search,” NIST, NISTIR 7564, 21 p., Apr., 2009.

R. Savola, “Towards a Taxonomy for Information
Security Metrics,” QoP ’07, Alexandria, VA, USA,
pp.28-30, Oct., 29, 2007.

R. Savola, “A Novel Security Metrics Taxonomy for
R&D Organizations,” ISSA ’08, Johannesburg,
South Africa, pp.379-390, Jul., 7-9, 2008.

R. Henning et al., “Proceedings of Workshop on In-
formation Security System, Scoring and Ranking —
Information System Security Attribute Quantifica-
tion or Ordering,” ACSA and MITRE, Williamsburg,
VA, USA, May, 2001, Publ. 2002.

N. Seddigh, P. Pieda, A. Matrawy, B. Nandy, I.
Lambadaris, A. Hatfield, “Current Trenes and Ad-
vances in Information Assurance Metrics,” PST ’04,
Fredericton, NB, Canada, Oct., 2004.

M. Swanson, “Security Self-Assessment Guide for
Information Technology Systems,” NIST Special
Publication 800-26, Nov., 2001

M. Swanson, N. Bartol, J. Sabato, J. Hash, L. Graffo,
“Security Metrics Guide for Information Technology
Systems,” NIST Special Publication 800-55, Jul.,
2003.

R. Vaughn, R. Henning, A. Siraj, “Information As-
surance Measures and Metrics: State of Practice and
Proposed Taxonomy,” HICSS ’03, Hawaii, USA,
2003.

R. Savola, H. Abie, “Identification of Basic Measur-
able Security Components for a Distributed Messag-
ing System,” SECURWARE ’09, Athens/Glyfada,
Greece, pp. 121~128, Jun., 18-23, 2009.

N. Bartol, B. Bates, K. M. Goertzel, T. Winograd,
“Measuring Cyber Security and Information Assur-
ance: a State-of-the-Art Report,” Information Assur-
ance Technology Analysis Center (IATAC), May,
20009.

A. Jaquith, “Security Metrics: Replacing Fear, Un-
certainty and Doubt,” Addison-Wesley, 2007.

D. S. Herrmann, “Complete Guide to Security and
Privacy Metrics — Measuring Regulatory Compliance,
Operational Resilience and ROI,” Auerbach Publica-
tions, 2007.

D. B. Parker, “Computer Security Management,”
Reston Publishing Company, Reston, VA, USA,
1981.



206

[18]

[16]

[17]
(18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

A Security Metrics Taxonomization Model for Software-Intensive Systems

ITU-T Recommendation X.805, “Security Architec-
ture for Systems Providing End-to-End Communica-
tions,” 2003.

D. Longley, M. Shain, “Data and Computer Security:
Dictionary of Standards, Concepts and Terms,”
Macmillan, 1987.

D. Gollmann, “Computer Security,” John Wiley &
Sons, 1999.

R. C. Summers, “Secure Computing, Threats and
Safeguards,” McGraw-Hill, 1997.

A. AviZienis, J.-C. Laprie, B. Randell, C. Land-
wehr, ”Basic Concepts and Taxonomy of Depend-
able and Secure Computing,” IEEE Tr. on Depend-
able and Secure Computing, Vol. 1, No.1, pp.11-33,
Jan./Mar. 2004.

B. S. Yee, “Security Metrology and the Monty Hall
Problem,” Workshop on Information Security Sys-
tem Scoring and Ranking (WISSSR), ACSA and
MITRE, Williamsburg, USA, May 2001, Publ. 2002.
Practical Software & Systems Measurement Safety
and Security Technical Working Group, “Security
Measurement — White Paper,” Vers. 3.0, 67 p., Jan.,
2007.

M. Howard, J. Pincus, J. M. Wing, “Measuring Rela-
tive Attack Surfaces,” Workshop on Advanced De-
velopments in Software and Systems Security, 2003.
P. K. Manadhata, D. K. Kaynar, J. M. Wing, “A For-
mal Model for a System’s Attack Surface,” Techni-
cal Report CMU-CS-07-144, Jul., 2007.

ISO/IEC 21827:2003, “Information Technology —
Systems Security Engineering — Capability Maturity
Model (SSE-CMM),” ISO/IEC, 2003.

R. Kailar, V. D. Gligor, L. Gong, "On the Security
Effectiveness of Cryptographic Protocols,” 4th IFIP
Working Conf. on Dependable Computing for Criti-
cal Applications, Vol.9, 1994,

C. Wang, W. A. Wulf, “Towards a Framework for
Security Measurement,” 20" National Information
Systems Security Conference, Baltimore, MD, USA,
pp.522-533, Oct., 1997.

M. Schiffman, G. Eschelbeck, D. Ahmad, A. Wright,
S. Romanosky, “CVSS: a Common Vulnerability
Scoring System,” U.S. National Infrastructure Advi-
sory Council (NIAC), 2004,

R. A. Martin, “Managing Vulnerabilities in Net-
worked Systems,” IEEE Computer Society Com-
puter Magazine, VVol.34, No.11, Nov., 2001.

M. Barrett, C. Johnson, P. Mell, S. Quinn, K. Scar-
fone, "Guide to Adopting and Using the Security
Content Automation Protocol (SCAP),” NIST Spe-
cial Publication 800-117 (Draft), NIST, 2009.

B. Schneier, “Attack Trees,” Dr. Dobb’s Journal,
Vol.24, No.12, 1999.

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

S. E. Schechter, “Computer Security Strength &
Risk: a Quantitative Approach,” Ph.D Thesis, Har-
vard University, Cambridge, MA, USA, 2004.

S. S. Stevens, “On the Theory of Scales of Meas-
urement,” Science, Vol. 103, Issue 2684, pp.677-680,
Jun., 7, 1946.

R. Savola, “Requirement Centric Security Evaluation
of  Software Intensive Systems,” DepCOS-
RELCOMEX ’07, Szklarska Poreba, Poland, pp.135-
142, Jun., 14-16, 2007.

R. Savola, “Development of Security Metrics for a
Distributed Messaging System,” AICT ’09, Baku,
Azerbaijan, 6 p., Oct., 14-16, 20009.

R. Savola, “A Security Metrics Development
Method for Software Intensive Systems,” ISA ’09,
Seoul, Korea, Jun., 25-27, 2009, Springer CCIS 36,
pp.11-16, 2009.

J. McHugh, “Quantitative Measures of Assurance:
Prophecy, Process or Pipedream?” Workshop on In-
formation Security System Scoring and Ranking
(WISSSR), ACSA and MITRE, Williamsburg, VA,
USA, May, 2001, Publ. 2002.

D. McCallam, “The Case Against Numerical Meas-
ures of Information Assurance,” Workshop on In-
formation Security System Scoring and Ranking
(WISSSR), ACSA and MITRE, Williamsburg, VA,
USA, May, 2001, Publ. 2002.

S. M. Bellovin, “On the Brittleness of Software and
the Infeasibility of Security Metrics,” IEEE Security
& Privacy, p. 96, Jul./Aug., 2006.

P. Burris, C. King, “A Few Good Security Metrics,”
METAGroup Inc., Oct., 2000.

Reijo M. Savola

He received MS degree in Electrical
Engineering (with honors) from the
University of Oulu, Finland, 1992, and
Licentiate of Technology degree in
Computer Science from Tampere Uni-
versity of Technology, 1995. Mr.
Savola has worked as a Digital Signal

Processing consultant for Elektrobit Group Plc. in Oulu,
Finland and in Redmond, Washington, United States. He is
now working as a Senior Research Scientist at VTT Tech-
nical Research Centre of Finland. His research interests
include security metrics, modeling of security, and bridging
the gaps between different aspects of security engineering
and management.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Impact
    /LucidaConsole
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 1200
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


