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(& 1) TinySec Cipher Performance[6]

Cipher & Implementation ~ Time(ms) Time(byte times)
RC5(C) 0.90 2.2
SkipJack(C) 0.38 0.9
RC5(C+ assembly) 0.26 0.6

(& 2) CC2420 AES 7t&7| S E4[8]

Mode L@ Lm) LMIC) Time(us)
CCM 50 69 8 222
CTR - 15 - 99
CBC 17 98 12 99

Stand-aloned - 16 - 14

* a. authentication payload, m: message, MIC: Message Integrity
Code, L(x): byte length of x

(& 3) AES2 HIGHT &5 dlw[9]

Max
. Technology Area Throughput
Algorithm Frequency
AES[10] 0.35 3400 9.9 80
HIGHT 0.25 3048 150.6 80

MHzAYol| 4] 150.6Mbps throughput2] £& 452
Ho|x ¢Jch9I,[10].
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(& 4) Rabin’s Schemez} Ntru 85 EA[11]

Rabin  Ntruk=1) Ntru(k=84)

Equivalent security 60bits 57bits 57bits
Arealeqv. gates] 16,726 2,850 16,200
- combinational 8,875 523 7,000
- storage elements 7,851 2,327 9,200
Delay(avg. # cycles) 1,440 29,225 433
Avg.power@500kHz  148.184W  19.13uW  118.7uW
- static(%) 117.5uW  15.10uW  103.06uW
(79.3%) (78.9%) (86.8%)
~ dynamic(%) 30.68uW  4.03uW  15.64uW
(20.7%) (21.1%) (13.2%)
- peak power 169.8uW  20.22uW n/a
Energy 426.76n] 1,118.15n] 102.79nJ
- per bit encrypted 833.5p)  4,235.41p]  389.4pJ
(512bits)  (264bits)  (264bits)
177.8 452 304.85
Throughput kbits/s kbits/s kbits/s
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UTELSA  ‘micro’ version of the Timed, Efficient,
Streaming, Loss—tolerant Authentication
protocol

ECC Elliptic Curve Cryptography

ECDH  Elliptic Curve Diffie-Hellman

ECDSA  Elliptic Curve Digital Signature Algorithm
ECIES  Elliptic Curve Integrated Encryption

SECG Standards for Efficient Cryptography Group
SNEP Secure Network Encryption Protocol
SPINS  Security Protocols for Sensor Networks

SVP Shortest Vector Problem

WiIiBEEM Wireless Beacon—enabled Energy Efficient
Mesh network

WPI Worcester Polytechnic Institute

XTR Efficient Compact Subgroup Trace
Representation
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