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Abstract

Security of self organized mobile ad hoc networks is an important issue because administration information in the
networks is managed by the constituent nodes. Especially authentication mechanism is necessary for trust setup between
newly joining nodes and the network. The authentication models and protocols which are based on the wireline
infrastructure could not be practical for mobile ad hoc network. Although public key algorithm-based method is widely
used for authentication, it is not easy to be applied to mobile ad hoc networks because they do not have infrastructure
such as centralized CA which is needed for certificate verification. In this paper, we consider the public key based random
CA group method proposed in [1] to provide efficient authentication scheme to mobile ad hoc networks and analyze the
performance of the method, which is then compared to the home CA method. From the analysis results, we see that the
random CA method where the function of CA is distributed to some mobile nodes and the authentication information is
propagated to randomly chosen CAs shows higher reliability and lower cost than home CA method.

Keywords : Authentication, Public Key, Randomized CA Group, & CA, Certificate, Mobile Ad Hoc Network
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