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Abstract

In this paper, we proposed scheme that it safely exchange encrypted keys without Trust Third Party (TTP)
and Pre-distributing keys in ubiquitous environments. Existing paper assume that exist a TTP or already
predistributed encrypted keys between nodes. However, there methods are not sufficient for wireless
environments without infrastructure. Some existing paper try to use the Diffie-Hellman algorithm for the problem,
but it is vulnerable to Replay and Marrin-the-middie attack from the malicious nodes. Therefore, Authentication
problem between nodes is solved by modified the Diffie-Hellman algorithm using pTESLA. We propose safe,
lightweight, and robust pair-wise agreement algorithm adding One Time Password (OTP) using timestamp to
modified the Diffie-Hellman in ubiquitous environments, and verify a safety about proposed algorithm.
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