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Chaos-based Image Encryption Scheme using
Noise-induced Synchronization
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Abstract

The security of digital image has become increasingly important with the development of the
computing performance and internet. Therefore, the encryption algorithms exploiting chaos signal
have recently attracted considerable attentions as a new method of image-encryption techniques.
In this paper. it is demonstrated that two different chaotic systems are synchronized by the
methods of noise-induced synchronization. Based on this synchronization method, an
image-encryption system is implemented and an image of Seok-Ga-Tap is encrypted as a
verification of the performance of our system. The method suggested in this paper in which the
noise is used as the key of decryption is superior to the existing methods in the aspect of the
degree of encryption. In this paper, we propose that the method is a new effective encryption
algorithm as well as an easily applicable one.

» Keyword : CKBA(Chaotic key-based algorithm), CBFSC(Chaos-Based Feedback Stream
Cipher), S718HSynchronization), &&=(Chaos), %4%3H Encryption), 2%3}
(Decryption), &S (Noise)
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LET noise_length = 200

LET n_rate = 0.4
LET s rate = 0.6
LET mu = 3.98

FOR n =1 TO noise_fength STEP 1 DO
CALL Noise_Generator RETURNING noise_value
SET noise(n) = noise_value
END DO
SET x0 =

random value
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FOR n =1 TO noise_length STEP 1 DO
CALL Logistic_Map with mu, x0 RETURNING xn
CALL Mixed_Signal with noise, xn, n_rate,

s_rate RETURNING x0

END DO

READ Criginal_image._file TO img(x, v}

SET ver = imglx, y) vertical lines

SET hor = imglx, y) horizontal lines

FORy = 1 TO ver STEP 1 DO
FOR x = 1 TO hor STEP 1 DO

CALL Logistic_Map with mu, xn
RETURNING xn
SET seed = guantization xn value
SET imglx,y) = imgly, x) XOR seed
END DO

END DO

WRITE Encrypted_image_file FROM img(x, ¥)

WRITE Noise._file FROM noise(n)
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Fig 3. Pseudo code of Image Encryption
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LET noise_length = 200
LET nrate = 0.4

LET s_rate = 0.6
ETmu =398

READ Noise_file TO noise(n)
FOR n = 170 noise_length STEP 1 0O
CALL Logistic Map with mu, x0 RETURNING xn
CALL Mixed Signal with noise(n), xn, n_rate,
s_rate RETURNING x0
END DO
READ Encrypted._image_file TO img(x, v)
SET ver = img(x, y) vertical lines
SET hor = img(x, y) horizontal lines
FORy =170 ver STEP 1 00
FOR x = 1 70 hor STEP 1 DO
CALL Logistic Map with my, xn
RETURNING xn
SET seed = quantization xn value
SET img(x,y) = imgly, x) XOR seed
END DO
END DO
WRITE Decrypted_image_file FROM img(x, y)

O3 5. o|ojx] 528} ohim=
Fig 5. Pseudo code of image Decryption
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