B RS @ 2008-13-5-3-3
8.

£13% $5%. 200 9

cdgi7|ut HIHOA AR HB7Hs3 pIZE HolNe Bead

2y, N A

0 -

Sensitive Personal Information Protection Model for
RBAC System

Hyung-Jin Mun*, Jung-Seok Suh**

O ot
05

AGAD L] B2 Qle) A 2e AWFL A AH|2E A nA 9 HAPEE F£33a Feldtn
Ak, AT A IR HER ‘316“ 22 ezt 71gelnlA] 3Rt o2t f2d 7éi—rﬂ1°l A7) 5
A2 F1 Utk 7183 7|Hel AQFEE DB BEFE 2 Agsta, T/ H2A 0)7)EE o83k A
BEE RFsiT YA DRRE|AS] AT 53R S o] AAP I HA frEETh Eﬁl K7 H2
Ao)7)1&L ARFA 9] U o] U BI71e2 AP ¥tk o] =Relxe FB FA7 A U
ARE A 3st] DBel Agsta, FEFAL 74E B wet A Fre i TS dFsA Alddete
Mg A 7]uke] H2Ao) 719E MA@k A 7ML E3 DBERARTE JAsta, AR HIvled
98 7| HIAole] M-S Bgsto] FEFA A7 E AojHE 7HITh

Abstract

Due to the development of the e-commerce, the shopping mall such as auction collects and manages
the personal information of the customers for efficient service. However, because of the leakage of the
personal information in auction, the image of the companies as well as the information subjects is
damaged. Even though the organizations and the companies store the personal information as common
sentences and protect using role based access control technique, the personal information can be leaked
easily in case of getting the authority of the database administrator. And also the role based access
control technique is not appropriate for protecting the sensitive information of the information subject.
In this paper, we encrypted the sensitive information assigned by the information subject and then
stored them into the database. We propose the personal policy based access control technique which
controls the access to the information strictly according to the personal policy of the information
subject. Through the proposed method we complemented the problems that the role based access control
has and also we constructed the database safe from the database administrator. Finally, we get the
control authority about the information of the information subject
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