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Adaptive Keystroke Authentication Method for Online Test

Jooyoung Ko', Jaechang Shim™, Hyenki Kim™

ABSTRACT

E-leaming as a new education trend is being applied not only to cyber school but also various education
fields such as employee training for companies or interactive learning for consumers. Users of the
E-learning can take online tests individually anywhere, to evaluate their achievement level. Because
users who are taking the online tests may show their own IDs or passwords to others, the possibility
of cheating is very high. Therefore, it is very important to authenticate the users. In this paper, we
propose an adaptive-keyboard authentication method which depends on user behavior patterns through
the use of IDs and passwords. This method does not need any additional devices or special effort. An
adaptive method to update patterns in which IDs and passwords are entered was previously suggested
and this new method has proved to be better than previous methods through simulations and
implementation.

Key words: Keystroke Dynamic(7] 2= $18), Authentication(¢1%), E-Learning(dA12%), Online
test(EFR] A1¥)
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