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Modeling and Simulation of security system using PBN
in distributed environmen

Hee Suk Seo

We introduce the coordination among the intrusion detection agents by BBA (BlackBoard Architecture) that belongs
to the field of distributed artificial intelligence. The system which uses BBA for the coordination can be easily expanded
by adding new agents and increasing the number of BB (BlackBoard) levels. Several simulation tests performed on the
targer network will illustrate our techniques. And this paper applies PBN (Policy-Based Network) to reduce the false
positives that is one of the main problems of IDS. The performance obtained from the coordination of intrusion detection
agent with PBN is compared against the corresponding non PBN type intrusion detection agent. The application of the
research results lies in the experimentation of the various security policies according to the network types in selecting

the best security policy that is most suitable for a given network.

Key words : PBN, Network agent coordination, BBA, Security system
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IDAMailBomb::IDAMailBomb(): TDATwo(){
m PSR = new MailBombRule;
/fruleS ABA
}
IDAMailBomb::~IDAMailBomb() {
delete m_PSR;//rule T3
}
void IDAMailBomb::SetView(CView* v){
m_View = (CEditView *)v;
Iviewo] tj3t ZQEHE o] 2.
m_PSR->SetView(v);
/uled AT viewSE HLSIEE view ZQEHE
44 &
}
void IDAMailBomb::InferStart(DataList* imsy){

DataList *print = imsy;
if(print=NULL||print->IsEmpty())
. /null o]2k= HAIR] &Y

else{
while( !(print->IsEmpty()) ){
Slot_List fact;
MakeFact(print,fact);
HAZZIA 2 9] AR A4

if{ m_PSR->Inference(fact) ){
iftalarm==0) /Y FAE <=
}
print = print->GetNext();
ViZEs| gt whileo] BEE.
}//end else
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