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Abstract

A compact and high-performance AES{Advanced Encryption Standard) encryption/decryption processor is designed by
applying various hardware sharing and optimization techniques. In order to achieve minimized hardware complexity,
sharing the S-Boxes for round transformation with the key scheduler, as well as merging and reusing datapaths for
encryption and decryption are utilized, thus the area of S-Boxes is reduced by 25%. Also, the S-Boxes which require the
largest hardware in AES processor is designed by applying composite field arithmetic on GF(((2*)*)?), thus it further
reduces the area of S-Boxes when compared to the design based on GF(2*) or GF((2')?). By optimizing the operation of
the 64-bit round transformation and round key scheduling, the round transformation is processed in 3 clock cycles and an
encryption of 128-bit data block is performed in 31 clock cycles. The designed AES processor has about 15870 gates, and
the estimated throughput is 4129 Mbps at 100 MHz clock frequency.
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