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Abstract

An authenticofion procedure on wired and wirgless network will be done bosed on the registration and managernent
process sforing both the wser's 1P address and client device's MAC address Information, However, existent MAC  address
registration/adrainishration mechaonisms were weok in MAC Spoofing atfack os the aitacker can change hislher own MAC
address fo cllent's MAC address. Therefore, an advanced mechanism should be proposed to protect the MAC address spoofing
affack, But, exsting techniques sequenficlly compare  sequence number on packet with previous one to disinguish the
alteration and modification of MAC address. However, they are not sufficient to actively detect and protect the wireless MAC
spoofing atfack. In this paper, both ArSensor and AP are used in wireless network for coliecting the MAC address on wireless
packefs. And then proposed module Is used for defecting and profecting MAC spoofing affack in real time based on MAC
Address Lookup fable. The proposed mechanism provides enhanced detection/protection performance and it also provides
recl fime comespondence mechanism on wireless MAC spoofing affack with minimum delay.
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