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Design of High Speed Encryption/Decryption Hardware for Block Cipher ARIA

WO B 28R W
(Seong-Ju Ha * Chong-Ho Lee)

Abstract - With the increase of huge amount of data in network systems, ultimate high-speed network has become an
essential requirement. In such systems, the encryption and decryption process for security becomes a bottle-neck. For
this reason, the need of hardware implementation is strongly emphasized. In this study, a mixed inner and outer round
pipelining architecture is introduced to achieve high speed performance of ARIA hardware. Multiplexers are used to
control the lengths of rounds for 3 types of keys. Merging of encryption module and key initialization module increases
the area efficiency. The proposed hardware architecture is implemented on reconfigurable hardware, Xilinx Virtex2-pro.
The hardware architecture in this study shows that the area occupied 6437 slices and 128 BRAMs, and it is translated to
throughput of 24.6Gbit/s with a maximum clock frequency of 192.9MHz.
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Fig. 1 ARIA key initialization process
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Table 3 Control signal

Mode_A Description Mode_B Descr iption
00 Key Initialization 00 ARIA-128 / KR
01 Encryption ul ARIA-192 / KL
10 Decryption 10 ARIA-256 / KL
N Bypass 1 -
k3 4 7| £7|5 X AH
Table 4 Key initial register
Key Initialization Encrypti Decrypti Bypass
ARIA-128| ARIA-192 | ARIA-256 on on
W0_en 1 ] 0 0 0 0
Wi_en 1 1 0 0 0
W2_en 1 1 1 0 0 0
W3_en 1 1 1 0 0 0
E: 3 5 ¢33t Z& HWE|EHA
Talbe 5 Muttiplexer of encryption module
Key Initialization Encryption Decryption @
ARIA- 128 192 256 128 192 256 | 128 | 192 | 256 §
mode | key128 | key192 | key256 | Enc128 | Enc192 |Enc256 |Dec128{Dec192|Dce256 | @
MUX-1 [} 1 1 0 0 0 - - 0 -
MUX-2 - - - 1 1 1 - 0 1 -
MUX-3 1 1 1 0 0 0 - 0 0
MUX-4 1 1 1 1 1 1 0 1 1 -
MUX-5 0 0 0 0 0 0 0 0 0 -
MUX-6 - - - 0 1 2 2 2 2 -
MUX-7 1 1 1 1 1 1 1 1 1 0
MUX-8 0 1 1 2 2 2 2 2 2 -
MUX-9 0 0 0 1 1 1 1 1 1 -
MUX-10 0 0 0 1 1 1 1 1 1 -
E 62257 44

Table 6 Roundkey generation

Key Initialization Encryption Decryption
ARIA- 128 192 256 128 192 256 128 192 256
K1 C0 C1 c2 ekeyl | ekeyt | ekeyl - - ekey17
K2 - - - ekey2 | ekey2 | ekey2 - - dkey16
K3 - - - ekey3 | ekey3 | ekey3 - ekey15 | dkyel5
K4 C1 C2 co ekeyd | ekeyd | ekey4 - dkey14 | dkey14
K5 - - - ekeyb | ekey5 | ekey5 |ekey13|dkey13[dkey13
K6 - - - ekey6 | ekeyb | ekey6 |dkeyl12|dkey12|dkey12
K7 C2 C0 C1 ekey7 | ekey7 | ekey7 |dkey11|dkeyl1 !dkeylt
K8 - - - ekey8 | ekeyB | ekey8 |dkey10|dkey10|dkey10
K9 - - - ekey9 | ekey9 | ekey9 | dkey9 | dkey9 | dkey9
K10 - - - ekey10 | ekey10 |ekey10| dkey8 | dkey8 | dkey8
K1 - - - ekey11 | ekey11 |ekeyl11| dkey7 | dkey7 | dkey7
K12 - - - - ekey12 |ekey12| dkey6 | dkey6 | dkey6
K13 - - - - ekey13 [ekey13| dkey5 | dkey5 | dkey5
K14 - - - - - ekey14{ dkey4 | dkey4 | dkey4
K15 - - - - - ekey15{ dkey3 | dkey3 | dkey3
K16 - - - skey12 | ekey14 fekey16| dkey2 | dkey2 | dkey2
K17 - - - ckey13 | ekey15 [ekey17| ekey! | ekeyl | ekeyl
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Table 7 ARIA performance

Max. |Throug
ARIA- Platform | Slices | BRAMs | Freq. | hput
(MHz) | (Gbps)
F-128- XCV -
221 A 5] .| 1491 16 46.5 | 0.496
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Proposed| o | ypag g 6437 | 128 1929 246
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Table 8 AES performance
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(MHz) | (Gbps)
E XC2VP20 | 5408 | 200 | 2326 @ 297
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