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Scalable Fingerprinting Scheme based on Angular Decoding
for LCCA Resilience

Jae Min Seol” - Seong Whan Kim"

ABSTRACT

Fingerprinting scheme uses digital watermarks to trace originator of unauthorized or pirated copies, however, multiple users may collude
and escape identification by creating an average or median of their individually watermarked copies. Previous research works are based on
ACC (anti-collusion code) for identifying each user, however, ACC are shown to be resilient to average and median attacks, but not to
LCCA and cannot support large number of users. In this paper, we propose a practical SACC (scalable anti—collusion code) scheme and its
angular decoding strategy to support a large number of users from basic ACC (anti-collusion code) with LCCA (linear combination
collusion attack) robustness. To make a scalable ACC, we designed a scalable extension of ACC codebook using a Gaussian distributed
random variable, and embedded the resulting fingerprint using human visual system based watermarking scheme. We experimented with
standard test images for colluder identification performance, and our scheme shows good performance over average and median attacks.
Our angular decoding strategy shows performance gain over previous decoding scheme on LCCA colluder set identification among large
population.
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. Introduction digital media, and fingerprinting uses digital watermark to

determine originators of unauthorized/pirated copies. Multiple
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users may collude and collectively escape identification by
creating an average or median of their individually watermarked
copies. We can think fingerprints as a palette. A palette

3 9 AFARFNATY A7 has n color inks, and each color represent individual fingerprint
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in the palette. If red and blue colored users collude, the
content shall be violet. Because the violet color is not in
content owner’s palette, red and blue colored users will
be captured, however, if the violet was already in the
palette, innocent user can be suspected. Boneh assumes
marking assumption, which state that the colluders can
compare with their copies, identify different marks, and
change it. However, undetectable marks cannot be arbitrarily
changed without rendering the object useless. Therefore,
the undetectable marks will be clues to colluders. To put
it simply, we can increase the collusion robustness as the
fingerprint gets similar to each other. However, we should
have more different marks to distinguish the more users.

An early work on designing collusion-resistant binary
fingerprint codes for generic data was based on marking
assumption, which attackers can compare values of and
can even change with making un-readable different marks.
However, undetectable marks cannot be arbitrarily changed
without rendering the object useless. But multimedia data
have very different characteristics from generic data. Therefore
we can spread different marks or fingerprints in overall images,
which is biased strict marking assumption. Recently, there
is an improvement to merge the low level code (primitive
code) with the direct sequence spread spectrum embedding
for multimedia and extend the marking assumption to allow
random jamming [1]. W. Trappe presented the design of
collusion-resistant fingerprints using code modulation. They
proposed a (k-1) collusion-resistant fingerprints scheme,
and the (k-1) resilient ACC is derived from (v, k, 1) balanced
incomplete block design (BIBD) [2]. The resulting (k-1)
resilient ACC code vectors are v-dimensional, and can
represent n = (v’ —v) / (k* -k) users with these v basis
vectors. However, recent research shows that LCCA (linear
combination collusion attack) can successfully make collusion
for ACC based fingerprinting schemes [3]. In addition,
ACC which derived from BIBD cannot provide flexible
coding parameters for practical fingerprinting use.

We review previous approach for collision robustness
in section 2, In section 3 and we present a scalable ACC
fingerprinting design scheme, which extends ACC for
large number of user support. We also present an improved
detection scheme using the angular decoding strategy to
be robust on LCCA. In section 4 we evaluate our scheme
with standard test images, and show good collusion
detection performance over average, median, and linear
combination collusion attacks. We conclude in Section 5.

2. Related Works

An early work on designing collusion-resistant binary

fingerprint codes was presented by Boneh and Shaw in
1995 [4], which primarily considered the problem of
fingerprinting generic data that satisfy an underlying
principle referred to as the marking assumption. A fingerprint
consists of a collection of marks, which take a finite
number of states. A mark is considered to be detectable
when a coalition of users does not have the same mark
in that position. The marking assumption states that
undetectable marks cannot be arbitrarily changed without
rendering the object useless; however, it is considered
possible for the colluding set to change a detectable mark
to any state (collusion framework). Under the collusion
framework, Boneh and Shaw show that it is not possible
to totally design c-secure codes, which are fingerprint
codes that are capable of tracing at least one colluder out
of a coalition of at most ¢ colluders. Instead, they used
hierarchical design and randomization techniques to construct
c—secure codes that are able to capture one colluder out
of a coalition of up to ¢ colluders with high probability.
The construction of c-secure codes involves three stages:
(1) the construction of base code using primitive codes,
(2) the composition of the base code with an outer code
to improve the efficiency for a large number of users,
and (3) repetition and permutation to hide the position of
fingerprint bits.

W. Trappe presented the design of collusion-resistant
fingerprints using code modulation[2]. The fingerprint signal
w; for the jth user is constructed using a linear combination
of a total of v orthogonal basis signals {u;} as equation
(1) Here the coefficients {c;}, representing the fingerprint
codes, are constructed by code vectors with {1}.
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Anti—collusion codes can be used with code modulation
to construct a family of fingerprints with the ability to identify
colluders. An anti-collusion code (ACC) is a family of code
vectors for which the bits shared between code vectors
uniquely identifies groups of colluding users. ACC codes
have the property that the composition of any subset of
K or fewer code vectors is unique. This property allows
for the identification of up to K colluders. A K-resilient ACC
is such a code where the composition is an element- wise
AND operation. It has been shown that binary—valued ACC
can be constructed using balanced incomplete block design
(BIBD) [5]. The definition of (v, k, A) BIBD is a pair (x,
B), where Bis a collection of k element subsets (blocks)
of v element setx, such that each pair of element of



xoccurs together exactly in Ablocks. [2, 5]. The (v, k, A)
BIBD has a total of n = AMv® —v)/(k*> ~k) blocks, and we
can represent (v, k, A) BIBD code using an v X n
incidence matrix M, where M(, j) is set to 1 when the
i element belongs to the jLh block, and set to 0
otherwise. The corresponding (k—1)-resilient ACC code
vectors are assigned as the bit complements (finally
represented using -1 and 1 for the 0 and 1, respectively)
of the columns of the incidence matrix of a (v, k, 1)
BIBD. The resulting (k-1) resilient ACC code vectors are
v-dimensional, and can represent n = (v —v) / (kK* k)
users with these v basis vectors.

To embed fingerprinted signal into still images, we use
the equation (2) where y;j is jLh user’s fingerprinted image,
X is a host image, and « is scaling factor.

To determine who colluders are, W. Trappe used the v

dimensional collusion detection vector (1), which is

correlation between W; and 3as following equation (3).

N w{u,u, e, )
L T

Next, we convert T vector to binary values (T,,) using
a predefined threshold value, which determinates detection
performance. Checking the ‘1’ position between T, and €,
(i user’s signature), we can decide that ™ user is suspected
to be a traitor. This collusion detection procedure (hard
detection) is suggested by W. Trappe with other two
detection strategies (adaptive sorting approach, sequential
algorithm), however, he did not consider any detection
strategies for the linear combination collusion attack [2].

The linear collusion attack is generalized by the
following equation (4), where Zz denotes additive noise. If

jth user does not participate in collusion, the coefficient of

i™ user will be zero (B,=0). There are two constraints:
(1) 2.A=1(not to decrease quality of image) and (2) if

i" and k™ users participate in collusion, 1B1=18] (to
equalize the probability of captured) [6].

V=Bt Byt + By, +2

:Zn:ﬂjx+zn:ﬂjwj+z )
=1 j=1

The anti—collusion code can be resilient to average
attack, which is shown in equation (5) but not to LCCA,

shown in equation(6). Y. Wu shows that a linear combination

collusion attack makes the ACC vulnerable [3].

.1
wW=—>»w,, where |p| =k

vif=—2wj + Zwk ,where ‘(p,‘-%—l:‘(z)z‘
Jjep ke,

3. Scalable and LCCA Robust Fingerprint Scheme

In our scheme, we construct each user’'s fingerprint as
the composition of ACC and a Gaussian distributed random
signal (lambda). Lambda means the random signal. The
dimension of code vectors (M) can be increased to fit the
size of fingerprinting users.

For fingerprint generation, we select one mark from M
marks. The selected mark will be one of ACC, and the
other marks will be lambda. For example, when the
fingerprint ID is f(2,3), it means that we embed ACC #3
code in second mark, and Lambda on the other marks.
Finally, the code is repeated R times and permuted. Like
Boneh's scheme, the permutation sequence is unique to all
users, but unknown to attackers. It also prevents interleaving
collusion attack.

We embed fingerprint block by block basis, and we
should select M times R suitable blocks to hide fingerprint
signals as shown in equation (7). We exploited human
visual sensitivity using noise visibility function [7,8]. Each
selected blocks are added by anti—collusion code or lambda
code. Lambda code is generated using Gaussian distributed
random sequence as described in [9].

X +(1=NVF)w,, k=1, -, MxR
y =
"k, +(A=NVF)A, A~ N(0,6%) )

To make scalable-ACC robust median attack, we should
have lambda signal, which is similar to ACC signal and
the variance of lambda is important factor; the (Figure
1(a)) shows the ACC and lambda signal. When the variance
of lambda signal gets small, colluders can easily classify
ACC signal and lambda signal. The easy way to classify
signal is taking the median value of pixels. As shown the
(Figure 1(b)), the line graph shows effect of taking median
values, dashed line means ACC signal, dotted lines are
lambda signal whose variance is small, and solid line
represent their median values. The solid line does not
have any ACC signal. Though, if the variance of lambda
gets larger than ACC signals, by taking maximum or
minimum values, colluders also can escape identification.
From the experimentation, we heuristically set the variance
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(a): ACC modulated signal®;, and two lambda
signals with different variance 4 (o?=1) 4
(6*=16), (b) ACC modulated signal™s, two small

variance lambda signals 4 (o*=1) 4 (o*=1),
median (%;,4,%) signals.

of lambda to be 16 (which is equal to v parameter of
BIBD code design) when we use (16, 4, 1)-BIBD code.
However, lambda signal can degrade the detection precision.
To achieve detection performance and median attack
robustness, all signals are repeated.

For fingerprint extraction, we used non-blind scheme.
For each block, we compute equation (8) and fis are
inversely permuted.

%
f"_l—NVF ®)

To detect colluder, we used the code matrix T in
equation (9), and the 7, means m" mark’s averaged
correlation of i basis. The v-dimensional column vectors
of T represent each mark. If the signals # are averaged,

the variance of lambda will be decreased.

s L& Seoronn W .
tni =% +m7)2', where m=1-+-M, i=1---v
k=l u,

)

If there is no collusion, we can get either ACC or
lambda, not both after extracting signals from each block
(/). When collusion occurs, the signals will be mixed
form of ACC and lambda (linear combination of ACC and
lambda). However collusion occurs, the result will be
complicated. But, we can use the fact that the statistics

of ACC and lambda are very different. The % will be
zero if it comes from 4 because the random signal and
basis are uncorrelated. To differentiate ACC modulated

signal ¥ and A, we compute the score function as
shown in equation (10) for each mark. If the score is
small for a mark, we do not consider the mark for
colluder identification because the mark is mixed signal of
A . We focus on the high scored mark s for colluder
identification.

Score, = =D tr -log[P(z,, | 4 =0)]
m= agg max(score,,,) (10)
Equation (10) is composed of 7,,’s power and p-value.
We Computefm‘,- 'S power using JZ—t , and compute the
p-value P(z,|lu=0), which is the probability of 7, being
derived from A, using the equation (11).

Pz, |lu=0)=2 Her+h/2 A+ w*[ry D 2w,
n N zrl[r/2]
-0 — 1
where r=v-1, 1, ="—, 1 == )1,
S/ vzl:
§= 1 Z(fm,-—az (1)
V—=1iz

When the power is higher and P(z,|z=0) is closer to
zero, the score function gets higher than others. This
score function comes from the basic idea of entropy
function. After we compute scores for each mark, we
inspect the highest scored mark. The mark should have
more evidence of colluder than low scored marks. When
the mark is linear combination lambda, we assume that
the mean of column vector has student T distribution
with v-1 degree [10].

Without collusion attack, population of lambda is well
known. However, collusion occurs, the population will be
changed, and the number of colluders is not known. For
instance, if we average two lambda signals whose variance



is sigma, the result will be sigma/2. However the 2 is
not known to detector. But we can compute an unbiased
estimator of the variance of lambda. For statistical
perspective, when the variance is not known, hypothesis
test on mean uses t-test with student’s T distribution.
The direct sequence spreading makes collusion into linear
combination of each user’s fingerprint code. Mathematically,
it says T=pfe +pey++p,c,=CB  For example, if 1%
and 3 users collude by averaging their values, the
solution of B will be {1/2,0,1/2, 0, ---, 0}. But it is hard
to estimate # from T which is modeled as T=Cp+d, where
T.deR™, Ce{-LI}"™ and BeR™. 4 is the processing
error and noise, that can be observed at T. To estimate

B, we must find the following equation (12): [11, 12].

min

~ 2
BER”XI T- CBH

(12)

Equation (12) is called least square problem and
finding exact solution is NP-hard [11]. If the B’s domain
is finite, we can use sphere decoding to solve equation
(12) [12], LCCA (linear combination collusion attack) does
not give change for finite domain, However we can use
the singular property of (v,k,1)-BIBD, the angles between
any of two user's fingerprinting code (€;-¢x J#k) are
computed as Theorem 1.

Lemma 1. The j" block from (v, k, 1)-BIBD ¢,
representing " user’s fingerprint code, has k elements
and any two blocks (subsets) will share at most one
element. Mathematically, [2]

n(C,NC)=00or1

Proof: It can be derived from definition of BIBD easily.
Because each pair of element of ¥ determines only one
block, the element of intersection between arbitrary two
blocks cannot exceed two.

Theorem 1. The angle between arbitrary two users’
fingerprint codes is

=cos’1(l—wj or cos’! (l—ﬁ]

v \4

Proof: We can compute Z,‘;.%‘Cw by comparing the
sign of each element. If i" element has same sign, it will

be 1 otherwise -1 (domain of Cis {-L1}). Therefore,

"7

v
Zi:l A

— # of different elements .

# of same elements

The number of different-sign elements D is n(C,vC,)-
n(C,nC,), and the number of same-sign elements S is
v=(n(C; W C)=n(C;NCy))  Using Lemma 1, we can simplify
the D and S as follows.

D=n(C,uC,)-n(C,NC,)
= n(C)+n(C,;)-2n(C,NC,)
=2(k-n(C,NC))) = 2(k—1) or 2k
S =the # of all elements —D
=v-2k-1)orv-2k

Y epe = v=2k=1)-2(k-1) or v—2k -2k
i=1

= v-4(k-Dorv-4k

The norm of j™ user’s fingerprint code ({X.) is v by
the definition of (v, k, 1)-BIBD ©

To identify colluder, we compute the angles between T
and each user's fingerprint codes (¢;) using equation
(13). If jth user participates in collusion, the angle 4
between jth user’s fingerprint code and T is closer to 0 or 7 .

(13)
(Figure 2) shows that the angle between arbitrary two

user’s fingerprint code using (16, 4, 1)-BIBD. In this case,
cos'(0)=90" or cos'(1/4)=75.5225".

4. Analysis and Experimental Results

We experimented with the standard test images. To

0 in degree

(Fig. 2) Angles between each user's fingerprint code
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() WyAAAIA
PSNR=45.45dB

(b) WAAAAA
PSNR=45.44dB

(a) Original image
(512x512)

(d) lﬂw4 AAA
i PSNR=45.45dB

(e) AL Ws AAA
PSNR=45.40dB

(h) Median attack
PSNR=50.63dB

(g) Average Attack
PSNR=52.32dB

(i) LCCA
PSNR=3844dB

(Fig. 3) (a) Original, (b-f) five colluders’ fingerprinted images,
and colluded images after (g) average attack, (h)
median attack, (i) LCCA

generate fingerprint signal we used (16, 4, 1)-BIBD and
the Hadamard matrix whose size is 1024 (32x32) for

orthogonal basis. We used 24~N(©0,4%) for \ signal and we
chose o? as 160 experimentally to trade—off between median

attack robustness and false positive error rate. After
fingerprint embedding, the average PSNR is over 41 dB

highest score:
mark1,(56.001594)
60 T

hard decision
suspected:[ 1], [ 2.

with good subjective quality.

We tested our scalable fingerprinting code for various
collusion attacks (average, median, min, max, min-max,
modified negative, randomized negatives and LCCA) for
the test images. Taking the average of their copies is
widely used as average collusion attack [13], because it is
efficient to attack fingerprints, and also it makes better
image quality after collusion (usually it increases 4-5 dB).
(Fig. 3) shows a collusion example, when five colluders make
pirated copies from their fingerprinted copies. (Figure 3)
shows original image, five fingerprinted images, and colluded
images after average, median, and LCCA.. As shown in
(Figure 3), the average and median attacks make better
image quality after collusion; however, LCCA spoils the
quality of colluded image. There are many ways for
collusion in LCCA, and we use the following equation for
our LCCA collusion.

f= —WAAAL = AAAIw, A
AW, AAAAL + AW, AAA + AAWAAA

(Figure 4) shows the fingerprint detection result (T
vectors) after average and median attack, respectively.
The score results recommend that we should suspect
highest scored mark #1. Next, we need to investigate 1%
column of T matrix in detail. With detailed investigation,
I*" and 2™ ACC codes are extracted from mark 1. After
average and median attack, both angular decoding and
hard decision scheme can correctly trace colluders.

Angular decoding scheme
suspected:[ 1], [ 2],

b2} it}
W 8]
B =
aoll i = 1.5064}-------- 2 o
© 3 £ 110.3483};
o c w 90 -
8 = 2 75.5225)
200§ 5 2 s5.1742|:
© m ;
= o
o : = i
0 =} =
1] ] 1] 10 12
mark index ACC code bit index ACC code{user) index
(a)
highest score: hard decision Angular decoding scheme
mark1,(45 469082) suspected:[ 1]. [ 2]. suspected:[ 1]. [ 2].
an T o ™G a© T
2 i o
;] 3t S - 3 =
£ 1.3137}--—--- - - i
w aotf---o T £ 110.3483 ;-
=] = t w |-
e oobt--%-F- =] ; & 755225}
= 2 as1742f
i B I T ® .
10 = w
n L) Fal vvﬁ 8 . "E —
] 0 10 12

mark index

ACC code bit index

(b)

ACC code{user) index

(Fig. 4) Angular decoding scheme and hard detection result:
(a) after average attack shown in Figure 3 (g), (b) after median attack shown in Figure 3 (h)



(Figure 5) shows the fingerprint detection result (T
vectors) after linear combination collusion attack. After
the attack, the mark #3 gets highest score, we can
suspect the users in mark 3 and angular decoding scheme
traces correct colluder ACC #4 in mark 3, but hard decision
capture the innocent colluders. The reason why innocent
users are captured is the fingerprint copy of user whose
signal is acc #4 in mark 4, is negatively summed and its
signal is reversed.

(Figure 6)
anti-collusion code. We randomly select k colluders from

show collusion performance of scalable

160 users, perform collusion using the k colluders, 3x3
median filter applied to remove noise and fingerprint, and
finally perform detection. We iterated 200 times for each
colluder selection. After detection, we compare detection
result and previously selected colluders. When, the detected
colluders are subset of real colluders, we considered it as
success, which means that at least one colluder is
captured, and there are no innocent users. The horizontal
line represents the number of colluders. Y-axis represents
success ratio, and, the solid line shows the angular
decoding scheme and the dotted line represents hard
decision. It shows that the performance of angular
decoding scheme is better then hard decision scheme,
under various collusion attack cases. After the LCCA, the
angular decoding scheme shows better performance than

hard decision scheme for large population case, because

highest score:
mark3,(25.108917)

MHEY

hard decision
suspected:[ 8], [11], [14].

424

hard decision cannot set the optimal detection threshold
as the number of users or colluders, whereas angular decoding
exploits the knowledge of minimum angle between each
users and maximize the colluder detection performance.

5. Conclusions

In this paper, we presented a scalable ACC fingerprinting
scheme, which covers large number of fingerprint codes
and angular decoding strategy robust to LCCA. An ACC
(anti-collusion code) is hard to support large number of
users (To support large users, the length of basis must
be long. The longer basis is hard to hide and handle) and
does not consider linear combination collusion attack. We
constructed the scalable fingerprint by spreading BIBD
codes over MxR (M: number of marks; R: repetition factor)
image blocks. To improve the detection performance, we
repeated embedding the same fingerprints over R image
blocks. To increase the robustness over average and median
attack, we designed a scalable ACC scheme using a Gaussian
distributed random variable. We evaluated our fingerprints
on standard test images, and showed good collusion detection
performance over average and median collusion attacks
and moderate performance over LCCA. An angular decoding
strategy makes ACC invulnerable to LCCA. Although the
scalability scheme makes collusion more complex and
decreases detection performance of angular decoding

Angular decoding scheme
suspected:[ 4],

a0 w - @
n ' [E]
@ =]
e ] 2
w20 g T ; £ 110.3483
=] = T " 90¢}-
o 5 & 755225}
10 5 -0.937F-H{{THH---1 2 551742
E m
= ©
=] H = |
0 =) ~
0 5 0 10 4

mark index

ACC code bit index

ACC code(user) index

(Fig. 5) Angular decoding scheme and hard detection result after linear combination collusion attack shown in Figure 3 (i)

Average Attack

Median Attack

Linear Combination Collusion Attack
1

—=— angular decoding —=— angular decoding —oe— angular decoding
b — = — hard decision — * — hard decision — ~ — hard decision
08f ——==———~ - 08
g )
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(Fig. 6) Comparison of colluder detection performance for large number of users
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strategy; it can be easily controlled by the supported max

users.
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