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ABSTRACT

Nowdays, homes and small businesses rely more and more PON(Passive Optical Networks) for financial transactions, private
communications and even telemedicine. Thus, encryption for these data transactions is very essential due to the multicast nature of the PON In
this paper , we presented our implementation of a counter mode AES based on Virtex4 FPGA. Qur design exploits three advanced features; 1)
Composite field arithmetic SubByte, 2) efficient MixColumn transformation, 3) and on-the-fly key-scheduling for fully pipelined architecture.
By pipeling the composite field implementation of the S-box, the area cost is reduced to average 17 percent. By designing the on-the-fly
key-scheduling, we implemented an efficient key-expander module which is specialized for a pipelined architecture.
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Shuenn-Shyang [3] XCV1000e-8 125.38 1604 1857 0 0.867
Jae-Gon Lee [4] XCV3200e-8 40 5120 8009 104 0.639
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