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ABSTRACT

Ephemeral data are easily revealed if state specific information is stored in insecure memory or a random number
generator is corrupted. In this letter, we show that Nam et al.’s group key agreement scheme, which is an improvement

of Bresson et al.’s scheme, is not secure against session-state reveal attacks. We then propose an improvement to fix
the security flaw.
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