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Abstract

Ubiquitous service environment is poor in reliability of connection and has a high probability that the intrusion and the
system failure may occur. Therefore, in the environment, the capability of a system to collectively accomplish its mission
in spite of active intrusions and various failure scenarios, that is, the survivability of services are needed. In this paper,
we analyze the Jgroup/ARM framework that was developed in order to help the development of fault- tolerant Jini
services, More importantly, we propose an intrusion-tolerant Jini service architecture to satisfy the security, availability
and quality of services on the basis of the analysis. The proposed architecture is able to protect a Jini system not only
from faults such as network partitioning or server crash, but also from attacks exploiting flaws. It is designed to provides
performance enough to show a low response latency so as to support seamless service usage. Through the experiment on
a test-bed, we have confirmed that the architecture is able to provide high security and availability at the level that
degraded services quality is ignorable.
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