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Abstract RFID systems are being studied and developed in the area of the industry and
marketplace. Recently RFID systems are core element of the ubiquitous technologies in individual life
and industry. However, RFID systems often cause some serious problems such as violation of privacy
and information security because their contactless devices communicate each other by radio frequency.
In this paper, we propose multiple objects RFID tag scheme including tag structure and authentication
protocol. The proposed RFID tag structure maintains several object IDs of different applications in a
tag memory. The tag structure allows those applications to access object IDs simultaneously. The
authentication protocol for multiple objects tag is designed to overcome the problems of security and
privacy. The protocol has robustness against various attacks in low cost RFID systems. We evaluate
the efficiency of proposed scheme and compare security of our scheme with several traditional
schemes.
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