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An Intrusion Detection Method by Tracing Root Privileged Processes
Jangsu Park" - Byoungchul Ahn"

ABSTRACT

It is not enough to reduce damages of computer systems by just patching vulnerability codes after incidents occur. It is necessary to
detect and block intrusions by boosting the durability of systems even if there are vulnerable codes in systems. This paper proposes a
robust real-time intrusion detection method by monitoring root privileged processes instead of system administrators in Linux systems.
This method saves IP addresses of users in the process table and monitors IP addresses of every root privileged process. The proposed
method is verified to protect vulnerable programs against the buffer overflow by using KON program. A configuration protocol is proposed
to manage systems remotely and host IP addresses are protected from intrusions safely through this protocol.

Key Words: Root privileged process, Intrusion detection, PCB, pass IP address, Configuration protocol
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