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ABSTRACT

As the internet users rise up rapidly, DNS information forgery can cause severe socio—economic damages. However, most studies on

DNS information security reached the breaking point in applying to actual circumstances because of the limit of existing DNS system

version, the increasement of management burden and etc. The paper proposes the real-time method for detecting cache poisoning of DNS

system independent of analysing the DNS forgery types in the current DNS service environment. It also proposes the method of enhancing

the reliability for the cache information of Recursive DNS system by post-verifying the cache information of the DNS system.
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Algorithm. RecursiveQueryMonitor(dns: Packet)
INPUT dns : DNS Packet JZ
BEGIN
// Stepl. packet22RH 29| field HE F&
ip_no = ExtractIP(dns)
port_no = ExtractPort (dns)
transID = ExtractTransactionID(dns)
queryName = ExtractQuery (dns)

// Step2. QueryDNS DBOll A%
SaveToQueryDNSDB (ip_no, port_no, transID, queryName)
END
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Algorithm. PacketChecker(dns: Packet)

INPUT dns : DNS Packet &
OUTPUT bool : cache poisoning state
BEGIN

// Stepl. I3!Sl Flag fieldE ZAt

IF (Flag is not correct) THEN
RETURN false

ENDIF

// Step2. packetO28H 229 field HE F&
ip_header = ExtractIP(dns, IPHeader)

ip_authRR = ExtractIP(dns, AuthoritativeNameServer)
dom_authRR = ExtractDomain(dns, AuthoritativeNameServer)
dom_addRR = ExtractDomain(dns, AdditionalRecords)

// Step3. Answers field%2 Authoritative DNS &L Hl1l

IF ((ip_header .NOTEQUAL. ip_authRR) OR
(dom_ansRR .NOTEQUAL. dom_addRR)) THEN
CALL PoisonAlerter
RETURN false
ENDIF

// Step4. Packet LS RE ZHQ HE= 2X&
RETURN true
END

// AlertCachePoisoningAttack
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Algorithm. CheckFloodingAttack(dns: Packet)

INPUT dns : DNS Packet &E

OUTPUT bool : cache poisoning state

BEGIN
// Stepl. & B2 packet2Z22H query HBE =&
ip = ExtractData(dns, QueryIP)

port = ExtractData(dns, QueryPort)
tid = ExtractData(dns, QueryTID)
name = ExtractData(dns, QueryDomain)

// step2. EOIE LSO g SEBAXE SA

IF (FindQuery (QueryDNS, ip, port, tid, name)) THEN

remove query data from QueryDNS
save response data into DNSCache
RETURN false

ENDIF

// Step3. OI0] ==&l Ho| ZWOIXE BA

IF (FindCache(DNSCache, ip, port, tid, name)) THEN

CALL PoisonAlerter
RETURN true
ENDIF

// AlertCachePoisoningAttack

// Stepd. oS TOIQION CHoll JIE2 2RE JE2It +UEA=SKE SA

IF (.NOT. FindWrongResponse(ip, port, name)) THEN
Save response into WrongResponse
ENDIF

Increase response # in WrongResponse

// Step5. ERE FEE EEE THQ HEO =0 MHms 22 EX

IF (response # > threshold) THEN
CALL PoisonAlerter
RETURN true

ELSE
IF (FindCache(DNSCache, ip, port, -, name)) THEN
Increase priority of DNS Cache information
ENDIF
RETURN false
ENDIF
END

// AlertCachePoisoningAttack
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Algorithm. ValidateCache(dnsInfo)
INPUT dnsInfo : DNSCacheOl M&E pNs HE
OUTPUT bool : cache poisoning state
BEGIN
// Stepl. R4 =2IJI =2 HOIHE UM At
Sort cache data by priority and TimeStamp

// Step2. DNSCacheZFH CIOIEHE =&
vData = DNS_Lookup from DNSCache

// Step3. Authoritative DNSESH DNS HE2E S
gData = DNS_Lookup from AuthoritativeDNS

// Stepd. DNS HEQ| QAN E AA

IF (vData = gData) THEN
Remove DNS information from DNSCache
RETURN true

ELSE
CALL PoisonAlerter
RETURN false

ENDIF

END
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