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Abstract

Today, the Internet is a part of our life. For that reason, we regard revealing characteristics of Internet traffic as an
important research theme. However, Internet traffic cannot be easily manipulated because it usually occupy huge capacity.
This problem is a serious obstacle to analyze Intemnet traffic. Many researchers use various sampling techniques to reduce
capacity of Internet traffic. In this paper, we compare several famous sampling techniques, and propose efficient sampling
scheme. We chose some sampling techniques such as Systematic Sampling, Simple Random Sampling and Stratified
Sampling with some sampling intensities such as 1/10, 1/100 and 1/1000. Qur observation focused on Traffic Volume,
Entropy Analysis and Packet Size Analysis. Both the simple random sampling and the count-based systematic sampling is
proper to general case. On the other hand, time-based systematic sampling exhibits relatively bad results. The stratified
sampling on Transport Layer Protocols, eg.. TCP, UDP and so on, shows superior results. Our analysis results suggest
that efficient sampling techniques satisfactorily maintain variation of traffic stream according to time change. The entropy
analysis endures various sampling techniques well and fits detecting anomalous traffic. We found that a traffic volume
diminishment caused by bottleneck could induce wrong results on the entropy analysis. We discovered that Packet Size
Distribution perfectly tolerate any packet sampling techniques and intensities.

Keywords : Internet Measurement, Sampling Technique, Entropy Analysis, Anomaly Detection
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