NAND S#A] ot Al 29e A ghA

NAND A st
Alzdgls f3 A A4
71"

(A Secure Deletion Method for
NAND Flash File System)

ooME’ =2z s"
(Jaeheung Lee) (Jinha Oh)
AM8 ol ME]

(Seokhyun Kim) (Sangho Yi)

_ + t
=] A [ e
5 & A = 7

(Junyoung Heo) (Yookun Cho)

= T+
g X gt

(Jiman Hong)

2 o WREe Y Axgee o] AAHT
BE etdoletet AL WAY ®, Bl Holghs
=2 wjAdl A& AZ| 2187 “H-‘-?—ﬂ] 247 #HdE&
E 13 AT 7y oly3t B1E B E 3=
HE W ABAEE A% 59 olde AFL Eon
A2es g AN ALss Pidgs Axdely o

¥ 97E 294 BK21 A AY9og o|foigen] Meuidn AF
HAToN A7 & Adstn & AFNS

o] =E2 A343 FA T3 oA NAND EUQA I A 2ElE 4
A A Y AR H3E wES Y AY

Y A3 - el gta HHFE R
jhlee@sgsrnet.snu.ac. kr
shkim@ssrnet.snu.ac. kr
shyi@ssrnet.snu.ac.kr
Jyheo@ssrnet.snu.ac.kr

tow 8 9 Aqenistn ARE B
jhoh@ssrnet.snu.ac.kr
o TN Medidta HFEFEF s
ykcho@snu.ac.kr
Wt A Y At BREEE wr
}iman@ssu.ac.kr
=Eds 1 20078 129 49

AARER ¢ 20089 2¥¢ 209

Copyright @2008 3+ 27813] @ 7§Q) 2o} w8 B2l Z-$ o] A
e AA F= ¥ 3t H*/\RE £ A8 AR AzE 37
th o] o AME2 A srte g AMEE ¢ glon A Ho|X)o] B Bo
S48 WEA] WA ol T}, o 99 BEAow Ba wi¥ &% AF
T EE REY AR E Bl Al disicle Aol #1712 A vk
2| &aof g,

AR 7R AFEY A4 L e A48 A3F(2008.5)

2+A) 71H 251

o @wolx|a gt} oo B E=FAe NAND Z4] 1
A AA"HE 93 obd A4 ZTHE AEa ojE R
HEA NAND Z4] 9t Al2~"l YAFFSO] A48
Aok Al e d3FE Wte® sl glen &
Hes ¢33sted AFRE ZE 7|50 e BE4 A
FHEE 3o, & Y BEE a4 Jileg 3d Eyv)
B82S stk AlEdeld Zge A 7o <
3 usldel A 2 WA A I B ﬁzﬂa 72kt
Ot #d AbA A] A E5 A 347t g9 o
33} 7PHe AfHY o Aoe AS i@]"t} =59
e Aot Y-S YAFFSAw 883941, & NAND
FEA A& 3P A|A"Ho T 4A F§ 7t

719= A A, 3 AAE] FA] wrd, 7] #e

Abstract In most file systems, if a file 1s deleted,
only the metadata of the file 1s deleted or modified and
the file's data is still stored on the physical media. Some
users require that deleted files no longer be accessible.
This requirement is more important in embedded sys-
tems that employ flash memory as a storage medium. In
this paper, we propose a secure deletion method for
NAND flash file system and apply the method to
YAFFS. Our method uses encryption to delete files and
forces all keys of a specific file to be stored in the same
block. Therefore, only one erase operation 1s required to
securely delete a file. Qur simulation results show that
the amortized number of block erases is smaller than the
simple encryption method. Even though we apply our
method only to the YAFFS, our method can be easily
applied to other NAND flash file systems.

Secure deletion, File system, Flash
memory, Key management
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