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Abstract

Web-services have originally been devised to share information as open services. In connection
with it, hacking incidents have surged. Currently, Web-log analysis plays a crucial clue role in
detecting Web-hacking. A growing number of cases are really related to perceiving and improving
the weakness of Web-services based on Web-log analysis. Such as this, Web-log analysis plays
a central role in finding out problems that Web has. Hence, Our research thesis suggests
Web-DoS-hacking detective technique In the process of detecting such problems through SOM
algorithm, the emergence frequency of BMU(Best Matching Unit) was studied, assuming the unit
with the highest emergence frequency, as abnormal, and the problem- detection technique was
recommended through the comparison of what's called BMU as input data.
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100.149.117.1 - - [13/Jan/2006:01:03:30 —0200]
"POST /blog/xmlrpc.php HTTP/1.0" 404 288
100.149.117.1 - - [13/Jan/2006:01:03:31 -0200]
"POST /blog/xmlsrv/xmlrpc.php HTTP/1.0" 404 295
100.149.117.1 - - [13/Jan/2006:01:03:32 —0200]
"POST /blogs/xmlsrv/xmlrpc.php HTTP/1.0" 404 296
100.149.117.1 - - [13/Jan/2006:01:03:33 —0200]
"POST /drupal/xmlrpc.php HTTP/1.0" 404 290
100.149.117.1 - - [13/Jan/2006:01:03:35 -0200]
"POST /phpgroupware/xmlrpc.php HTTP/1.0" 404 296
100.149.117.1 - - [13/Jan/2006:01:03:36 —0200]
"POST /wordpress/xmirpc.php HTTP/1.0" 404 293
100.149.117.1 - - [13/Jan/2006:01:03:44 —0200]
"POST /xmlrpc/xmirpe.php HTTP/1.0" 404 290
100.149.117.1 - - [18/Jan/2006:01:03:46 -0200]

"POST /xmlsrv/xmlrpc.php HTTP/1.0
o] & =2IE 1001491171012 ARERPF
13/Jan/2006: 01:03:30 ~ 13/Jan/2006: 01:03:46% &<t
POSTH219] §) 273 AFghS HojFa1 gltk o] 71
ek A7bEet TS AHEARRE ASHA .S
HhS Al Z1E] 3 A ] e s2=7F 404(Not Found([3))
olgh= AEid o o]Z& §§ 2o w Aot o] 7]
He ¢ 219 FAGEY] A4 7|5 FHsH e
o, A Tl gt & #AAS F3] SQL Injection,
Parameter Injection’s] 99 & d5 FA=Z Qs &
A B3 g§A7t 7hssith

[2®™ 1] SQL Injection, Common Web Attackel
& XML Fefo] & gdelth ¢ 21 A delA 4
olfl & #AEE FHEl sk w4 2O dAvds)

© o 9 o FA} ool

F

o FUE

n attempt.</description>
</group=

. se1 v
o the etc or bin d: Ty iun:

271 %00 % 7F1 9% 2E%2E | 600A| % 0D

A IEEhD 1..<Aur>

1</
<l0g. dlll:hmud%lwgct%l:d%l <furi>

o
gultmg.cnm/LugEnnies.mm|</mm>

tion>A veeb attack returned code 200 (success).</descriptions
attack, </aroup>

£ 7|9ke] 'A] Alzglo] A AL Sl AR A
gt &% E54]9] Hd, =2 False Positive
Rate[5], atte] 49 dolEol] &3 54 A7 obd
dolEl 59 e A o 34 &2 7Y 59

L
(e} i=4
A go] Akt BAES nolx gl

2719] SOM (Self-Organizing
a}gﬂrﬂr avng ) 209 A
27t 7hs

2. SOM(Self-Organizing Map)

A T AME Y 2718k o] glow

b, e o fAME S S fAMY S T

2 fZ2l=A ¢ (Buclidean Distance) S Zo] A48
J# el ¢} k7)e] Fan-in weight vector Abo]e]

%E]‘“ Aglg st el el 7P A2

= A7t 714 &2) jA Fan-in weight vectorg

ol

i)

_xl

oW 7 1Y wee] oa jud 29 et 54
BMUZE H oA $4E Ada 570

Fan-in weight vectori= 73415 A ® ).



12 gH=EHXSE=2X] '08 Vol. 8 No. 5

Algorithm SOM
Input :© Set of N dimension vector, X
Output . Subset of input data (M subsets)

begin

Randomly initialize #; = (w1, wpo, ... ., w;) for each node
for (#=0; unless a stopping condition is reached;
Increase /)
for (for all input data)
for (/=0 to M)
Compute D=1 X" 1]
endfor

Find the winner /=/ such that D /) is minimum
for over all /
Update the winner / (and its neighbors)

endfor
endfor
end
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Algorithm Abnormal Detection
Input - :C(n)

Output @ Detection Result
MBMU=MAX( freq(BMUS))

if B of z(n) = wBw
then x(n) = abnormal

else :L’(n) = normal
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Is_igg 5000 10000 15000 20000

Map (Line) (Ling) (Ling) (Line)
Size

53] 0.2 0.2 0 0

[10 6] 99.6 0.2 0 0

[20 12] 99.6 99.8 0 0

[30 18] 99.6 99.8 99.8 0

[40 24] 99.8 99.8 99.8 100

[50 30] 99.8 99.8 99.8 100
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522 5000 10000 15000 20000
Map (Line) (Line) (Line) (Line)
Size

53 27.06 29.11 25.96 25.16
[10 6] 6.8 22.46 14.05 13.04
[20 12] 0.46 3.73 6.79 7.73
[30 18] 0.28 0.47 1.23 3.65
[40 24] 0.06 0.56 1.17 0.64
[50 30] 0.04 0.33 0.37 0.31
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