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A Reliable Cluster based Dynamic Authentication Mechanism in MANET

Yoon—-Cheol Hwang*, Jin-ll Kim'”

ABSTRACT

Mobile Ad-hoc NETwork is a kind of self-controlled network composed only of mobile hosts. Since
its range of use is gradually expanding into various sections applicable to practical lives, active researches
are being conducted on it. However, as it depends on cooperation of nodes composing the entire network,
due to weakness of wireless link and lack of its central infrastructure, so it is exposed to more serious
risk than general network in security. Therefore, this paper proposes Cluster-Based Dynamic
Authentication that enables only reliable nodes to participate in communication, by solving lack of
centralized infrastructure, using hierarchical Mobile Ad hoc NETwork structure based on cluster, and
by complementing security weakness through mutual authentication between hierarchical nodes.
Simulation shows that the proposed scheme can complement security weakness of Mobile Ad hoc
NETwork and that it is more adequate in reliability and expandability than the existing schemes.

Key words: MANET(¢]% =3 Y E =), Cluster-based(Z 2] 2 ¥ 7]4}), Secret Share(H] ¥ &),
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Cluster manager, cluster-head, member node generate public/private key

Authentication between cluster manager and cluster—head
P, |Hidcll,}gcll,}me

Pch,’ GK,, of CHl
\lid,,, },. } P,

SEND CM Broadcast all node in cluster
START
SEND CHi—CM {RrRVl| idgh,l | GK(,,L\ |
RECEIVE CM Decryption

STORE  id,,,
SEND CM—CH; {RVIKE,, _ o,
RECEIVE CH; Decryption

if (send RV,==receive RV))

{ success authentication
STORE k

rm*chj
else fail authentication
END Authentication between cluster manager and cluster-head

ch;

ch;

id, )}

a2 3 22AE zERel SEAH =2t 21E L2E
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START Authentication between cluster-head and cluster—head
SEND CH—CM (id,, llid,, | BV, lI(id,, ), IKRV,Il(id,, ), llid,, )

ch; ch; ch; ch;) Doy, } Kooy

SEND CM—CH; {id,,llid,, ||RV;I1id,, Vs, Ilp,, IRV, IICid,, ), Mlid, Y, Ve,

em om ch,
RECEIVE CH; STORE id,, P, of CH

SEND CH;—CM {id, |lid,, [1RV;II{id,, }, IKRV,llid,
RECEIVE CM Decryption

if (send RV,;==receive RVj)

SEND CH; {id

Iid,, ).}

P, } Karay

else deny
RECEIVE CH; if (send RV,==receive RV,)

{ STORE idchj, Pu,lj of CH;
SEND CHj {z‘dn,hlIidphll\{i(ln,h}syhl\{idnh/HKC,M,C,?/}||RV4||RV5}p
else deny
RECEIVE CH; if (send RV,==receive RV,)
SEND CH; {id, |lid,, Iltid,, }, 1RV},
else deny ’

RECEIVE CH;j if (send RV,==receive RV;)
success authention
else fail authentication
END Authentication between cluster-head and cluster—head

o iy, || RV i, b5, U py, IRRVid, [id,y, 3}

ch;

Den, }1‘ ara

)

a8l 4. S22H sl=2t 215 g

o4

START Authentication between cluster head and member node

RECEIVE M STORE id,, P, of CH

SEND M-—CH: {id,llid, llp, IRV, RV,II(id,}s,},,
RECEIVE CH; if (send RV;==receive RV;)

{ STORE id,, P, of M
SEND M {idnh,/H{idch,,}S”,“G](ch,HSm’JIHRVYHRVé}pJ[ }
else deny

RECEIVE M if (send RV,==receive RV)

{ success authentication
validation sm,,

STORE GK

ch; Of C}[z }
else fail authentication

END Authentication between cluster head and member node

SEND CH—M request member node public key {id,, |l{id, }s,, |lp,, I RV;}
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