wE 7 FHERE e G e
#13% $3%. 2008, 5. 2008-13-3-3-1

Flow-based P2P Traffic Identification using SVM
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Abstract

To avoid some protection systems such as firewall, P2P applications have recently used to apply
dynamic port numbers. Reliable estimates of P2P traffic require examination of packet payload, a
methodological land mine from legal, privacy, technical, logistic, and fiscal perspectives. Indeed,
access to user payload is often rendered impossible by one of these factors, inhibiting trustworthy
estimation of P2P growth and dynamics. Despite various methods such as port-based and
signature-based techniques, it still dose not satisfy the method which uses both qualitative and
quantitative aspects. In this paper, a method using SVM mechanism which discriminate the P2P
traffic from non-P2P traffics using differences between P2P and other application traffics is
suggested. This is a systematic methodology to identify P2P networks, and without relying on
packet payload.,

» Keyword : Wireless LAN, IDS, IPS, IDPS

CHIRA

« M 0 2008, 3. 10, MAY 1 2008. 4. 10, Alrtetze @ 2008, 5. 24.

* FRostn A7 AR FE Y opFUstm AVldA 2 EFEE @S
=3

S
R 1 AAEFEFAR 0%



124 S A FEEREE HIGE(2008. 5)

A Effy, 2EY
Aom(1), 2 Sl E PP Eafy
1

o wel YL T 2ot 2PN Pl QFE
2 8l - BEE A, 3R olo) o
S BAAZNE Gk 491 PP AL 918 SVM 2l

o] ZollM= 7|& P2P EfH & whXof ik #d
TE 7|&3%t) 7120 P2P EdE FR ¥ ozZ= Y E )
gke] 2PW Ho|ZT 7]die] Al P9 rHke] AW

R Y 7Nk ApEY S5 A g

o

2.1 ZE 7|dte| Algdt

AsAel PPoz JANA EE E=d F=2g
‘Well-Known” LE H3ES 7|Hho 2 ¥l whyolt}
(4). ¥ E=i¥L 80, 8080, 443 HEo] EFEH o
et ARSshe dWtEQ 8 EdEe 10249 o2

F5o] gtk P2P ZREE wdt [ANAdY 53k A}R3}
Al Hot glol 19907 = 53] FEdY Wioln}, 1
A} e 2209 AHY Eafg miol] o] WAow oE
A Ediel s A = glot 53] P2P Z2EES AE
st ZEoadwyt opet e B 22, A
Z20Y =% A9 ¥E I E ALes] i HEg
e o) ol ¥sth Witdez IE ke 4
CoralReef(5) 59 &5 o| &3l P2P¥ Tt ope} 1% 1
I Zo] tE TREZL FEITE JANA ¥EEE &

rir

rle 4 K

L

A5 EA 8 xZzgdior EFsian obd e
Unknown &2 ¥F3h= wWho|t}

Undetected

Detected

O 1. ZE J)g) Al HiA
Fig 1. Port-based Identification Method

22 HO|R2E 7{die| AldHd

P2P -4 2190 FHQ XE A& AA8] #l4,
Hlol2= HAF o] shpe] Hikte = tiFHQT FolE s
£ Arbke W2 AA e
29 kA vlo|EZRIE RAketd A9 Al AR et B
wWah= o R VT #o|22E BT FHAkske WS
718 B4st Egl A wbiolr|E shv, eEdd 22
Eayed digZe Ejge] eavlke A3l e v
Zol vl o 2 AR} (g)olMe kA ulo|EZRX| 9] #|
o|ZEAA A|THHE BA sk WS A selR=
o 7l¥lsl] 8 P2P T2EZS At} 53] 3 EA]
(Accuracy)® &7 (Scalability), 31’3 (Robustness)
= Yo A3 o UDPS TCP Z2EE A
(Packet)® 2E#(Stream), AlZ2WA 9] H], WELA
FEkol gt A = A 2Ho=E T} Hol2= H
ARE byte match offset® word match offset, string
_match offset2 2 Yo HARIGH. (1)dMe 28 2%
o] Holzrg FEVMTE T HAEds WS Aok
on 7z} TREFo] d¥kA o JAe= A AAd wet &

b
-
o
P
=
Ol
FE
ol
ok
o
=
s




SVME o] &3 Z2¢ 7|5 P2P Egg 2 125
A B/ F o]8 Jute g Aoz NEd T2$- 7 N 4661
W BUEY Zeadag suloz 229 43S o o ~
P2PE I3 ZREZ Edus AHdY
CHAT(TCP)

OHiressah \

a8 2. (1)0lMe] Eaffe 27 2l
Fig 2. Traffic identification Method |

)

>

23 del 7lEte| A

P2P Egjgo] HTTPS 80¥ X EE AREsta Al2 A4
e P2P §8 ZT2aA e T3 LERITE Ao
22X LE 7)uke] Ezfjg 2 N o= Efflg R0 of
HHAl e 9o PP B 5o A& A= B
EFE AT 39 7] Apdye] il Y sk
HhHe] ti#AQ A= BLINC(7) ¥z gy BR/E
el IES =S QNS EeRe] 28| 9} B8] Alo]e] B
AE Aosid, Ezfj® 7 9AE ABEA #¥(Social
Level), 7154 #¥(Functional Level), &% i
(Application Level) & Wbyo] 73518, 2 Egge &
R -ZAA) 9] [P E XE FA40] BAE HHdlA o
EYY f3ESS 18 33 Zo] £/ P2P $8=ET

A2 dubHog ZUx|9} BAR|7Ee] AU AL FA O
2 95 XE W3 Z8 ARg3it)

P2P(TCP, UDP)

Dgl 3. P2Pe| =2EEY FUIX(QF EAX| ofE! ZHA|(7)
Fig 3. Mapping Relation between Source and Destination
Address of P2P(7)

(fterete)
If sigratures is updated

% 4. S 7L HHHE(8])
Fig 4. Hybrid-based Identification Method (8]

= A4 FUHA B 49y
AEE 99% o) golLh A3 7)Y
SZERLE

£
(mt
A
1
tlo
4%
i
ol
F[F
pacs
rlo
r [}
>
a3
:
e
rf
v



126 B e EsSe WoCGE(2008. 5.)

E 1. 7|18 UAEe| vl Hoft
Table 1. Comparison to existing methods

zE (4) Medium Yes Practical
d- (10] Medium Yes Experimental
| (17) | Medium No Practical
o= .
7igt (12) MeHC?;UhW No Practical
slio (13] Low Yes Experimental
o
71t (7] Medium Yes Experimental
= (14) High No Practical
7l (8) High No Practical
£ 1olXe 7189 TE 7|4k 2hdWio] (4] (10), #Heol=

= 7JRE AEwel (11), [12] 3¢ 71*%1_ Ao (13),

_>:,
2
>,
ol
F‘F
o
oE
Cit
filo
S
ojo
Ol

El
Medium, 60% 0]‘3}
7S TG 3 Hole e Zato]HA
of thet H7kA= alBARde] e 52t ¢l

Ao g-840) sl Practlcal/Experimental -ff’t 7Yzt A
of vtz AdPE 31 9= HhHEN AF S B3 o FHoZ
< 2E yeEhd 5o dAH o2 A& o] 85 A]
BFE VIR ol EReIth 2FHos XE
-2 [F-Then-Elge & o83l A& vwE &3}
%7@3]*1& Mo 2 e FHE Medium® #H71E 7}
M, dolzxe Y-S 2% sk FA8] golz F
g #ol2xd gt ZefolHA| el givt. @A7A] AL
|51 erZ (4] Practical , [10)2

-r

r&'E §2 oy

& L o
2:,

Pa

Experimental

2 Uitk HolE= 7Rk APdWe)l AL A Eg
Medium, #Ho|z=2 LH*Q“O‘ AAol BIRE Fo|2E &
gtolH{A] Faf 7heAlo] E55 & 4 Stk ook 2ol
7Iekt 59t 7)Rke] Wby ] el HwH7E sk e

v g HEE BT EdEE 2 Ee] 913 E8E = whHE
A AdHE 7R o). a2y P2p Ediguks 5EsH
Easle 8o g = p2pe el X EE /X1 ¥F3)
= EE 7Rl PED Aol zsg 29kl AR o)

Rah= P2P EdfHe] ¢

1 itk wEha] o] oA
= G Ho|m AHFHY WM 7|Ee] WAHERR 3t
P2P Edd A whAlE Aoeitt & ZAF HelA e
7122] Whiol] glo] Folz o] Zelo|HAIE AeebA] o
WA Welshs POP & sz &5 meld 4 9
= pgoluME AgHos PP B S th walsHy
AEA A s s B 2e] a7

O O }‘
EEE

41 De2{Abet
P2P 24 g 1d8S

HAS 2P0 Rl Ae He) P2P 88 =
Tl 324 g, wah el A 7R 23S 1A
7l g Agkint

(2) ¥7 7152 e AAL

492 EcfE =M Ho

o] =RAe F /e EelA HE AN P2P EdH
3 P2PE WA A] &e E.aﬂiﬂ.% 7] g 2ok &
AL Aozt AAEE F2 X SYN# SYN/ACK
HZlojt}, it o] HRES 041943}.01 P2P $& 21
o] TCP A2 3l 20]7] wiFo|t}h, 32 P2P E#jd
548 AAIR] 93 TCPY 480t [f(x) & &



127

olaf TAE +F onlsiH, Tl QAo E F7|E A
2 Yo HF A7E 7)eeid.

& B9 |[f(sip,sport, SYNZ(deﬁ)N%
sport, SYN= 7]+ dport¥] z’*oﬂ gt <

sip,

Fohe AS

omdit} E 2= TU|d dolE 7lg-6h:}_
i 2. B2l S48 2ot 2/

Table 2. Abbreviations for traffic features

sip Source P+ BUX| 1P

dip Destination IP @ SXX| |P .

sport Source Port @ X} ZE

dport Destincation Port : 58X ZE i
| proto P =2&Z sfiroll Z&F "Protocol” F& 1

43 X ot 2

SVME o]&3le] P2p Edig 2¥e 3] 9sjM, 2
he} Zro) STEP1# STEP2E +7
A Ezjgo 4 Fol7] 98l E2S -’f-%ﬂﬂr 89S 3
o, STEP2ME SVME ©]43l] "Pure P2P'E 719
"Well-Known 473 7FA+& non-P2P E#HCoZHE

A3

Flow
Generator

Packet
Capturer

4| Resuft
"" Evaluation

SV 1
Applying |-

SUIT HIOMISN

Qo

SYN Packet -.- Mappirg.

Tabie

For Bi-direction

Etc.

SYM Packet
SYN-ACK Packel

SYNSSYN-ACK Flow Matching

Learned Traces

12| 5. P2P Al #| 7=

Extract Packet Header

.

Generate Flow

Bi-direction Flow ?

No

Take the statistics Save the Flow

v v

Train the Flow Use another mechanism

Pure P2P by SVM ?

l Yes | No
Pure P2P Non-P2P

T

T2l 6. P2P Al Xl 3BT
Fig 6. Flow chart for P2P identification

V. &

oot

ql 17}

xaOo

o] M= A dlo|elg} Wbl sl Besiir, 7]&9
T E 7|dke) vkals} Ho]2 e 7|8k Wk 9] ZlHkE o] RSt
HhA S Ak o B Accuracy, Precision, Recall B7V54 3
| i3t vl HI7ME et

2

FoA o] &8El= CAIDA 5
o] flolElE ARSI, AAE HEE 3 33 At}

¥ 3 A Hole M2
Table 3. Experimental data

Fig . P2P identification system
.'E;ié;em(usup) éggkﬂsne {2;?)6.3.3 22:45,55m | 35 Mbps Max 40
L\Ec’lﬂﬁ-‘%’-ﬂ o2 BN WAREE AR T s s romae [mwes  ewssom [7svem  [Wexeo
+ 99z A o2 PR AVE EFEAAE e
:.——*?—@ g 7122 olgd ARRY T, siude a0 T IR e T
& HAAZITE o]FA ANE F2F FEE 717l Hlo]
BAS FEAZR o] &3l SVMel| 8% < &= EFo|y A8 HRALL (igcod] Netflows O]-Q“ﬁﬂ € "ol &
goleiles sl 7, SVME o83l P2P Edgs o] Yake 2% PHE A8 T + U=F sflowtool-3.9
Al Melay 2E=E 1Y 634 Rt o SVMS AL3lr] 98l WEKA-3.5. 5§_ o]-g3t3r}
WEKA-3.5.5% SVM #loz F&4ol =2°| 4




128 WE AFEEwee HEE(2008. 5)

L I
& %}%EQ T Silﬂr. =

1
o g
Eofm 2K | sFlow £ 0|23} or et &t A
— = TE g
==7 44 =R
j_E| 7 EE F I 7C-|xl_

Fig 7. Flow samplmg process

5.2 B
29 Pl

False Negative =%

True Positive, False Positive,
7I9to 2 &lof glofof gitt

- True Positive: P2PE P2PZ #H3h= H$-
- False Positive: P2P7} obd #ldl-& P2PE S 3h=

R

- False Negative: P2PZ P2P7} opd AL 2 HHdh=
745

H7EA A= Accuracy, Precision, Recall & 7)9to @

Hrkehe}, Accuracy+s 3 Edold, 2E dlojEldx] gula
A SAE ol g ulsled 2 A2 (A41)3 o] A
oIt} Precision P2PE H3H Edd ZFoA 24 &
HEe el HerkE gnishn (212)9) 2ol Aot
Recall2 Z1%} P2P £2-% £oA doph} P2PE dAE9)
=71 ofn|she] 1 Al (2]3)3 2}

281 A| E-7E Flowel %

Accuracy = A Flow = SCLO0 woveeeeee (A1)
- True Positive
P = x 1 Al
recision ( True Positive + Fualse Positive ) 00 -+ (42)

True Positive

Recall= (True Positive + False Negative )

53 "It& 4}

AR AL A E TEIHRA Hlo]|2=r|ubby | 3
7o) Wi g3 v Wk B o g zlaslgon ) Ak v
o g AF dAX= 3Y 83 2o} ol TELE |yl
gt 43oR Dataset A, B, Col thall Precision®] 7
Bt 88.3%9 #2 7o Recalle 43.3%2 714
¢ 4 ok Recall®] Precision Rt} ?e o]{=

> Ao

Ln‘i

fijo T[o

Precision®] 4% P2P <tolMe] 2% PopE &3 sl= vt
. Recall2 217} P2P7F AA P2P oM gt =44
%&OR]E B 38}7) wolh
o] ZolA Adshe WAL A A A |
Mo A& 7T & TCPY 718 £4
A P2P 3-8 ZT2afe] B4 Wl e AE S 7
o o] oA Blug TV Holre e E8E
7t & HWO] 1 i, TANAY AAEE FEEES o]&
Efanir & #1218 7HRlE ¢ 7 AT

lo

ﬂl@]izﬂhﬂﬂ gEe mejolslA Palel BAL ASH
o olupe], ASAHR ATHA S| grjelrt 87
9. o) 23] BIEOS RY § Se AL L

: o Precision i
. B Recal |

5
%

% DataSet A DataSet B DataSet C

T2 8. Mot gale] Ant
Fig 8. Result of Proposed Method

4E

P2P 7142 1999 u]=ol|A] Napster ZT=E129] 7|
o]Z P2P WES 7I&E & AL ARS T A4 ¢
T 8 ZEOP R By AEligh 2 o]2e 4
AR ool Il YIEY A oA EbfE vlF =

F 3435 Eoluva Qe FAlolt). o] Fvid EFge o

S AHFk HE —?Ja %* %H"é'}oi AFE dlolH

9

%-8— /‘Efﬁl«} @?—01 ‘”21—01]5 P2P 3
ZEES A BFE 140 (7] wiEdl Hold P2P EdY

29X WS B o] S YETh Wby o] ERIME



SVME ol &3 Z2$ 7] p2p Egjg AW 129

P2P Edg o] Al&sln e BHE 8 229 18 o<>ﬂ
719k SVMZ: o]83F P2P 21¥ vl Aekalgic) o
-?%HH-‘: U 22 meAlekE A8t A, 2R 7
& XE HId YEPA TS <t "}, o] 93 FE 7

HH B2jo] opd EjHe] &S BEIY. BA, BF
71a el AR (copyright) & Yyt = ¢t dut. =

ﬁli

— cre———

.

-

A Ho|ZEE A 3 94 QIHY Z2EgY] dF
<L TCPY $4& B8t A8agltt. AA, £F/ 7€

2 84 Tzl YhHeE Sxizelolo} g XE
By golzed] 4ok gone SYF 4 Ty

.

SET Edj ZMH Ao U3 sleto] o Fg8itt
P2P Edfgo] Bl FEA7IE B2l thege] E
A8 LA &8 TRaelr T XTES AMEE
A TE 28 =230 FEES AM3N= EAl™ o) 2ol
slod, 71EAH 0 2 o] &3t= TCP 718 £43& 53 712 Wy

E} 3ol A3 o] Ahsted HAHQ oA S8 w2

o= Hridn

(1) M. Kim et al, “Flow based Internet Application
Traffic Analysis,” KNOM Review, Vol. 7, No. 1,
pp.20-31, Aug 2004.

(2) H. Lee et al, “The method of P2P traffic detecting
for P2P harmful contents prevention,” ICACT
2005, pp.777-780, Feb 2005.

(3) N. Um et al, "DESIGN AND IMPLEMENTATION
OF REAL-TIME MRTG++,” ISRS 2005, Oct
2005.

(4] TANA, ttp://www.lana.org/assignments/portnumbers.
2007,

(5] CoralReef Tool, “http://www.caida.org”, 2007.
(6) S. Sen et al, ”

Accurate, Scalable In-Network
Identification of P2P traffic using Application
signatures,”

(7} T. Karagiannis et al, "BLINC: Multilevel Traffic
Classification in the Dark, SIGCOMM 2005,
Philadelphia, USA, Aug 2005.

(8] Y. Won et al, “A Hybrid Approach for Accurate
IEEE/IFIP

pp.1-8, Apr

Application Traffic Identification,”
EZ2EMON, Vancouver,
20006,

Canada,

(9) A. Moore et al, “Internet Traffic Classification
Using  Bayesian  Analysis  Techniques,
SIGMETRICS 2005, Banff, Canada, Jun 2005.

(10) M. Kim et al, "Internet Application Traffic Monitoring
and Analysis,” Dissertation of, Postech, Feb 2005.

(11) S. Sen et al, "Analyzing peer-to-peer traffic across

SIGCOMM 2002, Nov 2002,

(12) T. Karagiannis et al, Transport Layer Identification
of P2P Traffic, IMC 2004, Taormina, Italy, Oct
2004.

(13) T. Karagiannis et al, 'Ts P2P dying or just hiding?",
GLOBECOM 2004, pp.1532-1538, Dallas, TX
USA, Nov 2004.

(14) A. Moore et al, “Toward the Accurate Identification

PAM 2005. Boston, Apr

large networks.”

of Network Applications,”
2005.



130 HH A FREE wmOGE(2008. 5)

A = A(Um nam-kyoung)
19994029 Sieln Al

._J——Oq
= 1

200224 SRS HApA ek
AAL

2007384 FHhshw HApAl el
AL

(Tieh FHIFEMESZ WE
SRS A=) S L P P

B 27 &S A

£ M 3|(Woo sung-hee)
1992324 =g At
b}
19954199 ~2006\128  AFw}e)
s AFEE) Rad
200638 ~ 84 Foistn 7784
2 FRFE-
(T Rop WES =R HEkAA

1
2H T2 EF B AE

=Y
1981124 wHthdkm ALk
s
198992¢ sskw HApA kel
HAL
1981964 ~8A: FHdigtn A7)
AR 5 R
TN



