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ABSTRACT

In this paper, a system with sensor network security mechanism which can be applied to home network structure is designed and it is
implemented on a virtual network of a home network middleware. The basic structure of home networking middleware supports one-to-one
(unicast) or broadcast communication mode between the lookup server and service nodes on the network. Confidentiality and authentication
are key security factors of the one-to-one communication and user authentication is crucial for broadcasting mode. One of the sensor network’s
security techniques SPINS consists of SNEP and yTESLA. The SNEP ensures confidentiality and authentication, and HTESLA provides
broadcast authentication. We propose a SPIN based home network middleware and it is implemented by using the CBC-MAC for MAC
generation, the counter mode (CTR) for message freshness, the pseudo random function (PRF) and RC5 as encryption algorithm. The

implementation result shows that an attacker cannot decrypt the message though he gets the secure key because of CTR mode. In addition, we
confirmed that a received message of the server is authenticated using MAC.
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