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ABSTRACT

JPEG2000 is the upcoming image coding standard that provides better compression rate and image quality compared with JPEG.
Lazy-mode steganography guarantees the safe communication under the two information loss stages in JPEG2000. However, it causes the
severe changes of the code-block noise variance sequence after embedding and that is detectable under the steganalysis using the
Hilbert-Huang transform (HHT) based sequential analysis. In this paper, a JPEG2000 lazy-mode steganography method is presented. The
code blocks which produce the sudden variation of the noise variance after embedding are estimated by calculating low precision
code-block variance (LPV) and low precision code-block noise variance (LPNV). By avoiding those code-blocks from embedding, our
algorithm preserves the sequence and makes stego images secure under the HHT-based steganalytic detection. In addition, it prevents a
severe degradation of image quality by using JPEG2000 quality layer information. On various 2048 images, experiments are performed to
show the effective reduction of the noise variation after message embedding and the stable performance against HHT-based steganalysis.
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JPEG20009] lazy-modet ¢l 47 HIE ZY 1S A9
& a9 HE ZYdel dalA raw WS FHITh 1
I WAIA A 24 raw ZHE MRPoIARE Yo}y
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(3l 5) (a) HAIX] &) Fo| o|=

o] LPVE ol&ate] mAA 4] F9] o= &
aRHoR 5% # om, LPV7h 2 A
A O

Calculate the maximum number of raw-coded MRPs
(= nm) in a code-block
For each location m, n in a code-block {

// Read a value at (m, n)

val = Code Block Value[m, n]

// Set all zeros to nm bits of the value from
right

mask = ~((0x1 << nm) - 1)

val = val & mask

Store the low precision code-block value
}
Calculate a variance of the 1low presicion

code-block values

Sh7hA] a3k Abeke LPVZE 09 Z=E2 443 flat

area(E2E pixel value’l U)E stz o83 A=&
o AR E AFFRTE o]z HAbo]l HAE] AA b
5) o]l =

pul (s}
o mEbA, =l A= LPVZE 44 (550,
= S5 ﬂ%oﬂ*ﬂﬂ& HAA S AT gkt

.2 Low Precision Code-Block Noise Variance
3015 Babo] FAs F7kele 2= E2S LPVE
=38t 4= QltpH low precision code-block noise variance

(LPNV)= mdaE 2= 9th divketd 2o Bale] 3 ~E1
Pe T3 wol= BAFS FAS] Wil 1 gho] Atk A
= ro] ks o)y wiolth

o] o]z 4 Ao]9k LPNV
ALt ol

(c)
24k &ol, (b) LPV, & (c) LPNV

7] 1’]6]' 847 "JOO]'Eq 2 =wolAE  JPEG20002]
quality layering= AF&3}S3t}.

71% lazy-mode 2~H|7}=18td]o A= quality layering
& o] &3 backward embeddingS At EH, 7HE =&
gojojo] &3t (5, € T23%) raw ZHE MRPEH 2
ddi2 AR E At date 3 FE& IS WA
A w2 gelod dE MAEARA ARESE AoltHAL
124 34 AN 98 LPV, LPNVS tEo] a3 raw
B MRP9Y #olo] AR7A uFA HAAES 4e)ed

E2S NSRS WU, 2T B2 molx R4 W
o
=

O
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=
ZolwA 4 e A e 5 Qlrk

ot fI R

9
=
=z
z

=) 12Test Gray.bmp. SEF] [E]

(%]

(32 6) LPVet LPNVRHS 12{5t0f 5% AR 4 & & =
o| 54& Hlm

32 AR ofd HAt

2 =FoAs 45§ Aojol os A7} Al A
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JPEG2000 lazy-modeZ ©]83te] WAAE Adste @
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29 ¥ raw ZYE MRP WAAE AA3ch w3 7=
EE wolz2 B4 BEES HASEIEE I E59 £A
= ZAA3le] HHT7IWE JPEG2000 el A YA 2o o)
A A FrE st Z=E 559 £AE A AHE
LPV, LPNV¢} quality layering B EE o] &3] t}23 7o)
X 7 (PWV, Position Weight Value)E AlAksle] 2

A g,

PWV = « - LPV + 3 - LPNV + ~ - Layer_No

After Tier-1, 2 coding and rate control in
JPEG2000 compression stages,
For each code-block {
LPN = Low Precision Variance;
LPNV = Low Precision Noise Variance;
// Avoid the code-block whose LPN is smaller
than 0
if (LPN < 0) |
continue;
}
For each raw-coded MRP ({
PWV = u +LPV + [+ LPNV + 7y - Layer No
Store an index of the pass and the PWV
}
}
Sort by PWV increasingly
For each ordered pass
Embed message bits into bit-stream of the
pass
}

33 HIAIX] F& HX}

AE A mAA e & HAe = EF goHE
ool ol dojdrh WA wAA A9 we 2 o
2 LPN, LPNVE AAksta JPEG2000 3ld & S8 &4 3=
EZ Yo raw ZQH MRP7F &3 glojo] g 9lof
& LPV, LPNV¢} quality layering B3R E o]-&3ato] vA
A Ay A wel e Ao R A8 ER9 FA THEA
PWV)E Fgtth o] ghel wheba]l Ay Aok s 22

N

FAZ D= R AR, AT AsE A e

3t NRCS2)el| A
Kodak3)o 4 2| &8h=
oju| x| 52 512x512 HAZ Wy
=/0.5bpp/4-dl™ DWT/4 quality layerA 27402 Jasperd
o] &3te] lazy-mode® YZF3}IATh Z=EF woj=
< AAks) S WaEe Asae 474 a=10, =01,
v=-1002.2 ZA3} A} Ade duelFME)Y 455 3
7vst7] kel 71 wiAA A9 WH(RE, BE)I HlaLE

T3t 9 ). RE[6]= pseudo-randomdt HHo =z 7} I=5
& Ul HEES WHse H“j”ol‘ll BE[4]:= Su7} Alokst
backward embedding ¥-& &8¢ lazy-mode JPEG2000
zH7beets] welty. HHTe  7wkgk JPEG2000
Lazy-mode 2¥l7F=18tg]e] tjgh ~H AU A2 7]H[6]
o AW olu A9} AT ojux]e] AEHHIE o= Hito

AFate 2024709 TIFF  o]m| A ¢k
2471 2] o]u]x]ii Apgstot, BE
32><32 .JJ H] EA=R-N B

H
i

rx

F?

Zrofotul b= 7} st Al Aol A3 Azto]s] wjio|
AgFolx gt} wad E E=RoMe vaA A o
An olm Ao wolz BAF Az did 3 wAAe T oW
A imf (Hilbert transformed IMF)®] %% (amplitude)o] &
FE FAE 7FsAe] B2 R Fusth

1A AW oluA Y wolx FAF AJAX(NYV,) 9k 2H AL
oAl wol= b AlEA(NY) 9 AtolE T Mean

Square Error (MSE)E AR&34 #4389t}
o2 = E[INV, (z)— NV, ()]

MSEZ} 0] 7Pba5 A Al 2eke] Atel7t gl A
W, 55 A7t AsArE & mmﬂf\l*ﬂl o &
g 7hsdel ¥ AL SATh <& 2> o vaA|
ofuA|eh 283

[

N

A}o]

A1 E(ER: embedding ratio)ell thall #1#
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