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Response Methodology against Spoofed IP Attack
using Active Networks Mechanism

O a8 A A9 A
Sang-Hyun Park  Haeng-Seok Ko~ Oh-Seok Kwon
2 o

Atel g2 Helrh vhdo] tdsiAn BdsAs v 71EY vIEAR B AAUSE AFHA F99 B
2 gl XFI ol FAAE FASA A& thSdhe Ao] o2 Aol £ sRdXMe o3 EAHE &
2st7] 3 WLog FY VEAI LA g Atold 2Fd fA e 5 A ey Ba99 e §852
B8 FAAE AAOE FAHIL YUY ¢ U= AZE VESNT BY 725 Adstnat 3 Adshe BY 72
T dElE IESIE /e R e o|FA=E XFY AEH A3l J|&d of8sla HF P FH tsted AEFoln
FEHoz Wgshe Aol shssith £E theel Bt 99 o] Bk Al2F zhe] Y g F3) 71E A9 T4 dS
ale] vls) Mok FHY Mk Nulag AFAch £ B =FAME AL AR A YA 4 §5¢
FEHea A9 2nE BAGe R AL rheAds EF stk

Abstract

It has become more difficutt fo comespond a cyber affack quickly os  paftems of atfack become various and complex.
However, current security mechanisms just have passive defense functionalities. In this paper, we propose new network security
mechanism fo respond various cyber aftacks rapidy and o chase and isolate the aftackers through cooperation between
securty zones. The proposed mechanism makes it possible to ded effectively with cyber aftacks such as IP spoofing, by using
active packet technology including a mobile code on active network. Also, it is designed fo have more active comespondent
than that of existing mechanisms. We implemented these mechanisms in Linux routers and experimented on a festbed fo verify
redlization possibiity of attacker response framework using mobile code. The experimentation results are analyzed.

v7 keyword : EIE Y| E Q) A(Active Network), 912 IP &Z(Spoofed IP Atfack), &A=} 33(Aftacker isolation)
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