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The Damage of Microcontroller Devices due to Coupling Effects
by High Power Electromagnetic Wave
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ABSTRACT

We investigated the damage effects of microcontroller devices under high power electromagnetic(HPEM)
wave. HPEM wave was radiated from the open-ended standard rectangular waveguide(WR-340) to free
space. The influence of different reset-, clock-, data-, and power supply-line lengths has been tested.
The susceptibility of the tested microcontroller devices was in general much influenced by clock-, reset-,
and power supply-line length, little influenced by data-line length. Further the line length was increased,
the malfunction threshold was decreased as expected, because more energy couples to the devices. The
surfaces of the destroyed microcontroller devices were removed and the chip conditions were investigated
with microscope. The microscopic analysis of the damaged devices showed component and bondwire
destructions such as breakthroughs and melting due to thermal effects.
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Features

High-performance, Low-power AVR 8-bit microcontroller

RISC(Reduced Instruction Set Computer) Architecture

Nonvolatile Program and Data Memories

AT | -8k Bytes of In-System Self-Programmable Flash
mega | - 512 Bytes EEPROM

8515 | - 512 Bytes Internal SRAM

I/0 and Packages
- 35 Programmable 1/O Lines
- 40-pin PDIP

High-performance, Low-power AVR 8-bit microcontroller

Advanced RISC(Reduced Instruction Set Computer)
Architecture

AT [Nonvolatile Program and Data Memories
mega | ~ 16K Bytes of In-System Self-Programmable Flash
16 | - 512 Bytes EEPROM
- 1K Byte Internal SRAM

I/0 and Packages
- 32 Programmable I/O Lines
- 40-pin PDIP
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