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ABSTRACT

Sensor networks have a wide spectrum of military and civil applications, particularly with respect 
to security and secure keys for encryption and authentication. This thesis presents a new centralized 
approach which focuses on the group key distribution with revocation capability for Wireless Sensor 
Networks. We propose a new personal key share distribution. When utilized, this approach proves to 
be secure against k-number of illegitimate colluding nodes. In contrast to related approaches, our 
scheme can overcome the security shortcomings while keeping the small overhead requirements per 
node. It will be shown that our scheme is unconditionally secure and achieves both forward secrecy 
and backward secrecy. The analysis is demonstrated in terms of communication and storage over-
heads.
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1. Introduction

A wireless sensor network (WSN) consists of 

many sensor nodes that are small and have lim-

ited computation and communication capabilities. 

When sensor networks are deployed in a hostile 

environment, security becomes extremely im-

portant, as they are prone to different types of 

malicious attacks. For example, an adversary can 

easily listen to the traffic, impersonate one of the 

network nodes, or intentionally provide mislead-

ing information to other nodes. To provide se-

curity, communication should be encrypted and 

authenticated. The open problem is how to boot-

strap secure communications between nodes. In 

other words, the difficulty lies in how to setup 

secret keys between communication nodes.

Several key distribution approaches proposed 

to address WSN security problem appeared in [1]. 

In most cases, key pre-distribution schemes con-

sider key pre-distribution itself and are focused 

on handling the pairwise key issue. In LEAP [5], 

Zhu et al. observed that a WSN requires different 

types of security mechanisms due to different 

types of messages exchanged between sensor 

nodes. Thus, a single key management mecha-

nism is not suitable for meeting different types 

of security requirements. In LEAP, they use four 

types of keys - an individual key shared with the 

base station, a pairwise key shared with another 

sensor node, a cluster key shared with immediate 

neighboring nodes, and a group key that is shared 

by all the nodes in the network.

In a WSN, a group key is used for a group 

header (GH) to encrypt messages to broadcast 

to the whole group of sensor nodes. For instance, 

a GH can be used to send queries and issues 

missions. When compromised nodes are detected, 

we need to revoke those nodes and update the 

group key since the group key is shared by all 

of the member nodes.

Although LEAP is very efficient in terms of 

communication costs, it is possible to com-

promise all of the group session keys once the 

general key   is compromised since every node 

uses   and one-way hash function to generate 

its next session group key.

Zhu et al. proposed GKMPAN, a centralized 

Group Rekey Scheme [4] that employs proba-

bilistic key predistribution to provide secure 

channels and   [9] for broadcast authen-

tication. Since it uses probabilistic key predis-

tribution, the coalition of the revoked nodes may 

possess keys that completely cover the key set 

of a non-revoked node. Also   requires 

loosely time synchronization from all the nodes 

and the key server. Moreover, a legitimate node 

can be excluded from the network innocently due 

to the discarding of compromised keys which 

were used to establish logical paths to other no-

des to obtain new group key.

In this paper, we propose a new group key 

management protocol for Wireless Sensor Net-

works. Our scheme is derived from a self-healing 

group key distribution scheme as proposed by 

Liu et al’s work in [6]. The difference between 

our scheme and Liu’s scheme is ① Liu’s scheme 

has additional elements in broadcast message 

and in scheme for a self-healing property to ad-

dress group key distribution in highly mobile, 

volatile and hostile wireless networks such as 

Mobile Ad-Hoc networks, ② We generate group 

keys by using the encryption function       

according to a random number ∈ . Our scheme 
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also does not allow k-revoked users to learn cur-

rent session keys and has the property of being 

unconditionally secure.

The rest of the paper is organized as follows. 

Section 2 presents our contributions, notations 

and model to be used in this paper. In Section 

3, we provide the definitions which are used to 

further clarify that our protocol is information 

theoretically (unconditionally) secure. Section 4 

describes the detailed approach for group key 

management. We provide the analysis of both 

security and efficiency and discussions in Section 

5. Finally, we conclude in Section 6.

2. Contributions, Notations, Model

2.1 Our contributions

In this paper, our contribution considers group 

key distribution protocol that distributes secure 

session keys with revocation capability for Wire-

less Sensor Network.

Through this paper, our main contributions are 

the following:

① Provide scalable, robust, unconditionally se-

cure, novel framework for group key manage-

ment that has k-revocation capability and no 

session limitation.

② Analyze and provide mathematical model of 

our protocol’s performance.

③ Provide a security analysis within an appro-

priate security framework for group key man-

agement system.

2.2 Notations

We concentrate n fixed users$  ⋯  

and each group member is uniquely identified by 

an ID number i, where ∈⋯ and n is the 

largest ID number. Each group member stores a 

personal secret ∈ . All of our operations take 
place in a finite field   of size q, where q  is a 

large prime number. We use  ∙  to denote the 

entropy function of information theory [7]. We 

use   to denote the session key that the GH 

broadcasts to the group members in session j. We 

use ∙  to denote an encryption function over 

a finite field  .

We use   to denote the broadcast message 

by the GH in the session j. We use   to denote 

what the member   learns through its own per-

sonal secret    and broadcasted message   by 

the GH. We use the letter k to represent the num-

ber of compromised group members that may 

collude together.

2.3 Our model

•Commun i cati on  model：Since Wireless Sen-

sor Networks are often organized as hier-

archical cluster architecture, we adopt a sim-

plified group communication model for the 

communication within one cluster. We assume 

there are one or several group headers(GH) 

that are responsible for handling group keys 

to a large number of legitimate group mem-

bers. Group headers have both strong compu-

tation and communication capabilities, and 

they also employ tamper resistant techniques. 

The lifetime of a wireless network is parti-

tioned into time intervals called sessions. The 

duration of sessions may be fixed or dynamic 

due to the change of network situation. Only 

legitimate group members that have valid group 
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keys (session keys) can either access encry-

pted broadcast messages or broadcast authen-

ticated messages to other group members. Our 

goal is to ensure that the group header can dis-

tribute session keys to members if and only 

if the group members can get a broadcast me-

ssage.

•Attacker model：We assume an attacker may 

compromise one or more sensor nodes. Also, 

an attacker can analyze devices and learn stor-

ed key materials. Having access to legitimate 

keys, the attacker can launch attacks without 

easily being detected. Of course, there is no 

such attacker have unlimited capabilities. The-

re is some cost associated with capturing, re-

verse-engineering, and controlling a node. The-

refore, we should assume that the adversary 

can compromise only a limited number of sen-

sor nodes. Under this assumption, our goal is 

to ensure that once compromised nodes have 

been detected, such group members will be re-

voked from the group, and our approach has 

to tolerate up to k-illegitimate colluding nodes. 

      3. Definitions for Security 

Properties

Security properties of a group key manage-

ment system have been considered in the past 

[11, 12]. These security properties consist of

① Group key secrecy, which guarantees that it 

is at least computationally infeasible for an 

adversary to discover any group key,

② Forward secrecy, which guarantees that a 

passive adversary who knows a contiguous 

subset of old group keys cannot discover 

subsequent group keys,

③ Backward secrecy, which guarantees that a 

passive adversary who knows a contiguous 

subset of group keys cannot discover preced-

ing group keys, and

④ Key independence, which is the combination 

of forward and backward secrecy.

However, they are not sufficient in our frame-

work, since each group member also has access 

to some secret information (i.e.,   for ), which 

is used to compute the group keys. In particular, 

forward secrecy does not imply that the adver-

sary cannot discover the subsequent group keys 

if he/she further has the secret information only 

known to some past group members, and back-

ward secrecy does not guarantee that the adver-

sary cannot discover the preceding group keys 

if he/she is further provided the secret in-

formation only known to some new group mem-

bers. To clarify these requirements, we recall the 

notions of k-wise forward and backward se-

crecy} in [6].

Definition：Session Key Distribution with k- 

wise forward secrecy and k-wise 

backward secrecy. Let  ∈⋯   
and ∈⋯ .

① A key distribution scheme D  guarantees k- 

wise forward secrecy if for any set ⊆⋯

 , where ≤, and all  ∈ are revoked 
before session j, the members in R  together 

cannot get any information about , even 

with the knowledge of group keys before ses-

sion j. i.e.,

 ⋯ ∈ ⋯     
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② A key distribution scheme D  guarantees k- 

wise backward secrecy if for any set  ⊆

⋯ , where   ≤, and all  ∈ join after 
session j, the members in J together cannot 

get any information about , even with the 

knowledge of group keys after session j. i.e.,

 ⋯  ∈   ⋯    

Note that k-wise forward (backward) secrecy 

implies forward (backward) secrecy. Thus, en-

suring k-wise forward and backward secrecy 

guarantees forward and backward secrecy, key 

independence, and group key secrecy. Moreover, 

it is easy to see that k-wise forward secrecy also 

implies k-revocation capability.

4. Group Key Management Protocol

•Protocol Overvi ew：This chapter presents a 

novel group key distribution techniques for 

large and dynamic groups. The techniques 

proposed here are based on the personal key 

share distribution methods (with revocation 

capability) proposed by Liu et al. [6]. By apply-

ing a keyed permutation and random one-way 

permutation, out approach overcomes the ses-

sion limitation in previous work [6]. Moreover, 

our technique is scalable to very large groups 

since the storage and communication overhead 

does not depend on the size of the group, in-

stead they depend on the number of compro-

mised group members that may collude 

together. All these results are achieved without 

sacrificing the unconditional security of group 

key distribution.

4.1 Setup

The GH randomly picks a t-degree bivariate 

polynomial         
   

and a random initial session identifier   from 

  . Each group member   receives the per-

sonal secret, the t-degree polynomial    and 

  from the GH via the secure communication 

channel between them. We employ Public Key 

Cryptography such as TinyECC [10] for estab-

lishing secure communication channels rather 

than probabilistic key-predistribution approaches 

[4] due to the perfect resiliency of Public Key 

Cryptography (PKC) and the result of recent 

studies that the computation overhead of PKC is 

no longer a significant problem in a WSN [8]. 

The GH selects randomly a prime key ∈  as 
a group key generating key and keeps it.

4.2 Broadcast

Let    ⋯
   ≤  be the set of all 

revoked members where k is the maximum num-

ber of colluding group members for sessions in 

and before j.

In the j-th (j > 1) session key distribution and 

revocation, the GH computes its j-th session 

identifier       and the next session key 

      according to a randomly chosen 

number ∈ . Then the GH broadcasts the fol-
lowing message

            

where

       ⋯
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Here the polynomial   is called revocation 

polynomial and    performs the role of 

masking polynomial. Note that each user ∈  
knows a single point, namely    on the pol-

ynomial  

4.3 Group Key Recovery

When a non-revoked member   receives the 

j-th session key distribution and revocation mes-

sage , it first computes the session identifier 

    

Then it evaluates  , and    at 

point i, and then computes the new session key 

 

 
. Revoked members can not 

recover the new group key since the denominator 

vanishes when ′    for some ′ ∈.

4.4 Add group members

When the GH adds a group member starting 

from session j, it distributes the personal secret 

   and   to the new user   via the secure 

communication channel between them.

5. Analysis

5.1 Security Analysis

The security property of the our protocol can 

be stated by Theorem 1.

Theorem 1：The protocol presented in Chapter 

4 is an unconditionally secure, se-

ssion key distribution scheme with 

k-revocation capability and 

-bit privacy.

Proof：

① ⓐ j-th session key recovery in member   

is described in step 3 in our protocol. 

Thus

       .

ⓑ Let’s assume a collection R  of k-re-

voked users collude in session j. The 

coalition of R only has at most k-points 

on  . Since legitimate user  ’s 

personal secret      is a point 

over a t-degree polynomial, it is impos-

sible for coalition R  to learn  . 

Thus,

       ∈ ⋯ 

           ∈ ⋯ 

Since  ’s personal secret is an element of  , 

we have     . Thus,

      ∈ ⋯ 

         ∈ ⋯ 

        

        

ⓒ Since the   is generated by the pre-

vious session key    and random num-

ber C,    cannot be determined by 

either a broadcast message   or per-

sonal key   . It follows that

         ⋯ 

          

            ⋯  
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② (k-revocation property). Let’s assume that 

a collection R if k-revoked users collude in 

session j. The colluding members only have 

at most k-points on the polynomial  . 

Hence the coalition R  cannot recover the 

t-degree polynomial  . Also   is 

generated by the previous session key    

and random number ∈ , the j-th session 

key   is completely safe. Hence,

        

     ⋯ ∈   

Theorem 2：The protocol presented in Chapter 

4 has the properties of k-wise for-

ward secrecy and k-wise back-

ward secrecy. 

Proof：

① (k-wise forward secrecy) Let’s assume a 

coalition R, where  ≤  users were re-

voked before the current session j.

   Since at least k+1 points are needed on the 

polynomial    to recover the current 

session key $K_{j}$ for any user ∈ and 
R has no information about   by Theorem 

1.c, the session key   still appears to be 

random for the coalition R. Hence,

  ⋯ ∈ ⋯    

② (k-wise backward secrecy) Let’s assume a 

coalition J, where   ≤  and all users  ∈
  join after the current session j. The coali-

tion J can not get any information about 

any previous session key   for  ≤  even 

with the knowledge of group keys after 

session j. This is because of the fact that 

in order to know  ,  ∈   requires the 
knowledge of at least k + 1 points on the pol-

ynomial    and also the knowledge of 

the session identifier  . Now when a 

new member   joins the group starting 

from session j + 1, the GH gives the new 

member a new t-degree polynomial    

as its personal secret and the j + 1-th ses-

sion identifier   . Note that    

, where f is a random one-way per-

mutation. Hence the newly joint member 

can not trace back for previous session 

identifiers   for ≤  because of the 

one-way property of the function f. Also 

the coalition J knows only k  points on 

   and thus can not compute  . 

Hence our protocol is k-wise backward se-

cure and we have

⋯  ∈   ⋯   

5.2 Cost Analysis

•Storage overhead：The storage requirement 

in our scheme comes from Setup phase and af-

ter receiving the session key distribution me-

ssage. Each member needs to store a session 

identifier   and a t-degree polynomial as its 

personal secret. In the Setup phase, each user 

stores the initial session identifier   and a 

t-degree polynomial as its personal secret key 

(e.g.    for user ). After receiving the 
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broadcast message , each user stores the 

j-th session identifier . Each of these ele-

ments belongs to  . Thus, the total overhead 

of storage should be  . Moreover, the 

personal key is reused to next m sessions with-

out any alteration and the maximum session 

number (m) is no longer needed to be deter-

mined in Setup phase.

Consequently, our scheme eliminates the limi-

tations of m sessions in previous work [6].

•Commun i cati on  overhead：In each session, 

the broadcast message consists of a set of 

ID(s) of revoked users , and coefficients of 

one t-degree polynomial . Thus, the size 

of the broadcast   in session j  is  .

5.3 Comparison with Related works

Following Table presents a comparative sum-

mary of our proposed scheme with the related 

approaches by comparing their storage overhead 

and communication complexity.

<Table 1> Comparison of Cost

Schemes Communication Storage

Liu et al.’s 

work

      

 
  

GKMPSN      

Our work        

Liu et al. [6] generalized the definition for 

self-healing group key distribution scheme and 

provided some constructions by introducing a 

novel personal key distribution technique. How-

ever their scheme could not be efficient in re-

source-limited sensor network due to its higher 

cost and self-healing feature that undesirable in 

sensor network.

Zhu et al. proposed GKMPSN [4] that employs 

probabilistic key predistribution to provide secure 

channels. Thus, before deployment, we need to 

store l distinct keys for delivering group key in 

GKMPSN. Storage and communication overhead 

of such scheme looks pretty good, however, the 

coalition of the revoked nodes may possess keys 

that completely cover the key set of a non-re-

voked node since it uses probabilistic key predis-

tribution. That means within the number of com-

promised nodes, this scheme could not offer the 

desired security level for sensor network.

Group rekeying in LEAP proposed by Zhu et 

al. [5] is extremely efficient because, on average, 

every node only transmits one key. Besides, due 

to its too simple design of protocol, it is easy to 

attack such networks for intruders.

6. Conclusion

We have introduced a novel centralized group 

key distribution and revocation protocol for Wire-

less Sensor Networks that consists of scalable 

large groups of resource-constrained sensor no-

des deployed in unattended and harsh areas. In 

contrast to related studies, our proposed approach 

can overcome security problems by its uncondi-

tional security property and can tolerate k-col-

luding illegitimate nodes since it achieves both 

forward secrecy and backward secrecy. More-

over, our group key management mechanism is 
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scalable since communication and storage over-

heads do not depend on the number of members 

of the group. In contrast to the previous con-

structions, the personal key of a user can be 

reused to next m sessions without any alteration 

in our proposed scheme, thus eliminating the lim-

itations of m sessions in the Setup phase. The 

protocol is properly analyzed in an appropriate 

security model to prove that it is unconditionally 

secure and achieves both forward secrecy and 

backward secrecy. We believe our approach can 

improve the practicality of group key distribution 

and revocation schemes for wireless sensor 

networks.
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