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ABSTRACT

The previous works in sensor networks security have focused on the aspect of confidentiality,
authentication and integrity based on cryptographic primitives. There has been no prior work to
assess the survivability in systematic way. Accordingly, this paper presents a survivability model of
wireless sensor networks using software rejuvenation for dual adaptive cluster head. The
survivability model has state transition to reflect status of real wireless sensor networks. In this
paper, we only focus on a survivability model which is capable of describing cluster head compromise
in the networks and able to switch over the redundant cluster head in order to increase the
survivability of that cluster. Second, this paper presents how to enhance the survivability of sensor
networks using software rejuvenation methodology for dual cluster head in wireless sensor network.
We model and analyze each cluster as a stochastic process based on Semi Markov Process (SMP)
and Discrete Time Markov Chain (DTMC). The proof of example scenarios and numerical analysis
shows the feasibility of our approach.
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1. Introduction

Wireless Sensor Networks (WSN) consists of
a large number of wireless communicating ultra
small autonomous devices, called sensor nodes,
which are powered with low powered battery
and equipped with integrated sensors. In typical
application scenarios, sensor nodes are spread
randomly to collect sensor data depending on
the query. Sensor nodes in sensor networks are
usually deployed in antagonistic location, and
they should continue to supply its necessary
service in a timely manner even though they are
under attack or compromised by adversaries.
This undefined difficulty is considered as sur—
vivability problem in wireless networks. The
survivability of conventional networks as well
as wireless networks has been considered as a
significant issue. Survivability of a system can
be defined as the capability to fulfill its mission,
in a timely manner, in the presence of in-
trusions, attacks, accidents and failures[2]. Many
researches have been done on sensor network
security but the researchers have been focused
only security in wireless sensor networks in terms
of confidentiality, integrity and authentication.
However a small number of studies have been
performed on the survivability of wireless sen—
sor networks which is not enough to ensure the
survivability in WSNs. Kim et al.[4] proposed a
survivability framework of sensor networks in
order to enhance the lifetime of sensor nodes
but they didn't show any specific methodology.
Chiang et al.[12] proposed an approach to in-
crease the availability of sensor networks but
they need additional hardware. Recently Kim et

al.[11] has proposed adaptation mechanisms to

increase the survivability of Sensor networks
against Denial of Service attack. They assumed
that software rejuvenation is capable to enhance
the survivability of sensor nodes in WSN.

As sensor nodes can be attacked by different
kinds of threats or compromised by many ad-
versaries in hostile environment. So in this pa-
per, we present a framework of survivability
model through software rejuvenation using Semi
Markov Process(SMP) and Discrete Time Markov
Chain(DTMC) which is capable to enhance the
survivability of sensor networks when cluster
head is compromised or attacked by adversaries.
We employ software rejuvenation which is very
cost effective techniques as they don’t need any
additional hardware. Our model uses a hier-
archical cluster based sensor network, which
has advantages in terms of cost and energyl[1].
We model each single cluster as stochastic
process. We analyze Semi Markov Process(SMP)
and Discrete Time Markov Chain(DTMC) for
our dual cluster head approach.

The rest of this paper is organized as follows.
In section 2, related works including brief de-
scription of survivability and software rejuve-
nation are introduced. Our proposed framework
for modeling and enhancing survivability based
on dual adaptive cluster head of Sensor Networks
and model analysis is explained in section 3. In
section 4 we discuss our approach in terms of
security analysis and future works. At last con—

cluding remarks are presented in section 5.

2. Related Works

The survivability of conventional networks as
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well as wireless networks has been considered
as a significant issue. Survivability of a system
can be defined as the capability to fulfill its
mission, in a timely manner, in the presence of
intrusions, attacks, accidents and failures[2].
Kim et al.[4] proposed a survivability framework
of sensor networks in order to enhance the life-
time of sensor nodes but they didn't show any
specific methodology. Chiang et al.[12] have
proposed an approach to increase the availability
of sensor networks but they need additional
hardware. This redundant hardware requires ad-
ditional cost. Recently Kim et al.[11] has pro-
posed adaptation mechanisms to increase the
survivability of Sensor networks against Denial
of Service attack. They assumed that software
rejuvenation is capable to enhance the surviv-
ability of sensor nodes in WSN. Moon et al.[15]
has proposed to the task-role based access con-—
trol(TBAC) for sensor nodes to enhance the
survivability of sensor networks but this ap-
proach requires extra information such as mem-
bership and the task placed to each sensor node.

In this paper we want to enhance the surviv—
ability of sensor networks by adopting software
rejuvenation methodology in dual cluster head in
WSNs. Software rejuvenation is a fault man-—
agement technique which is proactive and aimed
at cleaning up the internal system state to pre—
vent the occurrence of more severe future crash
failures[8, 9]. Recently Aung et al.[7] have em-
ployed software rejuvenation in security field
and evaluated its feasibility in terms of avail-
ability and survivability. Software rejuvenation
is an intervallic preemptive rollback of con-
tinuously running application to prevent failures

in future[3]. Theinn et al.[16] proposed the sur—

vivability model for dual base station but they
didn't show survivability evaluation result. So in
this paper we show a survivability model of
wireless sensor networks using software rejuve—

nation to dual cluster head.

3. A Framework of Survivability Model

An overall architecture of the framework of
survivability model is depicted in(Figure 1). Our
framework adopts a hierarchical structural
design with dynamic topology. This kind of
topology named cluster based sensor network
has advantages in terms of cost and energy[1].
One base station manages one or more
cluster. Clustering sensors into groups, so that
sensors communicate information only to cluster
heads and then the cluster heads communicate
information to the processing center, may save
energy. So in this paper we propose software
rejuvenation with dual cluster heads so that in

case of failure, an idle cluster head will take

Task management]
node

Internet and Satellite O Sensor nodes
@ Redundant Cluster Header
Base Station
‘\\\\\ N
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(Figure 1) Wireless Sensor Network with dual
cluster head
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(Figure 3) State Transition Model
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(Figure 2) A framework of survivability
model with software rejuvenation

Rejuvenation

over the duty in a very short time after a seri-
ous problem occurred in the primary cluster
head. This mutual cluster representation pro—
vides a concept to the framework. Each mutual
cluster with redundant cluster head can be
modeled based on Markov process. Also we can
apply software rejuvenation to each cluster head.

A framework of survivability model with re-

juvenation for dual adaptive cluster head in
wireless sensor network is presented in figure 2.
In this framework we considered the system’s
survivability in different phases and different
actions. This model contains six states: Healthy
State, Detection State, Compromised State,
Rejuvenation State, Redundant State and Failure
State.

In rejuvenation state, software rejuvenation
methodologies are performed by the policies. In
the redundant state, primary cluster head is
failed by the active attacks;a protection switch
successfully restores services by switching to
the secondary cluster head. If both of the cluster
heads are failed, then the system will restore
the cluster by selecting the new cluster head.

We construct the state transition model to
describe the behavior of the dual cluster head in
WSN as shown in (Figure 2).

Let us assume that,

Hp-Healthy state for primary cluster head,
Hs-Healthy state for secondary cluster head
Dp-Detection state for primary cluster head,
Ds-Detection state for secondary cluster head
Cp—Compromised state for primary cluster

head, Cs—Compromised state for secondary clus—
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ter head.

Rp-Rejuvenation state for primary cluster
head, Rp—Rejuvenation state for secondary clus—
ter head, S-Switch Over state, F-Failure State

The various steady state parameters are

summarized as follows :

(Table 1) Steady state parameters of SMP

Probability of detecting attack for Primary

Pop Cluster Head

Probability of detecting attack for Secondary

Po, Cluster Head

Probability that a successful attack has been

P .
| occurred for primary cluster head

Probability that a successful attack has been

P
&l occurred  for secondary cluster head

Pup | Probability of active primary cluster head

Pys | Probability of active secondary cluster head

Mean time to resist becoming vulnerable to

h .
Hp | attacks for primary cluster head

Mean time to resist becoming vulnerable to

b attacks for Secondary cluster head

Mean time to detect attack when already
vulnerable for primary cluster head

hp,

Mean time to detect attack when already
vulnerable for secondary cluster head

hDs

Mean time to compromise an attack and apply
hep | appropriate strategy for recovery for primary
cluster head

Mean time to compromise an attack and apply
hes [ appropriate strategy for recovery for secondary
cluster head

Mean time to perform rejuvenation for primary

hep cluster head

Mean time to perform rejuvenation for secondary
cluster head

hRs

Mean time to switchover to standby component

hs for undetected attack

hr | Mean time that the system is in failure state

For computing the availability measure, first

we need to compute the steady-state proba-—

bilities{ %1 € X5} of the SMP states.

d; h;

7"V

ﬂi:—zdj'h/i,jEXS (1)
Where XS = set of States,
Xg= { Hp, Dp, Cp. Rp, S, Hyg, Dy, Cs, Ry, F}
We can assume that
di=embedded DTMC steady state probabilities
hi = mean sojurn time hi’s in state i € Xg
The DTMC steady state probabilities di's can
be computed as, d = dP 2)
where, P = DTMC transition probability ma-
trix

d=[dy,. dy. e, dy . Ds dyy . dys de dy o di]
dMd=1, Xy 3)
Rewriting equation (2) into the elementary

form, the following DTMC steady state proba-

bilities are made,

dpy, = dp,(1=pp,) +dp, +dg, (1=pg,) 4)
dp, =dp, 5)
de, =dp,Ppy (6)
dp, =de, (1=pg) (7
ds=de,pep ®)
dy, =dg+Dp,(1—pp,) +dp, +dp )
dps = dg pgy (10)
deg = dp, P, an
dp, =de, (1=pgy) (12)
dp=de, ey 13)

Solving the above equations, in conjunction

with the total probability relationship given by
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(3) gives,

_ (1 P, )
21 +Dp, ) ~Phy ) +Dc,DPp, (1 + Py, a +2PDS )]
(14)

Hp

3.1 Semi - Markov Model

In order to compute the SMP steady-state

probabilities(%:), it can be assumed that the
mean sojurn time of states be:{ hmp, hpp, Aoy
hep, hs, hrs, hos, hes, hrs, hrt

hH

P

e = Pe,p
[hy, +hy, + Py, [he, + (= pe Yy, + py bl +- ]
(-py,)

(A, + Py, (hp + Pphe,) + Py Pp (L= pe Vi, + Do b))

(15)
Tpp = hap%z (16)
Tep =Pop thZ_IZ)p 17)
Ty =ppp(1 —p@)thZ—Z (1)
Ts=Dpp p@h@%ﬁ (19)
T = ﬁ% H*%Z (20)
Tps = ﬁ—:zp)Pm DSZ—Z (21)
s :%pm Pps h&Z—Z (22)

PoyPoy T

L e (1 7p(?9)h1i’sh7Hp (23)

P, p s
Cp ¥ Dp Hp
F (1 P 5) Prs PpsPcs h b

Now we can derive the equation for avail-
ability and survivability.
The system availability in the steady state is

defined as
A= 1(7r5+7TF) (25)

The system is not survived in all of the reju-
venation process in the normal state, switchover
state, and the failure state. The survivability of

the system is defined as follows:
S=A-[1—mp) +(1—7p,)] (26)

3.2 Model Analysis for Software Rejuvenation

In this section, we illustrate the evaluation of
model with numerical results. To analyze the
SMP model, we need to set parameters for the
transition probability and the mean sojurn time
in each state. The following Simulation parame-

ters values of SMP are chosen for our analysis.

Mean Sojurn Time:

hmp = .5, hpy = 1/3, hep = 0.25, hgy, = 0.2,
hs = 0.5, hys = 0.5, hps = 1/3, hes = 0.25,
hrs =0.2 and hr = 0.5

Transition probability :
Ppy = Py = Pes = Prs = 05, 0 < Pp, <1
Pps = Ppp = Pos = Pus = 05, 0 < Pg, <1

A good system must be in compromised state
as short as possible. Accordingly we assume the
mean time of the compromised state is less than
that of both states Healthy state (H) and Detection
sate (D) in the primary and standby WSN-clus—
ter head. The mean time spent in the Healthy
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state, hmgp = hgs = 1/2 and the mean time spent in
the Detection State, hp,=hps=1/3 time units.
The mean time the attacker spends in the state
(C), hep=hes=1/4 time units. On the other
hand, rejuvenation must be faster than any oth-
er activities. So we assume that the mean time
of being in state R is shorter than that of S
and F state.

In the rejuvenation state, the mean time spent
by the system, hgp=hgr, =02 time units. The
mean time spent in the switch over state and
failure state: hs and hr are .5 times respectively.
In order to analyze the effects of the transition
probability at each states, the probability was
set a value between 0.0~1.0.

(Figure 4), (Figure 5) shows the relationships
between Pp and Pc. The availability and sur—
vivability are increased when the primary clus—
ter head can detect abnormal behaviors of the
system in the initial state before they are ex-—
posed to the attacks or vulnerable environments.
When Pp, is getting bigger (detection capa-
bilities in initial state are degraded), and the
availability and survivability of the system
are reduced dramatically. When Pc, is getting

smaller (the probability of state transition to

1.2000
1000 '\ki:t:::
0.8000 -

0.6000

0.4000 -

0.2000 -

Availability and Survivability

0.0000
0.0 0.2 0.4 0.6 0.8 1.0

Pv2  —e— Availability ——=— Survivability
(Figure 4) Availability and Survivability changes
due to Pop
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(Figure b) Availability and Survivability changes
due to Pco

rejuvenation state is bigger), the availability and

survivability of the system are increased.

4. Security Analysis and Discussion

4.1 Security Analysis

In this section we show some example for
explanation how our proposed approach are able
to countermeasure several attacks.

DoS Attack-Flooding. Wireless Sensor Networks
are especially vulnerable to Denial of Service
(DoS) attacks. A DoS attack is any event that
diminishes a network's capability to perform its
expected function. This type of DoS attack is
occurred where connection based communication
exists. Adversary node continuously sends a
flood of TCP/SYN packet to one node in order
to attack a target sensor network as almost no-
des of sensor network play a part in routing.

When a cluster head is attacked by the
attacker, the whole cluster could be easily
compromised. Cluster head is responsible for da—

ta aggregation and transferring aggregated data
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to base station. If cluster head is attacked, it
can bring down the entire cluster. So in this
paper we apply dual adaptive cluster head ap-
proach using software rejuvenation. If the pri—
mary cluster head is compromised then it will
switch to secondary cluster head with a very
short time and then the whole cluster will be in
normal condition.

Buffer Overflow Attack. The cluster head
sensor node has a buffer memory and when
software is executed in sensor node the varia-
bles take place in memory space. Sometimes
this buffer memory overflows due to many ap-—
plications running. So in this situation if we are
able to apply software rejuvenation, it will clean
up the memory and prevent the cluster head

node from buffer overflow attack.

4.2 Discussion and Future work

Software rejuvenation methodology doesn’t
need any additional hardware so it is cost effec—
tive technique for increasing the survivability

using the software rejuvenation in dual adaptive

(Table 2) The Comparisons of Previous Approach
and our Proposed Approach

Previ
A;Z\r];)(:l?l Proposed Approach
f
SO. tware. Software
rejuvenation . . .
but there is no rejuvenation using
Method Markov Model for

specific technique
for software
rejuvenation.

dual adaptive
cluster head.

Shows high
survivability level
in face of attacks
by having dual
cluster head.

Not clearly

Flexibilit; .
exibiity mentioned.

cluster head of wireless sensor networks. Our
future works include that to apply our approach
with real WSN. And we will perform more
experiments and verify our methodology in
Dynamic programming manners. In the follow—
ing table we show the comparisons of pre-
viously proposed mechanisms and our proposed

approach for sensor networks.

5. Conclusion

Earlier sensor node security mechanisms al-
most focus on ensuring the confidentiality and
integrity and authentication way. So in this pa—
per we proposed a framework of survivability
model with software rejuvenation and redundant
recovery approach for clustering in wireless
sensor networks. The modeling framework for
having dual cluster head provides better under—
standing of the survivability requirements in
WSN. This approach can increase the whole
network survivability by increasing the cluster—
ing survivability having dual adaptive cluster
head in the face of attack in the wireless sensor

networks.
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