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PE Header Characteristics Analysis Technique for
Malware Detection

Yang Seo Choi** - Ik Kyun Kim** - Jin Tae Oh** - Jae Cheol Ryu***

ABSTRACT

In order not to make the malwares be easily analyzed, the hackers apply various anti-reversing and
obfuscation techniques to the malwares. However, as the more anti-revering techniques are applied to
the malwares the more abnormal characteristics in the PE file’'s header which are not shown in the
normal PE file, could be observed. In this letter, a new malware detection technique is proposed based
on this observation. For the malware detection, we define the Characteristics Vector(CV) which can
represent the characteristics of a PE file’s header. In the learning phase, we calculate the average
CV(ACV) of malwares(ACVM) and normal files(ACVN). To detect the malwares we calculate the 2
Weighted Euclidean Distances(WEDs) from a file's CV to ACVs and they are used to decide whether
the file is a malware or not. The proposed technique is very fast and detection rate is fairly high, so
it could be applied to the network based attack detection and prevention devices. Moreover, this
technique is could be used to detect the unknown malwares because it does not utilize a signature but
the malware’s characteristics.

Key words : Malware Detection PE Header
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