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Design and Implementation of Safety Verification
System for Application Software

Wooyoung Soh*

ABSTRACT

A safe computer environment is necessarily required for computer users, because of a damage is
widely increased by a malicious software such as the warm, virus and trojan horse. A general
vaccine program can detect after the malicious software intruded. This kinds of the vaccine program
show good result against a malicious code which is well known, however, there is no function in the
vaccine or not enough ability to detect an application software which a malicious code included. So,
this paper proposes an application verification system to decide existence and nonexistence of a
malicious code in the application software. The proposed application verification system with a
mechanism that grasps the flow type of malicious code, can make a reduction of a damage for
computer users before the application software executed.

Key words : Detection of Malicious Code, SVS(Safety Verification System)
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2.1 ITS4(lf's The Software, Stupid-
Security Scanner)
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#include "test.h"
int main() [viegallima c]$ itsd testl.c
{ test1.c:3: (Very Risky) strepy
int strepy; This function is high risk for buffer overflows.

return 0; Use strncpy instead.

}
44 3E 1TS49 &% A2 2 3

(a2 1) ITS4 EAE A}

(228 DE A 24 944 glo] Ao
435 AR 2o

7R %A (False Positive) #4] ]

2.2 SLAM(Specification Language for
Interface Checking)
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Example () [ lock()

72 dod
lock():
old = new:
Fd ir (=) {
F unlock():
new ++;
} whils (new 1= old): | "MlockO lockO
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5 unlock ():
return:

1

(23 4) lockz} unlockoll cHst FAtst malnl
=

m_u
2
Y
» o

7] el A-gAde
=4, SLAM¥} BLAST+=

vice driverol] thak QA Aol Eﬂéﬂ TH4E T
=]
L

3.1 &AL

N
E
ot 40 o N o
o rlr wi of =
y 2 2> I
5 2
> o
oo U
)
=
)
oo
ofo
[k
ot
d
i)
lo

2

N o
)
1o
[
[>
=i
iy
to, &
®
ot
it
o
Mo
o
_0|L
X

% o
k)
kD
Rl
re

o i
a
=2
Rl
rlr
aY)
SN
ol
_&
Ach
it}

i

L& oy dorf o oof
EEREI-S

“g J\-U
ey
O e M o

>
L

oo
ol

2

o
N
oX 4
o

fu

rlr
l-ﬂl
L
8|5

o

=
fo

L

3
_V‘l

il

il
]
=
oz
o
%
v

o}
Parser¢} Control Flow Maker® /3 Eat
= B nEe A BEA AFEEHE =
SEVIS DA YE Adl 479 doi2 54
FNREE AR, F ZEA2E &
HEE F A A He Z}% Graph
Generator2 #43}o] FSA A8 ddoj2 BAls)
I Agsth AAF EEe o dAldA A" F
7k A

= S o] gt i A= el o

il



I
FEEETTS &£43C

Node & Arc Generator

_____ Control Flow Aaker

—
Rule Repository

Malicious Code Detector Vulnerability Detector

e [ Control Flow Compactor |
]

-‘ Malicious Code Detector
-

[ control Flow spliter |

Vulnerability
Tnformation List

Vulnerability Detector

]_

s AT w3 HAF REolM e Tk
oF oy Y2EE UxFoFH ZRIH |

o] HEolo] oz AYAHAK LZEg 0] F

kS Vulnerability Detector® Z3 ©A 3o},

npA o 2 g gXo] wE Hiel #iALE

< ReporterE E3f =%t}

Parser //Control Flow Mﬂker\\
=2 8% T S
we ]

e
oL
==

Control Klow Compactor

(28 7) Parser Z&1} Control Flow Maker
DES &AAFE AMIEE

e

= ks 8 LZEdo] dHA

T 727
2017 4] Re.d Hat Linux release 7.3,
Windows XP
N = Borland JBuilder 2005
A e J2SE 1.4.1.07
Iz golr g g JBCL, RC

4.2 2A3E MMM HFE AM2AH AN

ol
il

Lol AAG HS ARl Mg Fad
Aee 33} H2 Malicious Code Detectore}
Vulnerability Detector o]t} 22X Eg o] HFS
A% 2AJMFT A=l AHEY 55 F AR
71ed 4 9tk A WA= Malicious Code De-
tectorol] 93k AT Bx] EEo|a F WHAE=
Vulnerability Detectorell &3+ A EJo] F oA
G2 s Eo|th ARGRF SIEH o] 2ol A A

tdzmE €z 522 7|&3tm ¢tk Malicious
Code Detectore olele] GAIE AX dHI=E
g1 &A@t

9A 1 g Z=E A — targetcfg LS
324 — repository ] cfgell A% —
Malicious Code Detectorel Al A&

@A 2 rulemeta Y-S EE — target.cfgE
o] &35t 3 d¥td F= ZES
%% — target.meta.cpt 3o 7] =
reposiory 2] compactell A%

@A 3 target.meta.cpt ¥ YL I} rulemeta LS
z7] 74, T4 dE, deo] e U
22 W3l - 35 ©HA - JgdIE
o] ZEo R i) H= HAEE target.
meta.chk ¥4 & XA — repository 2]
checkedoll A%

!




196 2 - Eot =& HM8A M4=(2008.12)

@A 4:etdaEe] 5508 4] HE 3= 4.3 2ATE OHHY AT AAH 4R Y HAE
= YA F =9} vlal — target.meta.pat
stee] 714 — repository 9l violatedel B =B A] AAE A AEe gEas oA
A7
ol HA o 3 _
E}ﬁﬂ 5: ‘:H}\O],-:ﬂ\’: HE}. E]_O]JA] . rulerep 031‘11 7] i "l»——i GCC(gCC 2.96), JDK(]ZSdk 1_
H3dg 2= — AE B 4 1_07-fcs-linux-i586), MCD(Malicious Code De-
o} [ s =X =] & = o} HE] urE
A 6: S FEHS BEE — L7ﬂﬂ 258w tector-med.tar.gz) S $oJake] HAE ST}
oMy mEol EPE 0F AsmEE gYes
target.c ??l' Eﬂ-}—\—E‘- 7537’]' (:7—% 8) ]’ 2o ] ‘getpass 'ﬁ'a ‘?’]
— Repository — . - . -
¥ ‘getuid TFE YWY, ‘email TFF YWV, ‘getenv
cf - targel.cf: AAFE - -
ke & WP ‘emal systemcall T+3& 9HF E-Eo]
ir meta |- —— r nie.meta - —- 5% FA Y, 77te] BE2e 2 49 guss
i le. transifi = - - -
| o | DEF YmES FHE =E5F0] ‘Com-
| et - N
| [ N I e ments’ 3} ‘Code Flow' #oll Yeldtt. ‘Source
| - == mle.meta -—
| = .
i Code’ Ao+ ‘intruderl.c’®] AA~FE=7F UERH
i ] Malicious Code Detector R N
| ‘Code Flow' 39| 7} 54 el 28 A 8134
|
: E asms g gelEs FAsYL,
i targél.meta.;gl
! "-...| Malicious Code Detector
{ TN : ot 3= AZ 51
} target.meta. pat "
i e 6.4 &
> HE
R mierep —-—-—-— Repod ———r2=
(18 7) AA3E HMA HAS A|AHO| Xz egETE EgFEo] A s Wl
s5E =20 F 7L ek 44 A8 A oA
Target I Make [ Merge I Exit
frootlestscenario/muilii-source/intruder-new 1 .c
frootiest'scenaric/muli-source/intruder-newea2.c
‘rootiestscenario/muli-source/intruder-new3.c
froottestscenario/mubli-source/intruder-newa.c
frootlestscenario/muiliiF-source/intruder-new 5.
frootilestscenario/muli-source/intruder-news.c
frootiest'scenaric/muli-source/intruder-new 7 .c
Main File /frootiest'scenariof/multi-sourcefintruder-newl .c | | |
Malicious Control Flow [ Malicious Functions |
m Error List ||| m Comments |
Qelpﬁ-ﬁ-ﬁ‘ﬁl 2 YOl B2 T2 MHZE TS SEEASE IS

(atE 0 stE IR e 0 RS LD
|8 = A2 D2 RS0 BEE R
R BT E - TE = T =T

I BESE ChAl =St AR

m Code Flaw

m Source Code

rootiestscenario/multisourc] -
Sroottest/scenario/multiiFsourc
Sroottest/scenario/mulii-sourc
Sroottest/scenario/mulii-sourc

4 [ =] |

6 - oM pimpTihem);
7| i[7 - wvoid fakelogind);
18 - void stiystufi();
g - woid emailus)y;
froottestscenario/muliscourc]{ =| |10 -
(11

2 wokd maingdy

(a8 8)

=

SEEISE

Xz

ZAn



[y
¥o,
s
of
i)
ru
tlo
2
>,
_0|L
32
o
>,
o
N
of
oft

o o

lolv
N
-~
>
H .
o 0

_O‘L
e
12
oX,
2]

o W™
lolv
Moo

2 R
M
oy =t o

o i
[
[>
%,
o

2,
>

2
>
>,
>

i
M
=
X
rlo

o

N

2o ogh re

dned

[1] John Viega, J. T. Bloch, Tadayoshi Kohno,
Gary McGraw Reliable Software Technolog-
ies, “ITS4: A Static Vulnerability Scanner for
C and C++ Code,” http://www.rstcorp.com.

[2] InterPay, “I-pay product web site,” http://
WWW.1pay.com.

[3] Thomas Ball, Sriram K. Rajamani, “The SLAM
Project : Debugging System Software via Sta—
tic Analysis,” POPL 2002, pp. 1-3, 2002.

[4] Thomas Ball, Sriram K. Rajamani, “The SLAM
Toolkit,” CAV 2001.

[5] Thomas Ball, Sriram K. Rajamani, “Automa-

olo

0fo

ATEY0| AY HS AAH 47 L FH 197

tically Validating Temporal Safety Properties
of Interfaces,” SPIN 2001, Workshop on Model
Checking of Software, LNCS 2057, pp. 103~
122, 2001.

[6] Thomas Ball and Sriram K. Rajamani, “Boo-
lean Programs : A Model and Process for
Software Analysis,” MSR Technical Report
2000-14.

[7] Thomas A. Henzinger, Ranjit Jhala, Rupak
Majumdar and Gregoire Sutre, “Lazy Abst—
raction,” In ACM SIGPLAN-SIGACT Con-
ference on Principles of Programming Lan-
guages, pp. d58-70, 2002.

[8] Thomas A. Henzinger, Ranjit Jhala, Rupak
Majumdar, and Gregoire Sutre, “Software
Verification with Blast,” Proceedings of the
10th SPIN Workshop on Model Checking
Software (SPIN), Lecture Notes in Computer
Science 2648, Springer—Verlag, pp. 235-239,
2003.

[9] See the Tutorial Introduction section in the
“BLAST User’s Manual,” http://cad.eecs.ber
keley.edu/~tah/blast/, 2004.

A9
19799 Fobeheta A7 4ok}
(o] 3tA})
1981 A oheta A7) 4okt
(ol 344

19909

19961 g abeal 2974



