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MFT-based Forensic Evidence File Search
Method Using Direct Access to Physical Sector
of Hard Disk Drive

Yosik Kim* - Myeongryeol Choi* - Taejoo Chang* - Jaecheol Ryou**

ABSTRACT

According to the capacity of hard disk drive is increasing day by day, the amount of data that
forensic investigators should analyze is also increasing. This trend need tremendous time and effort
in determining which files are important as evidence on computers. Using the file system APIs
provided by Windows system is the easy way to identify those files. This method, however, requires
a large amount of time as the number of files increase and changes the access time of files.
Moreover, some files cannot be accessed due to the use of operating system. To resolve these
problems, forensic analysis should be conducted by using the Master File Table (MFT). In this paper,
We implement the file access program which interprets the MFT information in NTFES file system.
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We also extensibly compare the program with the previous method. Experimental results show that
the presented program reduces the file access time then others. As a result, The file access method
using MFT information is forensically sound and also alleviates the investigation time.

Key words : NTFS, Master File Table, Digital Forensic, Hard Disk
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