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High Availability and Load Balancing for Virtual
Private Networks by Multiple Links

Jin Baek Kwon*

ABSTRACT

A combination of VPNs and dial-up access, such as DSL and Cable, usually provides the cost—
effective solution as the substitution of private networks on high-cost leased line. The business
demand for high availability has increased with VPN spreading. This paper presents the schemes for
a high availability of network access and a load balancing of network traffic in VPN gateways by
using multiple links or multihoming capability based on active-active approach. The high availability
and load balancing of network links can be achieved by duplicating external network access into
multiple independent links. This can provide a continuous network connection to internal users even
if one of the links is failed. Moreover, it can provide twice network bandwidth by distributing the
traffic into the links. Static and dynamic algorithms are proposed as the load balancing algorithms.
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