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An Log Visualization Method of Network Security
Equipment for Private Information Security

Hee Youn Sim* - Hyung Jong Kim

ABSTRACT

Recently, network forensic research which analyzes intrusion-related information for tracing of
attackers, has been becoming more popular than disk forensic which analyzes remaining evidences
in a system. Analysis and correlation of logs from firewall, IDS(Intrusion Detect System) and web
server are important part in network forensic procedures. This work suggests integrated graphical
user interface of network forensic for private information leakage detection. This paper shows the
necessity of various log information for network forensic and a design of graphical user interface for
security managers who need to monitor the leakage of private information.
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18:23:36 IN =eth0 OUT =ethl SRC =192.168.0.11
DST =203.246.40.46 LEN =40 TOS = 0x00 PREC
=0x00 TTL=127 ID=787 DF PROTO =TCP
SPT =1175 DPT =80 WINDOW =0 RES = 0x00
ACK RST URGP =0

18:23:36 IN =eth0 OUT =ethl SRC =192.168.0.11
DST =203.246.40.46 LEN =40 TOS = 0x00 PREC
=0x00 TTL=127 ID=78 DF PROTO =TCP
SPT =1169 DPT =80 WINDOW =0 RES = 0x00
ACK RST URGP =0
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[#%] SCAN nmap TCP [#*]

03/27-01 : 57 : 52.780526 172.16.4.80 : 39002 —>
172.16.2.34 : 21

TCP TTL:58 TOS : 0x0 ID : 28513 IpLen : 20
DgmlLen : 60

sxk Axkkx Seq s 0xHB0E33D1 Ack : 0x0 Win:
0x1000 TcpLen : 40

TCP Options (5) => WS :10 NOP MSS : 265
TS 11061109567 0 EOL

[#%] SCAN nmap TCP [#*]

03/27-01 : 57 : 52.780621 172.16.4.80 : 39004 —>
172.16.2.34 1 1

TCP TTL:58 TOS : 0x0 ID: 19632 IpLen : 20
DgmlLen : 60

sxk Axkkx Seq s 0xHB0E33D1 Ack : 0x0 Win:
0x1000 TcpLen : 40

TCP Options (5) => WS :10 NOP MSS : 265
TS 11061109567 0 EOL

>
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3.3 Apache 23

61.79.100.140 - - [12/Feb/2004 : 09 : 00 : 00 +0900]
“GET /kr/images/4wd/left_menu/l_sub_08.gif
HTTP/1.1” 304 -

21.120.128.117 — - [12/Feb/2004 : 09 : 00 : 00
+0900] “GET /kr/images/mypage/td_space.gif
HTTP/1.17 200 67

61.79.100.140 — - [12/Feb/2004 : 09 : 00 : 00 +0900]
“GET /kr/images/4wd/left_menu/l_sub_09.gif
HTTP/1.1” 304 -
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