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Distributed Authentication Model using Multi-Level Cluster for
Wireless Sensor Networks

Jong-Whoi Shin * Dong-Young Yoo * Seog-Gyu Kim

ABSTRACT

In this paper, we propose the DAMMC(Distributed Authentication Model using Multi-level Cluster) for wireless
sensor networks. The proposed model is that one cluster header in m-layer has a role of CA(Certificate Authority)
but it just authenticates sensor nodes in lower layer for providing an efficient authentication without authenticating
overhead among clusters. In here, the m-layer for authentication can be properly predefined by user in consideration
of various network environments. And also, the DAMMC uses certificates based on the threshold cryptography
scheme for more reliable configuration of WSN. Experimental results show that the cost of generation and re-
configuration certification are decreased but the security performance are increased compared to the existing method.

Key words : Wireless sensor network, Multi-level cluster, Cluster head, Distributed authentication, Threshold
cryptography
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