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Design and Implementation of the RDF Web Ontology Access Control

Model based on Oracle VPD

Hyejin Jeong - Dongwon Jeong

ABSTRACT

This paper proposes a new implementational model based on the security model of Oracle for Web ontology.
Recently, several access control models using relational database security model for access control to Web ontology
have been developing, and one of the most representative access control model is the RAC model. However, the
RAC model is based on the standard security model, and thus it does not provide a implementational model for
practical relational database management systems. In this paper, we propose an implementational model based on
Oracle which is widely used and providing various security policies. This paper shows the implementation and
experimental evaluation. Especially, the proposed model uses the VPD security model of Oracle and support high

application and usability.
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25 o|gRIth E3F WA glojefuo] 2] Kok Ruls
o]-85}o] RDF go]gjof tigh Bk e 4=¢ahA| =
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“g20]| w2} E(Roles)& WA ORIt o5 915 GRANT
ALkS o]-g-sto] 7+ Eof Ak Authority)S Fofgich 4
ol 52 574 ARgALo] Fojulo] T Alo] A A
g3tk

RDF 2E2A= 34 Se29f 1o sidst= AAl
AUAHAT SHTh oA 713t GRbAl Al S
2 i} AR grdlo] R FUSHA A-EE ol
o] theh Ak 2a o Bt IS AdH: ol
Sefaohs g Qadae gHolgol A A Aol o

2 Rolehs 499t B2 AT Yol el 7

A CIOIEIH 0 2 A (Relational Database Area)

2HE 2ot 2yl
(Relational Security Model)

[ ROLE ]
[ GRANT ]
gaHi‘%g/_/ \Pi\ai
= A A
Ef|0] £ (Tables) T== » H(Views)

39 1. RAC g =g



22t2 VPD J[gte| ROF ¥ 252X HZ HMo| 22| 47 % 78 |

P 2eA9 Aol Hol
QAEAE AgRiThE 7ol o]
- RACEES] 7142 AT At

2.2 221&F VPD

VPD(Virtual Private Database)= H|o]EjHo]2 2}
9] FGCA(Fine Grained Access Control)Q} “secure
application context”Z £33 HoF A IO M
o|zo}2lt.

VPD(Virtual Private Database)= 31} & #lof 4]
glojelols st Ao12 9i8h 2k A3 AL TKss

7 gk 7]EH 02 VPDE 1ojo] VPD RSt Hahe A
B3 Hols, ot 22 AAE dA|28k= SQLE] &
A%l WHERE A2 S8ty HkF H2S glojejH]o]2
Ao 23 Fofstal ARgAREe] HlolEE AT )
ot HoF S AFsAor A8l ol dlolH
Hloj2 AA|(Elols, Fretk Z2)ol ek ARt #E7iA]
o] Hekg Aeiet o= Qlrk

877k 9212 VPD wet Aol ofa) e eo]
Bo|u} Hol 78 AAE A-7HHFHo= z%:L—.g—]._,_x} )
ul, 9242 glojelol Ak A8 A0] SQL B EHoR
Sl oleid WAL Het HAL Tt B o
of Hi2kel WHERE &, £ PredicateE AJAJSIc) 18|12
2 SQLEO| 29l WHEREAS 27157 Slajas
1% 204 Hi= 1}k Zro] Policy Function HA A<]
5lal, AAE Policy Functiond A&of] HEsfjof 3ich

VPDE o|g3to] tofgfo] ok Hel e e
o A ARgALe] o] o] FofA{of jith. AMSARE 7
Ha7] fleide WA FAT Aol uket Adstst
o] 120 AWML H8e3l= vyl 128 AYAISHR] k1
REAlA AR A gale o] ek A WA W

Oracle VPD

Policy Function w
attach

1% 2. Oracle VPD L%

B, A4S BT AR el 9 A8
T AL 252 A8 YallAl+= dbms tls.create policy
roup 0|t} U AR 48T B0l 4
A=l tﬂ‘ﬂﬂﬂﬂ |20 HE2 g, ZF ARGA]
sto] T2 A8 ook 37| ueoll ERAE /g6
ofgttt. TIF Aol olFojAY ElolES 9I%t VPDE
33tk 24 VPD 7]Hk2= DBMS RLS PL/SQL
h7]7]of) ola) AojEick. ol QAEAS EAS AelA
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o] ofd F& H =4
predicate YE9] 7lo] rdfs:subClassOf
userd

o] ol subject, object BE HL FX4]

users subject®} object®] Staff HL &4
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E 2. A9 oA

A

Q1 |select * from RDF_graph;

Q2 |select * from RDF graph where Predicate="rdf:type’;

Q3 |select * from RDF graph where subject="Staff’;

Q4 |select Predicate from RDF _graph;
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(1) Policy Function A§4
create function func3(p_schema varchar2,
p_obj varchar2)
return varchar2 as
r_val varchar2(1000):=",
begin
if (sys_context('userenv’,
'SESSION_USER')="USER3') then
r_val:='Predicate="rdfs:subClassOf";
end if; return r_val; end;

@) Policy A4

execute dbms_rls.add policy(
object_schema = 'manager’,
object name = 'RDF_graph!,
policy name = 'policy3',
policy function = 'func3',
statement_types = 'select’ );

(1), (2) 9|4+= Policy Function F-E-of4 AREA}o] T
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SUBJECT PREDICATE DBJECT

nancy Staff

Staff Female
spencer moveCheese
Hale Person
companylUan 25088
frances Female
eatCheese Book

HMiniVan PassengerVUehic
johnSmithcar fred

fred Staff

Truck HotorUehicle
PassengerVehic 127

Female Person
HotorUehicle Person
Person Book
PassengerVehic HotorUehicle
spencer Person

Staff Hale

spencer eatCheese
moveCheese Book

Uan HotorUehicle
HiniVan Uan
johnSmithcar PassengerVehic|
companylUan Uan

frank frances
nancy companylan
frank Staff
primaryDriver driver

28 rows selected

Q22 VPD 7|tk RDF ¥ RE

29 6. user2] Hjgt Q1] Ho] A}

SUBJECT PREDICATE 0BJECT

Staff rdfs:subClassOf Female

Hale rdfs:subClassOf Person
MiniVan rdfs:subClass0f PassengerUehic
Truck rdfs:subClass0f MotorVehicle
Female rdfs:subClassOf Person
PassengerUehicrdfs:subClass0f MotorUehicle
Staff rdfs:subClassOf Hale

Uan rdfs:subClass0f MotorVehicle
MiniVan rdfs:subClass0f Uan

9 rows selected|
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2X F Mol 229 47 & 7

# 3. Ao e A3

Z9] | userl | user2 | user3 | user4 | user5 | user6
Q1 D Pe | Pr | Px | P | P

Q2 D D Pr Pr Pa

D
()3 D PF PA PA D PA
()4 D PF PT PA PA PA
*D : H2u} “Pr: YR RE HTEE
“Py A BIHE R ]
* Py : Jele] dlole) HslE

|— . GRANT —— Policy Function

23

1 12 23
2 MO & =

a9 8. B4 i

2 # 520 Helel A0 sig
o o Hsel A el okl e o)
2 Ao 01511:4
of, Qlole] dlolelo] thtel Y fﬂo] 9= users = <)
ole] dolele] thstol Kol SHEHT) TejnE ALER
2 Alo) 210] ek dojo] dhet 8% B A
ofelz 2 ol & 5 Sk

2% 82 41 Alo] 7212] 40f T ¥, GRANTS}
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(1) user2& $J3t Policy Function @ PolicyA*d

e Policy Function A34

create function func2(p_schema varchar2,p obj varchar2)
return varchar2 as r val varchar2(1000):=";

begin

if (sys_context('userenv','SESSION_USER')='USER2")
then r_val:="Predicate is null';

end if} return r val; end;

e Policy AJA

execute dbms_rls.add_policy(object schema—'manager’,
object name = 'RDF_graph', policy name = 'policy2',
policy function = 'func2', statement types = 'select’,
sec_relevant_cols = 'Predicate’,
sec_relevant_cols_opt—dbms_rls. ALL_ROWS);

Q812 VPD JlEto| ROF 8 2E2X| 2 Mo 20| M7 U 7

(2) userdE $J3t Policy Function @ Policy ¥4

e Policy Function A§A

create function func4(p_schema varchar2,p obj varchar2)
return varchar2 as r val varchar2(1000):=";

begin

if (sys_context(‘userenv','SESSION_USER')='USER4")
then r_val:='Predicate="rdfs:subClassOf";

end if; return r val; end;

e Policy XA

execute dbms_rls.add_policy(object schema=—'manager',
object name = 'RDF_graph', policy name = 'policy4',
policy function = 'func4', statement types = 'select’,
sec_relevant cols = 'Subject, Object’,

sec_relevant cols_opt=dbms_rls. ALL_ROWS);

(3) user5E $J3t Policy Function @ Policy*§4d

® Policy Function A§4]

1) create function func5 1(p_schema varchar2,p_obj
varchar2) return varchar2 as r_val varchar2(1000):=";

begin

if (sys_context(‘userenv','SESSION USER')='USERS")

then r_val:='Subject!="Staff";

end if; return r val; end;

2) create function func5 2(p_schema varchar2,p obj
varchar2) return varchar2 as r_val varchar2(1000):=";

begin

if (sys_context(‘'userenv','SESSION_USER')='USERS")

then r_val:='Object!="Staff";

end if; return r val; end;

e Policy XA

1) execute dbms rls.add policy(

object_schema=—'manager', object name = 'RDF _graph',

policy name = 'policy5_1', policy function = 'func5 1",

statement_types = 'select’,

sec_relevant cols = 'Subject’,

sec_relevant cols_opt=dbms_rls. ALL_ROWS);

2) execute dbms_rls.add_policy(

object_schema='manager', object name = 'RDF_graph/,

policy_name = 'policy5_2', policy_function = 'func5_2',

statement_types = 'select, sec_relevant _cols = 'Object’,

sec_relevant _cols_opt=dbms_rls. ALL._ ROWS);
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