(A=) Hankook Kwanghak Hoeji, Volume 19, Number 3, June 2008

DOI: 10.3807/HKH.2008.19.3.237

x| & S=7] XOR =2|HI0|ES 0[Szt 10 Gbps TH&

HET - e

or55t AARID| 754

(20089 59 239 HH2, 2008 6

A el glzolA] ol g Rl AAHALE QrEslel e WHOR, WEA] B $37] XORYe] Acl=S ol 89 Ay ¢Esh AL
AQtatich. Al2glel WS A2t st AR Tl TS WEA 2] S1s) B Hheksteady state) kA e ol (dynamic)
ofet HARRARE Al olol ek AZiet A5 9hgo] glo] 10 Gbps SmelA UUFAR] wEA] F $27]0] A4 AdS B
A Azl vhet gasiet siso] 4wE 4 oS HAmAe Agel ofF ke Ba) MelEgich

ZFA|o]: Logic-based optical processing, Optical logic, Semiconductor optical amplifiers

LM B B3 AP ARl AT Aol JFS mAE ArES
w43k
B 234 EelgRl Be ATAS gexel A
FAR AAAT Qe Telm 234 WY Yok o8 IL CIXQIRIE|t MAARRA
w10 Gbps ool AEHLE ol§3 & Y FHE

tio
> O

)
[

8ol A} =3 RE A FEE vt Atol tigk
< AlEsiA AAZRL ek tiEAQ] 2 F obd = T
AE9 A E|(all optical analog to digital converter),!'! 23} <]
7] A4 wxe)(all optical read only memory)” 12|31
oFssHall optical encryption)®” So] 9lch 1L} o] A3]
ofefat 3 5|2 Alawe] S 7T ¥ waEw

=2 =232
Yelofgli AAelR ciztel WA FHoiA glo] Ag
o} st ATASNA olelge Wrlx Yk Edh

¢

ot

g

s
382 AAH9 stegolE Rkl HAt 3= fAkl W2
o olsfs}/] olRw, ofn] ShlEolgl ARSI T2l
WS olge) £Y we Ao @ =S A sk
ojgfgo] ek & A-tollA= AP XORAP|EE 7] +
q aAm Agstel, 7120 s e axslE oas
A5 It o83 XOR 42 s}t A|AHE s Hlkrh
WX 33 2E7] 9)(SOA: semiconductor optical amplifier) AF
3 o|EHHZE(XGM: cross gain modulation) ©]-83F A3 XOR
=2 AP|ES o] g3t Ll 10 Gbpse] £z do]
B9 orEsh mEshh JhsEhe Mol Flon AAEAE

0.

!

TE—mail: slee@kist.re.kr

237

ARtz ot Ho ot AL 19 1o ArEo] glo
o o7\ A Pi, Ki%} Cie 2+ H(plaintext), 7|8~ E(keytext),
Yo E-A(ciphertext) UEbdHTh ¢Fo 3} 3AJS A EH, F 7Y
o] BlEH| I Z2Z7]Z(SOA-1, SOA-2) o]&3l “Pi XOR Ki”
Aito] aYEw 1 el ohgat Pk WA PicKi B 9
Ato] SOA-104] =88 =] 3(SOA-19]] T3] Z2H (probe)Al S
22X Pi, HZ(pump)AlZE Ki7} AHEE) SAlo] SOA-20] A4
Pi-Kio] $=3EItHSOA-29] 3}l ZZ=H (probe)Al s 2 Ki ¥
Z(pump)4l T2 Pzt AMEH). Lelal F AEE Fl Pir
Ki®} Pi-Ki & A57F GaiAA Cizl fojAn ojuf “Ci =

. Ki
Pi -~
—)‘ SOA-1 ‘
Gi
Optical XOR Gate .
Ki
N B

. Ki
Ci <«
—)‘ SOA-3 ‘
Pi

Optical XOR Gate

|
...............................

A FEIYETE AAF Y] R A ORI Qe
Bl 3 ZZ7]=(SOA-1 & SOA-2, SOA-3 & SOA-4)
3hte] XOR ARIES A5t hE3te} HEslof| AL

gEla gk



238 a=geEks|A] A9 A3, 20089 6

Pi XOR Ki"7} 9}, The-0 2 Basjo] giaja] A, 7+
& 482 S|4 SOA-3T} SOA-40| 4] Cigfkio th3] XOR

Qo] o]0l 4 gL & 4 ek Bt A ()}
e AikE o dEIt aEaL 4 (2)9‘} a2 A4tol
olg) HEslE AT AL 4 PSS o 4 9k
Ci = Pi XOR Ki )
Pi = Ci XOR Ki = (Pi XOR Ki) XOR Ki )

HIE A 3 Z3E7)9] AFS o] EHREA

s waal] Sl
Sal= A (3)3} A (@)l M9t tehdl X137 4l THpropaga-
tion equation) B|-&W7g 4 S(rate equation) ©]-&ste] 44
B AAALS ekt oln) 92l A4t B

R E_E_
7] 913 A ()9 2ol AEFoz Ay YAl WHstol
AAEARE e SRl

da 1 (-ja)a,

a / Vsl

£V y iBe e S O)
m=cpp,shb.,ch 1+]AW T A

i m

dN L_E_g(N)‘ ‘

dr qv
1 2 2 @

where 7.=———, |E|"' =) |a,| /A4

*  A+BN+CN’ 1 Z e
ta,(z)=a,(0)+

(1-ja)a 5
3! a
ReW) (s 0-ite. ., |75
0 m \ Awy; 1+_]AC() T l o

3 12 WHeR] F SE7]9] MAkm Ao ARg-E ulj 7

S yehfa Aokl Aassts 3 mheler ARl E}E‘r
t&o}t S 6,0t 1ol tlaiMe & A 4] g
= [UTypp/ B0} Ty = V(A+BN+CN (Ll ho o) E) S ©]8-3)
AAFEQITE R AAEAL BEe o JH Q] upte] o]
53 7FEstAIRE -2l shube] aPduRE: o] 8-5k3l o 1550
nmz =3 =ik 300 umZo]o] BhEA| F FE7]of i)

300 mAQ] L= ARFE 71ASIe] ASolE HE EXo] B
A%|9jc} 10 dB 4|2 HIZAFOK“1” = 10 dBm, “0” =
0 dBm) TEHAFE(“]” = -10 dBm, “0” = -20 dBm) 3¢
AA FAE d EYOR o= A5 AAATE] AgH]
L oogk s dBﬂEi =24 golt) 13 22 Ef) z2H &
T2 2 g A ghE A He A g
o]

oA P

Qg % gtk Z WE gJeigo] “0oln ZRE g
“17¢) BSogh ZER FolIvo] Hi S & 4 grk
4 QeI & 4 Fo] BEYY Asel Zgn

| H=
59| o] FHol AA 5o
Eo] o]5o] HAY o 4% o5
o}—o}tq/q HI AS 94. Z2H A

Wk Qo g 2

2 7]&0jof glt}. & 1Y 204 Hi= ule} Zro] Ysk= A
o5z 712717t e FYolA AT ¥ 219
S 248 F=ofof gt

A e Srto 2 HE] AXE o] Lol Y bl
£ o)gd ¢raslel BEsl AL By 8l TtEArE
(dynamic) HAAFEARZE 3 =] ole 4] (6)& o]&3t
Y A o](transfer matrix method) ARgE] gl

E LA @ 22709 ofEes

alz) complex amplitudes of the signal fields
q electron charge
N carrier density
z propagation axis
1 current
i, j, k1 index of different wavelengths
Awy frequency difference (& —a)
g modal gain g(N) = /a(N —No)
a material gain = 2.7x10° cm’
I confinement factor = 0.4
No Transparent carrier density = 1.9x10" cm?
«a linewidth enhancement factor = 10
Ve scattering loss per unit length = 34 cm’!

inverse saturation powers from the nonlinearity

n shb: 091 W', ch: 1.62 W'
G, contributions of linewidth enhancement factor
' shb: 0.21, ch: 2.81, cpp: 10
relaxation times
T)ﬂ
shb: 0.036 ps, ch: 0.52 ps
carrier population pulsation (cpp),
index m spectral hole burning (shb)
and carrier heating (ch)
14 volume of the SOA active region = 5.04x10™"
4 cross-sectional area of the SOA active region
) = 1.68x10” em’
A B C recombination coefficient
> A: 1x10% 57, B: 2.5x10" em’+s”, C: 1x10% em®+s!
. 12 T
= Probe input =-10dBm
=R (1] S — —@— Probe input=-20dBm |
ot —&— Probe mput =-30dBm
[
g 8 1 e I E
2 S (Pump level Probe leyel)
B 6P e N\ T s
& P o s s Pump
g /) S f— . ...t Probe DS
3] : : : : : i P
o ) ) ) \ ) H ) Probe Out
- H H H B
I e T
= e, (00).
e N = FFFF. t—i(l 0
1 i 1 i 1
-5 0 5 10
Pump input power (dBm)



(A=E) Bes)] 3 $Z7] XOR =g A0|ES 0|83t 10 Gbps
(I-ja)a, -
Oa, 0Oa, 1 . Vel
—L+ =—g(N 1-jB.)e, - — Lt
o v 2g( ) 3 (1-j8,) UibiVem 2y g, 5 (6)

m=cpptibch 1+ JAW,T

i m

M= Pigk Kiol ofs] ASE S-S Tla|o] tfek OSNR
0] 35 dB7H0.1 nm )=o) t3f)) == 3} o ASE F+
=& ARE FolA wEolAA FEHE SHAIX $ Hel =3
o} A7 ZoH QEslel BEslE AlEE 17 918 10 Gbps
3 7}$-A9K(super-Gaussian) RZ FE|Q] H|o|E| & o] F
stk 8 399 # < gl Aeshneste el ¥
AB7} 10 GhpsE o]zl AL oF 2= e}, I 20)4 & 2=
U0l shte] XOR +=2] Alo|Eof tfsf ‘ZHEk 3 dBX*EA
BTt a3l Earh Y AL T 4 Ak ofol Tl
o) 13 (eye-diagram) AT QEEE ofZ3) W] ) 1274
E PRBS(Pseudo-random bit sequence) ¢J2 A5 & Yo F

slon g 31t 2L ANE Atk 14 FAA A
de golmals 1Y 2 ade el S0l We A
Qboll AARA] Fot= A 2= A
T ek wEpA o5 uiE o %%?_ \_X]'E\[_:']_E7]— A &
ofof el o} SlaAL, UHRA = ;

i 'CA].:CU(LA'I“ED‘RE‘SU].:TS‘ :
Pi A AR AR AL AL |
I T N R T N B |
Pk YL VATA W LV Vi P TN |
(Encrypted lsignall) J\ Mj:_)mwu Jr\‘ijw\vi-'{uﬂ :
L S
|

|

|

|

|

|

|

Pi®Ki®Kj
200 600 1000 1400 1800
Tirre (ps)
Encrypted signal ~ Decrypted signal

|
|
|
|
|
|
|
|
|
: (Decrypted signal)
|
|
|
|
|
|
|

%2 e A5e} dof i E ATSo] d mejel s
Signals for calculations Peak power Extinction ratio

Pi -10 dBm 10 dB

SOA1 -
Ki 10 dBm 10 dB
Pi 10 dBm 10 dB

SOA2 -
Ki -10 dBm 10 dB
Encrypted Ci 6 dBm 7 dB
Ci -10 dBm 7 dB

SOA3 -
Ki 10 dBm 10 dB
Ci 8 dBm 7 dB

SOA4 -
Ki -10 dBm 10 dB
Decrypted Pi 5 dBm 5.5 dB

A AES ALY TH — FGH - w9 239

P ZE719] Qols} golok Atk WAL ASE ¢

A5 300 mAS} 300 ume] ZoE MK whEd] B F27]
of thalA EAja) 2 18 39 AWE B ), BasiE s

oA el FaFol(pattern effect) WA == AL d2otet &
33 AXE E¢ BEA| F FE719 o]5 IEAIZFY
(gain recovery time: AAto]| o] 8% WIEX| 33 ZZ7]9] AL
o2 30 psYE R RZ A15.0] AF2/a1et A7k} vlssle)) &
Ao g Aoz Holm E3L adtof|A Fol= 2H| 7}

Ho3} FoA FFS vzl AR Hit
ofo] Toloj 1o E AN et A5 QLS
o2 542 24 Bk A A5 A7 FECES el for-
2ol AoA e giohd g8l o

ward error correction) 527}

& FY NS de  Ug dor wdEn
m 4

4719] ARG WA 3 S2E71E5(Samsung-OA40B3A 271, Genoa-
G111 27) 7]& AZ}E 0]9- }o] XOR 3 Ao 3l/E T3} A
A"S AL g Hopth ¥ ATE wEr] 98 RS

F

23|12 7] 98] 2.5 Gbps2| 7|12 VM= mE 2y
A5 & Flo]&(mode-locked fiber ring laser)e] &322 o]&
S

2l A Yete TEL us QlojoF sFA|Ht o] A
e B s 2] ofei gl Sick. Wt e

SHHE 7= 2.5 Gbps2] AlEE 0]-8-51o] 10 Gbps
ﬂH]T:j L A= AT E HHEo] 2o} w2k PRBS
1

A2 B 5 ol o)t ool HAk

r,} (o]AF21Q1 AL 10 Gbps HAE \:r]-__o1 HAgfE

i

A AEE 50:50 B A&l skl F
AT R HRolE & sl AT 100 ps AXHA| AR E
F AlZE H3l o] 10 Gbpse] F7]2{¢l

l

¢

SIGNAL GENERATION

Polarization
Input controller

|

|

|

I -

: signal P
| Fiber Rina—,_c?:' $ Ki
|

Laser pulse  Delay Line

Pi®Ki §
(Encrypted signal)

Pi®Ki®Kj
(Decrypted signal) [t

S e S S U SO P S




240 3H=Eks|A] A|19Y AI3E, 20084 6Y

“1100° HBE Bieh. el Polxl o] HEe] AsE
A AIZE RS Fo] B7lskel “1001” HS Aom o

€12 717} pig} KiAl2 ALg 519k
ol = UEhHA] QFUA|TE vheA)] 3 557]2] 5842 4%
EHZE 3| oJEH17} FH-55Z7])2HEDFA: erbium doped
fiber amplifier) 4~337]E(attenuator) ARSI 3 T A& =
W) Fork 2E W7 S Y ol ARRE ok Al
so) 23l GalA 9] wio) Az 59 7% 24
sol 45 o|S¥IZs} sl HES Sk Pi K, s}
H AT 2|3 Basbe AlEof oigt sjeo] 17 40 YEl
Leleon 2FAor dofjil HodlE A5 At o
g6l A2 54 Hok AoolE5HEr & HEE Wi

A B 5272 Bus] 28 AR eloka 7|2 483t

O g @

wol 7153tk
AT

SEe A5 WY Gy EREe AlAde Adsta &
Attty A3 =228 wa7] A8 jieA| % S5719
4T o|SHEE 0|87 XOR F =¢] AP|EE 7|& &
AR ARG stglon SEE gAE AARR gAel 7ol
AREESIT S S H A Sl et At
HAF 24 F8 Al AL s AIE AlAISH
Atk 12]3L, 10 Gbps glojefo] dis] -8 W=A] F S
715 ol8ste] AAZ S T8= = 3k o7t 2ae
o2 A =2 AIESE ol 8% w2
S22 el 7IRte] & Ao 7|4

[1] George C. Valley, “Photonic analog-to-digital converters,”
Optics Express, vol. 15, no. 5, pp. 1955-1982, 2007.

[2] C. A. Barrios and M. Lipson, “Silicon photonic read-only
memory,” Journal of Lightwave Technology, vol. 24, no.
7, pp. 2898-2905, 2006.

[3] F. F. Froehlich, C. H. Price, T. M. Turpin, and J. A. Cooke,
“All-optical encryption for links at 10 Gbps and above,”
IEEE. MILCOM. vol. 4, pp. 2158-2164, 2005.

[4] O. Buskila, A. Eyal, and M. Shtaif, “Secure communication
in fiber optic systems via transmission of broad-band optical
noise,” Optics Express, vol. 16, no. 5, pp. 3383-3396, 2008.

[5] C. R. Mirasso, “Chaotic optical communications,” /EEE.
LEOS News Letter, vol. 19, no. 1, pp. 12-14, 2005.

[6] B. Schneier, Applied Cryptography (2nd Ed). John Wiley
& Sons, 1996.

[71 J. H. Kim, Y. M. Jhon, Y. T. Byun, S. Lee, D. H. Woo
and S.H. Kim, “All-optical XOR gate using semiconductor
optical amplifiers without additional input beam,” [EEFE.
Photonics Technology Letters, vol. 14, no. 10, pp. 1436-
1438, 2002.

[8] Q. Wang, G. Zhu, H. Chen, J. Jaques, J. Leuthold, A. B.

Piccirilli, and N. K. Dutta, “Study of all-optical XOR using

Mach-Zehnder Interferometer and differential scheme,” IEEE.

Journal of Quantum Electronics, vol. 40, no. 6, pp. 703-710,

2004.

M. Zhang, L. Wang, and P. Ye. “All optical XOR logic

gates: technologies and experiment demonstrations,” /EEE.

[9

—

Communication Magazine, vol. 43, no. 5, pp. s19-s24, 2005.

[10] M. A. Summerfield and R. S. Tucker, “Frequency-domain
model of multiwave mixing in bulk semiconductoroptical
amplifiers,” IEEE. Journal of Selected Topics in Quantum
Electronics, vol. 5, no. 3, pp. 839-850, 1999.

[11] Y. J. Jung, P. Kim, J. Park, and N. Park, “Integral equation
approach for the analysis of high-power semiconductor
optical amplifiers,” Optics Express, vol. 14, no. 6, pp. 2398-
2403, 2006.

[12] M. G. Davis and R. F. O’Dowd, “A transfer matrix method
based large-signal dynamic model for multielectrode DFB
lasers,” IEEE. Journal of Quantum Electronics, vol. 30, no.
11, pp. 2458-2466, 1994.

[13] H. Lee, H. Yoon, Y. Kim, and J. Jeong, “Theoretical study
of frequency chirping and extinction ratio of wavelength-
converted optical signals by XGM and XPM using SOA’s,”
IEEE. Journal of Quantum Electronics, vol. 35, no. 8, pp.
1213-1219, 1999.

[14] Y. J. Jung, J. Park, and N. Park, “Wavelength-transparent
nonlinear optical gate based on self-seeded gain modulation
in folded tandem-SOA,” Optics Express, vol. 15, no. 8,
pp. 4929-4934, 2007.



(@F=R) WEA] F F57] XOR =oA0|ES ol 10 Gbps A ¢hEst A2gle] 7@ — HPA - updt 9 241

Demonstration of 10 Gbps, All-optical Encryption and Decryption System Utilizing SOA XOR Logic Gates
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An all-optical encryption system built on the basis of electrical logic circuit design principles is proposed, using semiconductor
optical amplifier (SOA) exclusive or (XOR) logic gates. Numerical techniques (steady-state and dynamic) were employed in a
sequential manner to optimize the system parameters, speeding up the overall design process. The results from both numerical
and experimental testbeds show that the encoding/decoding of the optical signal can be achieved at a 10 Gbps data rate with
a conventional SOA cascade without serious degradation in the data quality.

OCIS codes: (200.3760) Logic-based optical processing; (200.4660) Optical logic; (250.5980) Semiconductor optical amplifiers.
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