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Abstract Because ad hoc network is vulnerable to attacks such as routing disruption and resource
consumption, it is in need of routing protocol security. In this paper, we propose an efficient and
secure route discovery protocol for ad hoc network using symmetric key cryptography. This protocol
has small computation loads at each hop using symmetric key cryptography. In the Route Reply,

encryption/decrytion are used to guard against active attackers disguising a hop on the network.
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S: hg = MACy, (REQUEST, S, D, id, ti )
§— broadcast : < REQUEST, S, D, id, ti, hy, (), () >

A:hy = H[A, k)

My = MACy, (REQUEST, S, D, id, ti, hy,(4),())
A—broadcast : < REQUEST, S, D,id, ti,hy,(A), (M, ) >

B:hy,= H|B,h,]

MB: MA CKB, (REQUES]; ‘SJ D/' ldl t’L} h2} (AI B); (MA ))
B-—broadcast : < REQUEST, S, D,id, ti, hy, (A, B), (M,, Mg) >

C: hy = H[C, h,]

MC =MA CKQ (REQUESI-; ’SJ D; ld) t’L, h‘3; (A} B7 C)) (MA: MB))
C— broadcast : < REQUEST,S, D, id, ti, hy, (A, B, C), (M, My, M) >

D: Mp= MACy, (REPLY, D, S,ti,(A, B, C), (M, My, M,))

D— C: < REPLY, D, S, ti,(A, B, C), (M, My, M), M, () >

C—B: < REPLY, D, 8,ti,(A, B, C), (M, My, M), My, (K¢, ) >

B—A: < REPLY,D,S,ti,(A, B, C),(M,, My, M), My, (K, Kp ) >
A—8: < REPLY, D, S,ti,(A, B, C),(M,, My, My), My, (K¢, Ky, Ky, ) >
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2.3 SAODV(secure AODV) =2 EZ
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S—broadcast: < (REQUEST, D, certg, N,t)Kg_

A— broadcast

< ((REQUEST, D, certg, Nt )Kg_)K, _,cert, >

B—broadcast: < ((REQUEST, D,certg, N,t)Kg_)Ky_,certy >
C— broadcast: < (REQUEST, D, certs, N,t)K¢_)Ko_, certy >

D— C: < (REPLY, S,certp, N,t)Kp_ >
C—B: < ((REPLY,S,certp, Nt )Kp_)K,_,certy >

B—A:
A—S:

< ((REPLY, S,certp, N,t ) Kp_)Ky_,certy >
< ((REPLY, S, certp, N,t)Kp YK, _, certy >

<29 2> ARAN 732 &4 T2 EF
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S—broadcast :

< (REQUEST,id, 8, seqs, D, oldseqp, ko, N) g, -, 0, hy >

A—broadcast : < (REQUEST, id, S, seqs, D, oldseqp, ho, N)k,-, 1, hy_1 >

B—broadcast :

< (REQUES]: Zd: S; S€qs, D; OldSGQD; hO; N)st; 2; hN*Z >

C—broadcast : < (REQUEST, id, S, seqs, D, oldseqp, ho, N)k, -, 3, b3 >

D—C:

< (REPLY, D, seqp, S, lifetime, hy, N)g,_,0, hy' >

C—B: < (REPLY, D, seqp, S, lifetime, hy, N)x,_, 1, hy_{ >
B—A: <(REPLY, D, seqp, S, lifetime, hy, N)g,—, 2, hy—3 >
A—S8: < (REPLY, D, seqp, S, lifetime, by, N)x,—, 3, hn_5 >
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§: hy = MACy, (REQUEST, S, D, id, ti )

S — broadcast :
A:hy = H[A, k]

< REQUEST, 8, D, id, ti, hy, () >

A—broadcast : < REQUEST, S, D,id, ti,h;,(A) >

B:h,=H[B k]

B—broadcast: < REQUEST, S, D, id,ti, hy, (A, B) >

C:hy= H[C, h,]

C—broadcast : < REQUEST, S, D,id,ti, hy, (A, B, C) >

D: hy' = MACy, (REPLY, D, S,t,)
D—C: < (REPLY, D, S,ti)y, _, h, (4,B,C)>

C:h' = H[C k)]

C—)B < ((REPLK D; S’; ti )KD—)KC—J hl,/' (A/'B; C) >
H]

B:hy = H[B k]

B—A: < (((REPLY,D,S,ti)x, )x. )
[

A:hy = H[A h)]

A—S: < ((((REPLY,D,S,ti )KDA)KC—)KE—)KA

hy', (A,B,C) >

Kp— s

— h3,’ (A;B: C) >
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gle]

S hy
S — broadcast :
A:hy = H[A, hy]
A—broadcast :
B:hy,=H[B,h,]
B—broadcast :
C:hy= H[C hy]

C— broadcast :

= MACy, (REQUEST, S, D, id, ti)
< REQUEST, S, D, id, ti, hy, () >

D: M= Hlv,®DDid] ® Ky
hy= MACy (REQUEST, S, D, id, i, M, (A, B, C))

D—Server :

Server: N, = Hlvs®1]D H(v,)

hs = MA CK,;D (REPLY, D, 5, ti, (NA; Np Ng, Np))

< REQUEST, S, D,id, ti, hy, (4) >

< REQUEST, S, D,id,ti, h,, (A, B) >

< REQUEST, S, D,id, ti,h,, (4, B, C) >

< REQUEST, S, D, id,ti, M, (A, B, C),h, >

Server—D: < REPLY, D, S, ti,(N,, Ng, Ng, Np), hs >

D: hy
Lp= Ny Hlvp|DK,=

~ MACy, (REPLY, D, S,t, (N, Ny N, Ny))
H[Us@D} @KD

D—C: < (REPLY; DfS; ti )KD: (NA: NB! NC} ND): hOI; (A7B} C)’ (LD> >

C:h' = H[C hy']

Lo=Ne® Hlvo| O Ky = Hlvg® OB K,
C—B: < ((REPLY;D; S,t’L )KD)KC/' (NA7 NB} NC} ND)7 hl/f (A7 B! C)/ (LDJ LC) >

B:hy =
Lp=

H[B, h']

Npy® Hlvg)® K= Hlvg® B K,

B—4: < (((REPLY;D, S,tZ )KD)KC)KB s (NAJ NB; NC: ND)’ h2/7 (A; B; C)! (LD! LC; LB) >
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Ly=NBHv,|bK,=

H[US@A}@KA

AHS: < ((((REPLY; D}‘g}tl )KD)KC)KE)KA} (NA! NB} NC: ND)7 h3’1 (A; B} C); (LD7 LC’; LB! LA) >

A7) Aste] AlFmsE

B 9] MAC-*% 31_“1 71U%

—

z

>

e,
Ny oE e 2
o Yoot

=z X

23 58 #4139 EOR @Ak o] &3t
Aol &3 AE dFeke AL AzdA
ZREZoY FRaTE F4xt D79 34
2 27 71%3 Youngho ZREZI Y3}
th EFLeE DE AEQT S A 4
AN e Ao EA AZaT HAe] YA
AARgT}, gk BlEEitiE HA k= DE AW
o g Aol siFIQlFe AH8d J] KppE A
sta WAl M-S AAbste] FiFd HREgo) &
A # S hye BA o AT s
S A% golth A Al HH Y 5]

S .4
*

?

o

ro,
tlo  ofN

_73_



Ol%o}@l
2ol AXHEH A= §
%‘f\l 7} ltcow A}%ﬂ 453758 AF}ro
Al %}71] AEst7] Aste AEE.

% =7t AHERE A2 A5 84

hs —g— Aoz Ao BPAS A
ek Bgeithd ERrcs Aavez Azgg
A& At F2ed gL AzaTA A
A A=z Asdt 24xE DE a5l Al
€% 7] KpE 2383 (REPLY, D, S, t) e
Kp=2 435383 (REPLY, D, S, t)x, & A4ts)
i Azatel ol AW 4 heB HEHT.

tr

g MBREEH FAE Npdl 72t =29 HEA
It Hlvp] 33 Kp8 EOR 8t Lp2 A
ARSHE HA HE)h o] LyE A%
oA w=E DAlA AME3F 7] 3 KpE Astst

i

o G
n o
s

>
oo
e
o

o =
frs
o%
1o
H‘
(r
@
N
oX.
fu
olo
)
e,
>,
o
+

o+ 3}o] A}%ﬂ 7]
(REPLY, D, S,t,), @&
(REPLY, D, $,t)x )i

ol A A #He HFF
l:"_

3] A2 HA ot ARt A2
-9 HAE FUEE AR 7 w29 7] K,
T FAE Lo Hlv,®ilE& EORst] 38l o
7] ES o148l (REPLY, D, S,t;) & T3
F AR 78 8E ARE el =2E e A}
gt} ko 3 gE AlZE Uloll ARSH Ao

AstAvhd sS4 A e HAsle Azu=

i

Aok olw, 2 FAM Yol AHEE 7|
ArAge] olFold Witk 2L e A
of ALg] Aol 558 AZA A4H P
i == WR)eln,

B IRESS FEAYe) =EdA A
EOR, W37 9&s Aiw Azjew Hez
DoS 3ol F3tm FolM Ae Rag avehe

! R
fe o e no H‘I

ad-hoc WEHZ) AFe Lot} =g, £ =
REZL AREEY 4 oA AT 712
3l Aoy EFskshe #Ago] gl
AR FL 7PF3 active EF 73t

2 =fdAe 71EY A2Ed ZREES
#2413t ad hoc MEYINA ] 7} oA
Al H3lE ZFoja ¢tdd ARdA Z2EZS

2 I %% *WH AZA, EOR %
0 718 A

2 R o

ARAN Z2ZEZ SAODV ZZEZE Youngho X%
ZEFZ 5o %iﬁ}"é A& FHIE AR AT
g ¥ ZREZqAE g7 st 34 E o
|3t 7} oA AT A R Horg
DoS #4¢ #sith =g, Azew A 7 &3
AFe oA Ql/ES3t #Ayo] glof AT F&
7}k active A% 73t

i
K
Mo
e

(1] 9td s, o)A, o<, #4A,“F4 Ad Hoc
HEAAA ] A 298 Z=2
3 A7) ARHEFEE] A Vol.15, NO.3,
pp.76-81, 20053 6¢¥

[2] P.Papadimitratos, Z.J.Haas, and P.Samar
"The Secure Routing Protocol(SRP) for Ad
Hoc Networks,” Internet Draft, December
2002.

(3] Yih-Chun Hu and Adrian Perrig "A Survey
of Secure Wireless Ad Hoc Routing,” IEEE
Security & Privacy, pp.28-39, May/June
2004.

[4] S.Gupte and M.Singhal "Secure Routing in
Mobile Wireless Ad Hoc Networks,” Elsevier,

Ad Hoc Networks, pp.151-174, 2003.

..74_



[6] SMarti et al. “Mitigating Routing Misbehaviour
in- Mobil Ad Hoc Networks,” MOBICOM
2000, ACM Press, pp.255-265, 2000.

[6] Y.C. Hu, A Perrig, and D.B.Johnson,”Ariadne:
A Secure On-Demand Routing Protocol for
Ad Hoc Networks,” MOBICOM 2002, ACM
Press, pp.12-23, 2002.

[7] K. Sanzgiri et al,”A Secure Routing Protocol
for Ad Hoc Networks,” ICNP 2002, IEEE
Press, pp.78-87, 2002.

[8] M. G. Zapata and N. Asokan "Securing Ad
Hoc Routing Protocols,” WISE 2002, ACM
Press, pp.1-10, 2002.

[9] YoungHo Park, Hwangjun Song, KyungKeun
Lee, CheolSoo Kim, SangGon Lee, and
SangJae Moon, “Secure Route Discovery
Protocol for Ad Hoc Network,” IEICE Trans.
Fundamentals, VolE90-A, No.2, pp.539-541,
February, 2007.

[10] APerrig, R. Canetti and B. Whillock
"TESLA: Multicast Source Authentication
Transform Specification,” IETF Internet
Draft, October 2002.

[11] C. E. Perkins and E. M. Royer, “Ad hoc
On-Demand Distance Vector Routing,”
Proceedings of the 2nd IEEE Workshop on
Mobhile Computing Systems and Applications,
New Orleans, LA, pp.90-100, February 1999,

vk o % (Young Ho Park)

< T2
<1980 2€¢ AERUstw Az

89 ~ 204 79 Oregon State

R

« 2003 8¢ - 2004 79 &5 QUT ISRC(4=
GEEESE S B

L1991 39 ~ 19979 29 AW} AR

Zu g

= A A (Sang Jae Moon)

<1972 29 AME&uigtw I
o33 S A=A 2HF 3

+ 19749 29 M &8

- _ A(F A -HA-F 5}
« 19843 64¥ vz UCLA. (F8rl-FA158h
« 1984 7€ ~ 19859 69 v OMNET 3JA}
ZHHE

+ 1984 79 ~ 19859 6¥€ = UCLA ¥AE
o

« 2001 29 ~ 2002 2¥ I=AR RS I
< 19744 129 ~ dA AEUstn ARANHF
e wg

c BHER MEAA Bl ¢35 F

_75_



