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ABSTRACT

In this paper, we present two verifier-based multi-party PAKE (password-authenticated key exchange) protocols. The shared key
can be used for secure content transmission. The suggested protocols are secure against server compromise attacks. Our first
protocol is designed to provide forward secrecy and security against known-key attacks. The second protocol is designed to
additionally provide key secrecy against the server which means that even the server can not know the session keys of the users
of a group. The suggested protocols have a constant number of rounds are provably secure in the standard model. To the best of
our knowledge, the proposed protocols are the first secure multi-party PAKE protocols against server compromise attacks in the
literature.

Keywords : Verifier-based group password key exchange, dictionary attack, forward secrecy, known-key secrecy
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