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An OTP(One Time Password) Generation Method
Using the Features of Fingerprint
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ABSTRACT

As the applications within Internet becoming more extensive, the security issues of
those applications are appearing to be the most important concern. We have to be sure
if all elements of the system are robust and perform well. Even if some small part of the
system is vulnerable, it might cause the total system crash-down. Therefore, every part
of the system should be thoroughly designed and mutually coordinated in order to sup-—
port overall security of the system.

In this paper, we propose new technique which uses the fingerprint features in order
to generate one time passwords(OTPs). Fingerprint is considered to be one of the
powerful personal authentication factors and it can be used for generating variable pass—
words for one time use. Also we performed a simulation for proposed password genera—
tion method.
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