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ABSTRACT

RFID systems provide technologies of automatic object identification through wireless
communications in invisible ranges and adaptability against various circumstances. These
advantages make RFID systems to be applied in various fields of industries and individual life.
However, it is difficult to use tags with distinction as tags are increasingly used in life
because a tag usually stores only one object identifier in common RFID applications. In
addition, RFID systems often make serious violation of privacy caused by various attacks
because of their weakness of radio frequency communication. Therefore, information sharing
methods among applications are necessary for expansive development of RFID systems. In
this paper, we propose efficient RFID scheme. At first, we design a new RFID tag structure
which supports many object identifiers of different applications in a tag and allows those
applications to access them simultaneously. Secondly, we propose an authentication protocol to
support the proposed tag structure. The proposed protocol is designed by considering of
robustness against various attacks in low cost RFID systems. Especially, the proposed pro-
tocol is focused on efficiency of authentication procedure by considering security levels of ap-
plications. In the proposed protocol, each application goes through one of different authentica-
tion procedures according to their security levels. Finally, we prove efficiency of th proposed
scheme compared with the other schemes through experiments and evaluation.
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