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Enterprise Network Weather Map System using SNMP
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ABSTRACT

The network weather map and bandwidth time-series graph are popularly used to understand the current and past traffic condition of
NSP, ISP, and enterprise networks. These systems collect traffic performance data from a SNMP agent running on the network devices
such as routers and switches, store the gathered information into a DB, and display the network performance status in the form of a
time-series graph or a network weather map using Web user interface. Most of current enterprise networks are constructed in the form of
a hierarchical tree-like structure with multi-Gbps Ethernet links, which is quietly different from the national or world-wide backbone
network structure. This paper focuses on the network weather map for current enterprise network. We start with the considering points in
developing a network weather map system suitable for enterprise network. Based on these considerings, this paper proposes the best way
of using SNMP in constructing a network weather map system. To prove our idea, we designed and developed a network weather map
system for our campus network, which is also described in detail.
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oWIEES ol xAg vEYA G|
EFZ 2F = H
gk 24 Ja dx 9 EYY FRE DBY
day_tableol] #&¥ ).
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IF-MIB[16]°] 4 <]® ifHCOutOctets (mib-2. 31.1.1.1.10) ¢
ifHCInOctets (mib-2. 31.1.1.1.16)¢ 4] SNMP v2c Z2EZF

13t 2 A9~ NWM Al 2=wle] 56 glo] 7 &
FE A3 11409

6)2> A9 22 NWMA| =8 G50 ALg&5 v <]
TR, 7t AT EUEE dof gk A ¢, agn
NWM Al2slo 2 HE zF Zguj2o] SNMP RTT 2 Ping
RTTE YA Aotk NWM Alawl o 2RE 7} Fn2
= BF 3%(Hop) °lste] g¥az AZAYol drt Ping
RTTS} SNMP RTT= njol] wpeba 1580 2n)] A=
o] #Fo]Z Kol o] SNMP olo]HES] HolE g
AlZte] Ping WIAIA] HEAZF 2ot o8 ZAdAveE AS
& 4= gltk. SNMP RTT+ 3 719] MIB LB AE 7S
7FH = Az7tew MIB v - 1 |
SNMP dlo]HES] XHAZF T3 Frhstch WES A %
Hle] Elglel w2l SNMP RTTxE CISCO 75072H$-E] €]
A% H332 msec, CISCO6509 2% H* 1.3 msec,
CISCO 6507 2=91% B¢ 1.2 msec, 23 CISCO 4006
22912 175 msec®] & YERNAIL, Fro] Ebglel upeh
SNMP RTTE i 158§ Apo|7b wrh olefgh AbAde

ot ol
[

onAE

router switch1 | switch2 | switch3 [ switch4 | switch5 | switch6 | switch7 | switch8

number of links 11 70 70 114 69 13 92 59

Device Type (CISCO) 7507 6509 6509 6506 6506 6506 4006 4008 4006

RTT Cmparison

T 180 {msnvPRTT |
o 180
8 140 [|mPingRTT

router switch1 switch2 switch3 switchd. switchs
Network Element

(3% 6) Zm2 NWMoll AFZSE WERZ 2

o]7] Y3t a&x WS ool &5 ofnglr)
o o] AL&3 = 9l SNMP
WA A= SNMP Get (33 GetNext) WAIA 2} SNMP

SNMPE ol&sh= EdY ARE 7HAes=dH Ats &
H

GetBulk ™A|A|7} AFg-¥lth SNMP Get WAIA|E= MIB
eBAE Uy 71- = W (Get-Single)¥ o=l MIB
[e]

BAEES A 7t W (Get-Mult)e + 7}
WS AZE 5 9tk (28 7S CISCO 6506 4H]
ZHE MIB 2BAE /A 60719 ghe 7hAd 2=,
Get-Single, Get-Multi, GetBulk SNMP ™ A] =] A}-&-2] A
T2 vagk Aolth Get-Singles Get HAIAE o] &3]
MIB QEAEE sy 7[A 2= Aol Get-Multix
Get MAAIE o]&3te] o2] 7§e] MIB LEAEE 37
Holl 714 Q&= Z$-olth. GetBulke GetBulk WAIAS A}
f3}= A$olth. SNMPE UDP 7|wko s F2bslry] wji
o be] SNMP request® 748 4 9= MIB 2B A
E°] Ji4= UDP #Z9] FHo (1500 byte, IP, UDP
header size ¥3hHolll= ZAAF 1, = FH2 U=k 60719
MIB Q. B A Eo|t}

4% |7k SR80k 3k SNMP MIB @B A ES] 4
oWsgle] wE SNMP RTT#, SNMP #A|#¢] =7], =1
2]al SNMP WA|A]9] 45 Get-Single, Get-Multi, 22
i GetBulkell tiate] vlastict (1 Mol Al vERG vt
o} Zro] Get-Single] 4, #+31%= MIB LEAES] &
7V S 7 el weEl RTT, HAIA Z7], #HAIA] =

Traffic Load Distribution

Single
——Get-Muli
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Total Packet Size
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. Total RTT Total Packet Size Number of packets
60 MIB objects . - -
msec ratio bytes ratio count ratio
Get-Single 59.84 1093 10,956 8.15 120 60
Get-Multi 7.65 1.38 2,354 1.75 2 1
GetBulk 547 1 1,344 1 2 1
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4.5 DB Manager
DB Manager?] 932 2z} #=19] day_tabledl] A%
5 & #H EY AHARE 43doA A3 g =

week_table, month_table, year tables TAstE IS
Fagitt (19 8)2> 5 & vttt Efolmol o3| o|HES
Wke DB Manager®] 2 W48 A== 28 Aot}
WA 7t gA9] day_tabled] A dR=E Foll 7Y
o] 9] HolH & A&th thEow dAl AlZto] 0, 30w
7% day_table®l Xi ZE A 308 7He] EFY AR E v}
o FA 9 FA EYYe] Hi ti9E A 9SS
Alrksted week_tableoﬂ Astal 149 ol el dlolE = A
ok v o2 uf 2A17F mivh Ak 24171 F2tke] Edfd ¢
o] gk HAdlgks A4S month_tableol] #7438t 60
d o]xel Ho|EE month_tabledl Al A&t} wpx|Eto &
v 24 AIZE v Ad 1Y Fete] EY S AL

year_tableoll #7&}ar 4009 oMol HolEE A2}

[ START ]

Delete all records in the day_table
older than ( cur_time — (7 x 24 x 60 x 60) )

(cur_time / 60) % 30 == 0 Y generate last 30 min avg. traffic info. ‘

and store them in the week_table

N delete all records in the week_table

older than ( cur_time — (14 x 24 x 60 x 60) )
T

(cur_time / (60x60) ) % 2 == 0 Y generate last 2 hour avg. traffic info. ‘

and store them in the month_table

delete all records in the month_table
older than ( cur_time — (60 x 24 x 60 x 60) )
T

and store them in the year_table

N

N

generate last 1 day avg. traffic info. ‘

delete all records in the year_table
older than ( cur_time — ( 400 x 24 x 60 x 60) )

[ END ]

(22! 8) DB Manager =M=

4.6 NWM Generator

NWM Generatore] /@& Abgkel a4l <js) A4
MAPHEE ¢ so|x] g2 Bdsta gAwE 3t

=P
of AREAPAl At H
AadE 58 F712 By & 74218kl map Hlo]
B AAdsta, § Ule 5474 o2 AR RE FA
thirAel @o] o]Fojd F 7] wiEel map HAS
Fo] Alzgle] HatEs A3t 3%

(19 92 AHgAF 84 w2 NWM Generator?] &
2+ YEtle sAZeth 4 ARERFY] 8 o] EolL
W H 9% o]T DB E#fd HEsF A E©=x
Arrget A=A ekt Map Zi<loll #4173 map
ol E BulF, AAHATE AHEE map HlolH 2} A

gt Ava NWM

or ox o

[ START ]

read map data from the Map Cache
send it to the Web Server

generate NWM from the traffic data
in the day_table

generate time-series graphs from the traffic data
in the tables

store the maps and graphs in the Map Cache
send them to the Web Server

I
END }7
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Hardware P4-2.0 GHz, 786 MB, 80 G HD, 100 Mbps Ethernet

oS Linux Fedora 6

Web Server Apache 2.2.3

DB MySal 5.0.22

SNMP Net-SNMP library 5.3.1

Tool MRTG, RRDTeol, cren

Language C, PHP, Perl
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