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ABSTRACT

A small-area and high-speed authentication/security processor (WUSB_Sec) IP is designed, which performs the 4-way handshake protocol
for authentication between host and device, and data encryption/decryption of wireless USB system. The PRF-256 and PRF-64 are
implemented by CCM (Counter mode with CBC-MAC) operation, and the CCM is designed with two AES (Advanced Encryption Standard)
encryption cores working concurrently for parallel processing of CBC mode and CTR mode operations. The AES core that is an essential
block of the WUSB_Sec processor is designed by applying composite field arithmetic on GFY(((22)*)?). Also, S-Box sharing between
SubByte block and key scheduler block reduces the gate count by 10%. The designed WUSB_Sec processor has 25,000 gates and the
estimated throughput rate is about 480Mbps at 120MHz clock frequency.
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Table 2. 4-way handshake authentication protocol for
wireless USB system
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Fig. 1. 4-way handshake authentication protocol
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