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ABSTRACT

Web robot engine for searching web server vulnerability and malicious code is proposed in this paper. The main web robot function is
based on searching technology which is derived from analyses of private information threat. We implemented the detecting method for
phishing, pharming and malicious code on homepage under vulnerable surroundings. We proposed a novel approachm which is independent of
any specific phishing implementation. Our idea is to examine the anomalies in web pages.
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Fig. 1 Block diagram of Anti Phishing
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Fig. 2 Block diagram of Anti Phishing Mechanism
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Table 3 Tag and script for example

<IFRAME SRC= "http:/jwww.link.com” >
<SCRIPT SRC = "http:/flink.com”>
<OBIJECT SRC = "http:/flink.com”>
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